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Index of Revisions in UPI Procedural Guidelines:

Ver. | Page No | Section Title Changes Made Date Justification
1.5 10 Permitted In subsection Collect Request, below | 28" June, To include Minimum,
Transaction Types | paragraph included: 2016 default and maximum
In case of Pull transactions, customer validity time for
will have option to define the expiry Collect request.
time of collect request (up to 45 days).
In case customer has not defined the
expiry time, the default time should
be taken as 30 minutes. The PSP has to
provide an option to customer to
define minimum validity of 1 minute
in case customer is selecting expiry
time.
1.5 10 Permitted In subsection Non-Financial 28" June, Included the mandate
Transaction Types | transactions, added below paragraph: | 2016 for providing option of
Note: The PSP shall continue to raising dispute through
provide option to their customers for PSP App and adhere to
raising dispute/complaints using PSP TAT.
App and adhere to resolve the same
within TAT as defined in UPI Operating
and Settlement guidelines.
1.5 26 UPI App Included below paragraph: 28" June, UPIPSP App on
Considerations o i) PSP needs to build App for the at | 2016 Windows platform
Annexure I least two platforms i.e. Android and made as optional.
iOS, while for Windows, it will be
optional.
1.5 29 Customer Included mandate of Customer 28" June, Eliminating manual
Registration Specifies his SIM (in case of Dual Sim) | 2016 data entry of Mobile
Process (Step )0 | and sending of outbound encrypted No and also option to
Annexure IV SMS to fetch the Mobile No of customer to select Sim
customer. in case of dual SIM
Mobile
15 29 Customer I ncluded oO0Typing t|28" June, Providing additional
Registration addition to selecting drop down of 2016 option for customer to
Process (Step I11)d | Bank names, on PSP App during type bank name in-
Annexure IV registration of Bank Account. addition to selecting
from drop down list.
15 |48 Roles and Included below paragraph: 28™ June, Including mandate of
responsibilities of | a) PSP should place a moratorium of | 2016 putting 0Mo
PSP(Annex VII) at least Two (2) Years in case a Two Yearso
VPA is deactivated/deregistered case of deletion
by customer.
15 54 - 66 Annexure Xll to Included the 3 Annexures viz UPI PSP | 28" June, | To provide clarity on
XV Role, UPI Broad Security 2016 PSP Role, mandating

consideration and App checklist

security consideration
and standardising the
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App flow with
mandatory
functionalities.

1.6 12-13 Guidelines on Deletionofsection titl g7" Deletion of section
NPCI Common on NPCI Common Library (CL) November, |t i t 1l ed O0Gui
Library (CL) installation (only in case of separate 2016 NPCI CL installation in
installation (only APK) 60 PI&tedrieg Caimmittee case of sep
in case of approval dated 19" September, 2016. as the option is not
separate APK) available to member
banks as per UPI SCM
approval
1.6 |18 Liabilities Del et i Optiona BNPEI provides | 7" Del et i Optiona B
separate APK for Common Liba r y 6 | November, | NPCI provides separate
under subsection NPCI Liability in 2016 APK for Common
case of Common Lib Li brarydé un
UPI Steering Committee approval subsection NPCI
dated 19" September, 2016. Liability in case of
Common Libr
as per UPI SCM
approval.
1.6 |57 Annexure XIl (UPI [Del et i on of text of7" Del etion of
PSP Role) paragraph of subsel November, |[peri odé i n
Embedding of NPCI Library into Banks | 2016 paragraph of
Mobile banking App and merchant subsection
through sdk through banksé . Embedding of NPCI
Library into Banks
Mobile banking App
and merchant through
sdk through
1.6 68-69 Annexure XV Included the section Annexure XV & 70 To provide clarity
Merchant SDK guidelines November, | included Annexure XV
2016 titted Merchant SDK
guidelines
1.6 | 74-82 Annexure XM Included the section Annexure XVI 28M To provide clarity
Merchant SDK checklist December, | included Annexure XVI
2016 titted Merchant SDK
checklist
1.7 20 Common Introduction of common application 31 Inclusion and
Application BHIM in UPI ecosystem January, guidelines of BHIM in
(BHIM) 2017 UPI
1.7 |22 Unified USSD Introduction of USSD 2.0 in UPI 31° Inclusion and
Platform (*99#) January, guidelines of USSD 2.0
2017 in UPI
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Introduction

The Unified Payments Interface (UPI) offers architectur e and a set of standard Application
Programming Interface (API) specifications to facilitate online payments . It aims to simplify and
provide a single interface ac ross all NPCI systems besides creating interoperability and superior
customer experience.

The key aspects of the Unified Payments Interface are:

a) The Unified Payments Interface permits payments via mobile app, we b etc.

b) The payments can be both sender (payer) and receiver (payee) initiated .

c) The payments are carried out in a secure manner aligned wit h the extant RBI guidelines.

d) The payments can be done using Aadhaar Number, Virtual Address, Account Number& Indian
Financial System code (IFSC) Mobile Number & MMID (Mobile Money Identifier) .

e) The payment uses 1-click 2-factor authentication, Biometric Authentication and use of
payerds smartphone f or s ec uother uiquecfehteirast i a | captur

Value Proposition of UPI:

a) Simplifying Authentication & UPI can ride on the Biometric Authentication of UIDAI ( Trusted
Third Party biometric authentic ation as a utility service).

b) Simplifying Issuance Infrastructure dThe virtual addresses/payment addresses in conjunction
with mobile as "what you have" factor helps payment providers to create virtual token-less
infrastructure.

c) Mobile as Acquiring Infrastructure & Mobile phone as the primary device for payment
authorization can completely transform the acquiring infrastructure to be easy, low cost and
universal.

d) Enabling 1-click 2 -Factor Authentication 8UPI allows all transactions to be at least 2 -FA using
mobile and second factor (PIN or Biometrics) mak es all transactions compliant with  the
existing regulatory guidelines.

e) EndUser Friendly - Customers can make or receive payments with ease and security to/from
friends, relatives, merchants, pay bills , etc. all using their mobile phones without sharing
banking credentials. Alerts and Reminders, consolidation of multiple banking relationship via
single mobile app, use of special purpose virtual addresses, etc. simplifies end -users
experience.

f) Flexibility for Payment Service Providers (PSPs)- Payment System Providers can build
functionality rich mobile app s using UPI.

g) Exponential Innovation & UPI offers Application Programming Interfaces (APIs) that is
minimalistic, fully functional, and allowing inno vations in user interface, convenience
features, authentication schemes and mobile devices to be brought in without having to
change the core API structure.




h) UPI Addresses Existing ChallengesBelow table summarizes how UPI solves the limitations of

the existing payment systems:

Sl Challenge UPI Offerings
Pull Based
1 Mobile UPI permits real time Push & Pull transactions.
transactions
Customers can pay using multiple identifiers (Aadhaar Number,
2 Options to Virtual Address, Account no & IFS code Mobile No & MMID).
customers Payment can be requested on one interface and authorised on a
different interface .
Funds can be transferred using Aadhaar Number stored in the NPCI
. - Mapper.

3 E:Jnngdle_rlrc;enr;lgre ' Local resolution by the Payment Service Provider using Virtual
Address mapped to the Account at the time of registration by
customer.

Single click two factor authentication enabled using Device

4 1 Click 2 FA Fingerprint as the first factor & PIN /Biometric s as second factor of
authentic ation

5 Current Market Designed to embrace the smartphone boom in India & the inclination

Trend

of customers to move to digital mobile based solutions

Perceived Risks & Mitigation:

Sl

Perceived Risks

Risk Mitigation

Secure Customer
Registration

The customer will be sent an SMShy the Payment Service Provider
while registering the customer to ascertain the veracity of the
customer. The PSP also does the device fingerprinting through an
automated outward encrypted SMS (Mobile number to PSP system
which hard binds the Mobile number with the device. This ensures
that the transactions originating from the Hard bound device are
secured at the first step itself.  This outward SMS being sent should be
encrypted and should not have any customer intervention.

The system should provide for sustainability through the Mobile
Operating System and App upgrades.

Application
security

The PSP application shall be certified by NPCI and the NPCI Utility /
Libraries embedded in the application for entering sensitive data such
as; Biometric credentials , PINand One Time Password (OTP)

Transaction Level
Security

a) Transaction is secured with the Authorization which is split
between the Payment Service Provider & the Issuing Bank.The device
fingerprinting of the mo bile device serves asthe first factor.




b) Customer enters the PIN or the Bio-metrics as the 2nd factor of
authentication .

The PIN is always entered by the customer on the NPCI Library
(which is embedded into the Pare nt PSPApp while certification)
which is invoked while entering the PIN for an interoperable
transaction. The PIN traverses over the secure channel from UPI to
the Issuing bank basis the PKI encryption where PIN is encrypted
using the Public key at the UPI and the Issuing bank decrypts at its
end using its Private key.

Security while
handling the PIN

The settlement of the UPI transactions shall be done under the
respective products only already complying with the Settlement
Guarantee Mechanism framework and hence there is no incremental
settlement risk .

5 Settlement Risk

Unsolicited Pull
6 | requests to the
customer

The end customer is in complete control of transaction and has to
enter authentication details to initiate a debit to his  bank account.

Membership Requirements :

i. The Payment Service Provider/ member should be a regulated entity by RBI under Banking
Regulations Aa 1949 and should be authorized by RBI for providing mobile banking service .

. The member should comply with the Procedural Guidelines, certification requirements and
efficiency and risk guidelines issued by NPCI from time to time.

Additionally any bank which intends to participate in UPI asPSPs houl d ensure that wh
technology platform can be outsourced , its functions @&s a PSF cannot be outsourced . This implies

that the PSP Bank has an equat o dsaadis ewncustomefbase.t her
Further the PSP ha to provide an audit report for the Data Center & PSPApp by CISA equivalent

auditor. The Qualified Security Assessor (QSAskmpaneled by the PCl Council shall conduct such

audits at least once annually. The QSA shall verify App & the following:

System level Security
Network / Data Centre Security
Risk tools to be adequate
Policy & Procedures

Annual Certification process

® oo o

In addition to the above, the member has to provide a declaration in writing to abide by:

i. All the terms and conditions of Unified Payments Interface Procedural Guidelines & Circulars,
notifications, directions issued by NPCI from time to time
. All guidelines issued by relevant authorities from time to time with respect to payment
system operations.
iii. AML/KYC guidelines, other stipulations of RBI, as well as guidelines of NPCI issued from time
to time .



Cessation/Termination/Suspension of Service:

A.

A member would cease to be a member in any of the following events:
a. If i t l@asking license is cancelled by RBI.
b. If it stops or suspends payment of its debts generally, ceases to carry on business, or
gets in to liquidation
c. Ifitis put under moratorium or prohibited from accep ting fresh deposits

NPCI may terminate/suspend the UPI membership under any one or more of the following
circumstances:

a. The member has failed to comply with or violated provisions of either the UPI or any
other NPCI products.

b. The member commits material breach of the UPI or any other related product
Procedural Guidelines and which remains un-remedied for 30 days after giving notice .

c. The RTGS settlement account with RBI of the member is closed or frozen .

d. The member bank is amalgamated or merged with anothe r member bank or steps have
been initiated for winding up the business of the member

e. Suspension or cancellation of RTGS membership

f. Suspension/Cancellation of Mobile Banking Approval by RBI

Process of Termination/Suspension of UPI Membership:

A

A

NPClinform sthe member in writing regarding termination/suspension of its membership from
the UPI network citing the reason for termination/suspension .

If NPCI is of the opinion that the non -compliance/violation is not curable, NPCI may
suspend/terminate the UPI mem bership with immediate effect. However, the member would
be given an opportunity to appeal and post decisional hearing within thirty days and will be
communicated the order confirming or revoking the termination passed earlier

If the non -compliance/violat ion is capable of remedy but cannot be reasonably cured within
thirty (30) days, the termination/suspension will not be effective if the member in default
commences cure of the breach within thirty (30) days and thereafter, diligently peruses such
cure to the completion within sixty (60) days of such notice of violation .

On revocation of termination of membership order the entity should be entitled to apply for
membership afresh. However, no automatic restoration of membership to UPI will be granted
by NPCI

Withdrawal of S ervice:

Any Member may withdraw from using the UPI service in the following ways:

A

The UPI member would have to submit in writing for its withdrawal from UPI along with the
reasons, serving a notice period of ninety (90) days.

10



A UPI will take minimum of fifteen ( 15) working days from the date of receipt of request to
process the withdrawal request for the member and to inform the date of termination of UPI
network to the members .

A The amount deposited as collateral deposit for the NDC will be returned (only principal
amount) to the member after the adjustment of the disputes, if any, which may arise for the
settlement/obligations to any other member after  ninety (90) days from the date of
withdrawal. However, this may change post implementation of UPI SGMor a consolidated
SGMsubject to all requisite approvals being in place .

A UPI will inform all the other members regarding the withdrawal and the date of closure of
UPI services for the particular member so that they can settle their adjustments/  obligations
with the member . Members will notify the sub -members of the same and will also be
responsible for settling the adjustments/obligations on their behalf.

A If a sub-member withdraws from UPI, the sub -member would have to submit in writing
through the sponsor bank for the withdrawal and the reasons . The daily transaction limit,
which is allotted for the sub -member would be released and added to the overall limit of the
sponsor member.

A In case the Steering Committee approves the re -joining of member, the member would have
to go through the complete process of joining UPI again . If sponsor bank wants to withdraw

from sponsoring the sub-member, it must serve a thirty (30)days 6 advance.noti c

Payment Service Providers (PSPs)

Payment Service Poviders will be entities which are allowed to acquire customers and provide
payment (credit/debit) services to individuals or entities.  Payment Service Providers are the entities
that provide for the Front -end/App for the customer. It should be a regulate d entity by RBI under
Banking Regulations Act 1949 and should be authorized by RBI for providing mobile banking service.

PSP will provide an App to the customers which will use the UPI libraries facilitating payments . The
PSPAppcan be used kwsdawmelhanlods ot h e Mhelustankebcan usewarsyt o me r
PSP app he desires andcan start doing transactions securely. This will help customers who@s bank

does not offer mobile banking Appsor offer feature -limited mobile apps.

In UPI, it is mandator y for the PSP to come on-board as Issuer at the time of on -boarding. It should
have the functionality of initiating both Push & Pull transactions and have the NPCI Libraries
embedded into its App. It cannot come directly as an Acquirer without being an Iss uer.

Furthermore, the PSP may limit the UPI offerings to its own bank customers provided the bank allows
its customers to register/get on -boarded with other PSP Apps. The PSP shall support the below
transactions:

a) Financial transactions including Virtual Ad dress based Push & Collect Requests, Account &
IFSC based Push, Aadhaar Number based Push Requests and Mobile & MMID based Push
Requests.

b) Non-Financial transactions including Mobile Banking Registration, Set & Change PIN, OTP
Requestand Mini Statement
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c) The PSP shall also provide on the PSP App the functionality of 6Check Transaction Statusd
and an option to the customer for Raidng Dispute/Complaint through the PSP App itself.

V The customer should be able to raise a dispute/complaint through the PSP App by
selecting transactions from their past transactions history and/or by entering any
other unique reference such as transaction id no.

V After the due diligence by the PSP, the dispute can be registered in the NPCI back -
office system.

Addresses Allowed:
Transactions can be done usingMobile Number& MMIQ Aadhaar Number, Account Number & IFS Code

and Virtual Address. The PSP shall mandatorily provide for the Virtual address based Push & Pull
transactions and Account number and IFS Codebased Push transactions

‘ Sl. No. Particulars Global Address Virtual Address
1 Identifiers Allowed  A/C No & IFS code name@psp
2 Database NPCI Mapper PSP Local Mapper
3 Address Resolution NPCI Respective PSP
& Responsibility

The PSPs will resole the virtual addresse s where the address will be mapped ag ainst the Account
Number & IFSGMobile No & MMID or Aadhaar Nostored at the PSP end Virtual Addresses are always
required to be issued by the PSPin the below format and ensure that customer is uniquely identified
by the PSP

Username@psp

Username: It can be a unigue name within PSP setup which the customer desires to have or can be
provided by the PSP.

psp: It will be provided to PSPby NPCI at the time of on-boarding process. PSPs canrequest the

desi r e dnamepsNPEl and NPCI will allocate it to them provided ,the 6 pspdé nanme has
already been taken by other PSP and it does not resemble in any way to any other PSP. The underlying

principle f or t he 0 p s p 6an paaynidentificat iod of theePSP by the customer and other

users. It is desirable that Banks requesting PSP name should have registered/trademark/existing

domain names. The maximum cap per bank will be 3PSP handles.Any changes in this regard shall be

governed by the Steering Committee direction/decision .

For transactions based on Aadhaar Number as the sole identifiers , the address resolution will be

done by NPCI These identifiers will be mapped to 1INs (Bank Identifiers similar to NBIN in IMPS)in

NPCI Centralized Mapper. However, actual account identification will be done at the beneficiary
bankds end. Bank wil/ have to do the integration
Aadhaar Number and IIN. The customer may also enter the Account Number & IFSC and Mobile
Number & MMIDas the beneficiary inputs for sending money
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Permitted Transaction T ypes:

a) Financial Transactions: UPI supports the following financial transactions viz.

a. Pay Request A Pay Request is a transaction where the initiating customer is pushing
funds to the beneficiary using Account Number/IFS Code, Mobile No/MMID, Aadhaar
Number, Virtual Address etc.

b. Collect Request: A Collect Requestis a transaction where the customer is pulling funds
from the remitter by using Virtual Address. In case of Pull transactions, customer will
have option to define the expiry time of collect request (up to 45 days). In case
customer has not defined the expiry time, the default time should be taken as 30
minutes. The PSP has to provide an option to customer to define minimum validity of
1 minute, in case customer is selecting expiry time.

b) Non-Financial Transactions: UPI supports the following non-financial transactions viz.

Mobile Banking Registration
Generate One Time Password (OTP)
Se/Change PIN

Check Transaction Status

oo op

Note: The PSP shall continue to provide option to their customers for raising dispute/complaints
using PSP Apmand adhere to resolve the same within TAT as defined in UPI Operating and Settlement
guidelines.

Authorization

All financial transactions follow mandatory two factor authentication process. The first factor is
validated by the PSP & the second factor is validated by the Issuer Bank.

1 For non-biometric based authentication, the second factor will be a four digit or six digit
numeric PIN.

I For biometric based authentication, IRIS/Fingerprint is the second factor which will be
validated by UIDAI (Trusted Third Party) on behalf of Issuer Bank. The Bio-metrics which are
locally stored shall not be supported under this mechanism.

Below table represents the summary of the two factor authentication in the first and subsequent
transaction:

Authentication First Txn Authorised by Subsequent Txn Authorised by
1st Factor Mobile Number Issuer Device Fingerprint PSP
2nd Factor PINBiometrics* Iswuer PIN/Biometrics* Issuer

* In case of Biometric, authentication will be done by UIDAI and on the basis of that, Issuer will debit the customer 6 s ac.count
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The PSP also checks the veracity of the person registering on its App.

Transacting Parties:

There are maximum upto four parties consisting of two PSPs which will be acting as Interface
Providers for the customers /merchants and two banks acting as Remitter & Beneficiary Bank. The
role of the two PSPs shall be to facilitate the transaction and customer debits and credits happen in
the bank accounts.

In case of Person to Person transactions, there may be four parties (two PSPs andtwo Account
Providers/Banks).

NPCILibraries :

NPCI Libraiies area set of utilities which are embedded in the PSP App. Thes libraries are available
for all major mobile operating systems viz. Android, iOS & Windows.

These libraries allow secure capture of credentials like OTP, PIN Biometrics etc. The secured
credentials are always captured by the NPCI libraries which use PK Encryption.

NPCI will be using Public Key Infrastructure (PKI) to encrypt the PIN using NPCI Public Key which will

be stored locally in the libraries. This encrypted block will be sent to NPCI where NPCI will decrypt

using NPCI Private Key. Then NPCI wi | encrypt it wusing the |1ssuerds
issuing bank which will decrypt & validate with its Private Key.  The Issuer Bank has to mandatorily

decrypt the PIN and/or any other data using HSM only.

In case the Remitter Bank & Payer PSP ae same entities, then the PSP may send pre-approved
transaction to NPCI and need not use NPCI Libraries. In this case, NPCI will process only the Credit
Request as the debit has already been taken care of by the Remitter Bank/Payer PSP. If the PSP uses
NPCI Libraries, then NPCI will necessarily process both the Debit Request & the Credit Request even
though the payer PSP and Remitter Bank are same entities.

In case the Remitter Bank & Payer PSP are different entities, then the Payer PSP has to mandatorily
use NPCI Libraries to capture the PIN. In this case, NPCI will process both the Debit Request & the
Credit Request.

Note: The PSPs/Banks may route ONUS transactions basis their internal processes.

Biometrics/IRIS will also be captured in a secured way as p er UIDAlIframework guidelines. Only UIDAI
supported biometrics authentication will be supported in UPI. Closed loop biometric authentication
will not be supported as they do not extend the validation to UIDAI (Trusted Third Party) .

Originating Channels Allowed:
Banks may decide their own way of authorization of transactions and channel when the transaction

is a pre-approved transaction for UPI. Pre -approved transactions are those transactions where the
Payer PSR& Remitter Bank are one entity and the tran saction is received to NPCI only after debiting

14



t he Remitt e rHOveveraforcalb Qofiect.Requests, authorisation has to be done on the
Mobile App (Mobile Channel). Use of NPCI libraries in such cases will depend on the PSPs.

For Pay Requests wherethe transaction is not a pre -approved transaction, the initiation channel will
be Mobile App (Mobile Channel) and the authorisation parameters shall be secured credentials (PIN)
or Biometrics (IRIS, Fingerprint). The Mobile App needs to use NPCI libraries for capt uring these
secured credentials.

Collect Requests carrying details like Virtual Address can be initiated from a non -mobile channel
depending on the requirements of the bank, but authorisation of such transactions by the Payer
customer has to be on PSPApp (Mobile channel), where the customer gets notification of the C  ollect
Request

Transaction Limit : UPI transaction limit will be pegged with IMPS transaction limit which will change
from time to time following the approval from the IMPS /UPI Steering Committee. As per extant
approval from the steering committee , the upper cap per UPI transaction will be Rs. 1 Lac.
Accordingly it is mandatory for the banks to set a default limit of Rs. 1 lac per transaction for UPI to
begin with . Banks cannot set a different upper limit for their customers and have to mandatorily
have the default limit to be setto Rs. 1 lac.

Settlement of UPI transactions and Reports availability:

The details related to Settlement of UPI transactions and its report availability are o utlined in
Annexure 8.

Fees & Charges:

It would be charged and configured in the system. Fees may be revised periodically based on the
discussions and consultation with the Steering Committee . The details related to proposed pricing
structure to be imp lemented in UPI are outlined in Annexure II.

PSP App Implementation Guidelines:

There will be two approaches to develop and deploy for UPI  App. The details related to both the
approaches are outlined in Annexure 1.

Role of NPCI:

NPCI is the owner, network operator, service provider, and coordinator of the UPI Network. NPCI
reserves the right to either operate and maintain the  UPINetwork on its own or provide or operate
necessary services through third party service providers.

UPI Steering Committee:
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UPI Steering committee shall comprise of representatives from IMPS Steering Committee members

& any other committee as may be decided by the competent authority from time to time . The
Committee is constituted to discuss and deliberate on business, operati onal, and technical issues of

the UPI network. The committee is also subject to reconstitution on a case/need basis from time to

time. The extant Procedural Guidelines document shall be read in conjunction with and as an

extension of the products under whi ch the UPI transactions are processed/settled. The UPISteering
Committee may invite industry experts for insights on a need basis. The committee would meet at

least once in a quarter. The list of members and the calendar of meetings in a year would be
publishedonNPCIl 6 s website in the beginning of the cal en

Settlement:

Immediate Payment Service (IMPS) is used for settlement of all UPI transactions and existing rules &
regulations of IMPS Settlement applies mutatis mutandis.

NPCI will process dl approved UPI transactions in IMPS. IMPS Rily Settlement Report will contain
three type s of transactions as defined below:

a) U2U (PUSH)UPI to UPI transaction (Basis Virtual Address, Account Number + IFSC, Aadhaar
Number, Mobile Number + MMID. In this ¢ ase, both the sending and the receiving bank are
live on UPI.

b) U2U (PULL) Means UPI to UPI transaction (BasisVirtual Address). In this case, both the
sending and the receiving bank are live on UPI.

c) U2l (PUSH)Means UPI to IMPS transaction In this case, the sending bank is live on UPI but
the receiving bank is live only on IMPS and not on UPI.

Amendments to the Procedural Guidelines
NPClwill issue amendments to the UPFPG from time to time by way of circul ar. Revised versions of
UPFPG may also be issu@ incorporating new provisions periodically.

Audit

Audit by RBI: The Reserve Bank may, for the purpose of carrying out its functions under the Payment
and Settlement System Act, 2007 conduct or get conducted audits and inspections of PSP and it shall
be the duty of the PSP to assist the Reserve Bankof India to carry out such audit or inspection, as
the case may be.

Audit by NPCI/NPCI appointed external agency : NPCI reserves the right to audit the UPIrelated
systems (including hardware and software) of t he members as and when considered necessaryeither
by self or by appointed external agency. Additionally, each member should conduct its annual
internal audits and its processing agent, if any, to comply with the UPI Procedural Guidelines
Members would be required to submit the audit report annually to NPCI.

UPI Availability:
UPI would be operational and available to all members round -the-clock with 99.9% uptime,
excluding periodic maintenance with prior notice and force majeure events such as war and na tural
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calamities. Periodic maintenance of the UPI System would be notified to all members 48 hours in
advance unless an emergency or unscheduled maintenance activity.

Intellectual Property Rights
NPCI will own, hold, possess, and acquire the intellect ual property rights to UPI and related assets.

Prohibition to use UPI Logo/Trademark/Network
1 Upon termination of the UPI membership, the member should abstain from further use of the
UPI Trademark with immediate effect. Failure to comply with the same could invite legal
proceedings

1 Members that have been suspended from UPI membership would not be able to use the UPI
for any transactions

1 Any pending dispute pertaining to transaction errors not resolved before the member is
suspended will be retrievedfromt he r especti ve member évenalicethet | e mer
date of suspension

1 The suspended member would not disclose any information regarding the UPI network or any
knowledge gained through patrticipation in the UPI network to outsiders. Failure to comply
with the same would be treated as breach of trust and could invite legal penalties

Fines:

NPCI reserves the right to impose penalty on the members for violating the guidelines. Penalty may
include imposing fines as decided from time to time by the UPI  Steering Committee or
suspending/terminating end -to-end (host-to-host) connectivity of the member for frequent
violations of these guidelines.

NPCI reserves the right to either notify the member or impose penalty on the member depending on

t he me mb & rebosd. No d&ine would be imposed, if the rectification is done within the
stipulated time provided by NPCI. F ailure to abide by UPI Procedural Guidelines would also be subject
to Steering Committee recommendations/legal action.

Pending Dues:

All members should clear all pending dues such as fines, settlement dues, and other liabilities within
the stipulated time provided by NPCI. Failure to settle all dues within the stipulated time may result
in suspension/termination of the member from further partic  ipation.

Indemnification :

Including NPCI, it is binding on all members participating in the UPInetwork to defend, indemnify,
and protect themselves from all loss and liabilities, if any, arising out of the following:
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a) Member 6s f ai |l ur etiestand rgspomsibildies as pert Ul PG u

b) Mal functioning of J/eystemier 6 s equi pment
c) Fraud or negligence on the part of a member

d) Unauthorized access to UPInetwork

Member 6s softwar e, hardware, or any other equi pmen
Customer Registration:

All banks willing to avail UPI services are required to ensure safe and secure registration process for
their customers. The registration process should be complied with the guidelines issued by the RBI
from time to time.

For remitti ng customers opting for mobile phones to initiate UPI transaction, mobile banking
registration is mandatory. For Collect request s, the t ransactions may be initiated from non -mobile
channels; however authorisation of the transaction needs to occur at Mobile channel only. Mobile
banking registration is mandatory for the Payer .

Customer Registration Process:

UPI service should be provided to customers registered for mobile banking service if it is initiated
from Mobile App. The PSPregistration process should allow the customer to generate/obtain his
virtual address with the PSP through the registration process . It is however, also possible for a Bank
joining UPI only as an Issuer, to provide Virtual addresses to its customer base by default.

The customer shall be providing banking details to be mapped against this virtual address through
the defined process. These fields available shall form the local mapper at the PSP end for which it
may have the customer agree to specific 6Terms & C

The User Interface (UI) guidelines are only for reference purposes. PSPs are free to innovate the user
experience part. The guidelines related to stepswith regard to customer registration on PSP App are
outlined in Annexure IV.

Customer Complaints:

In case of any customer complaints regarding non refund for failed transactions and/or non -credit
for successful transactions shall be dealt by the PSP/Bank. Any complaint about credit not being
given to a beneficiary should be dealt with conclusively and bilaterally by th e remitting and
beneficiary banks as per the guidelines circulated by NPCI from time to time.

In case of any complaints related to UP transactions, the first point of contact for customer will be

t he custPBAMEGuU Htso NMRSP Bias to mandatorily provide option in their App to raise

dispute/complaint by providing transaction reference/ld number. However, if customer decides to
approach his/her remitter/beneficiary bank instead, the  respective banks shall entertain all such
requests and help to resolve the complaint to the customer 6 satisfaction. The PSP must provideto
customers, the option of checking the current status of a transaction in the PSP App
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Mobile Banking Registration Transaction:

Mobile Banking registration transaction allows the custom er to register for mobile banking service

with his Issuer Bank through UPI. It will be possible only if the mobile number (which is to be

registered) is registered with the Issuer Bank for SMS Alerts/mobile alerts & not for Mobile Banking

services. Thisser vi ce wondot all ow t he c usytexdstimgmumbieoltvdlllodyn ge or
elevate the mobile number registered for receiving alerts to full -fledged mobile banking services.

The customer requires details like last six digits of debit card, expiry  date and an OTP to authenticate

for this transaction. This transaction is to be facilitated only through PSP App. The steps related to

Mobile Banking registration, Set/Change PIN and Generate OTP through PSP Ap are outlined in

Annexure V.

UPI Transaction Flows:

The UPI transactions flows are outlined in Annexure VI .
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Liabilities:

a) NPCI will take the responsibility of the security of data when the data reaches UPI and is in
NPCI Network. When the data is outside the reach of UPI and NPCI Network, its security &
authenticity will be the responsibility of the entity on whose possession the data is.

b) Security & integrity of the data will be the responsibility of the PSP/Bank even in cases where
the Bank/PSP & the outsourced technology service providers are d ifferent entities.
Therefore, it is recommended that the PSPhbank does full due diligence of the outsourced
technology service provider as they are dealing with sensitive customer data.

c) NPCI Liability in case of Common Library (CL).

With regard to distri bution of NPClI Common library and corresponding Liability on NPCI, if the
Common Library is compromised and proven by the PSP, following is the option available.

NPCI Common library can be circulated to the UPI customers through:

1 NPCI provides SDK to embednto Bank / Merchant App & This is an integrated approach
wherein the Bank / PSP embeds the Common Library in the Merchant App through an SDK.
In this case, the Customer downloads a single app of merchant or PSP. In all such cases,
the Banks/PSPs shall own the full liability should the Common library be compromised.

PSP Liability:

The onus of validation of the first factor of authentication of customer credentials including Mobile
device fingerprinting or any other material information which identifiest  he customer lies with the
PSP. Only after proper validation of the customer identification and customer authorization
credentials, the PSP will offer UPI services and allow the account to be operated under UPI.

The PSP shall be liable whether for any loss or corruption (whether direct or indirect) of data or

information. The PSP will be liable for loss on account of breach of data (whether loss is direct or

indirect) even if such loss was in the contemplation of the system participants or was wholly
foreseeable. The PSP shall be fully liable for any loss of data or any loss arising out of breach of data

whet her due to willful mi sconduct of PSP&s repres
misconduct, etc., as such liabilities pose significant risk. NPCI will in no way be liable for the same.

The PSPO6s |iability in case of c¢laims against NPCI
factor or incorrect authentication of first factor shall be unlimited.

The PSP shall indemnify NPCI againsall costs, damages, expenses, liabilities, and losses (including
but not limited to any direct, indirect or consequential losses, loss of profit, loss of reputation and

all interest, penalties and legal costs (calculated on a full indemnity basis) and al | other professional
costs and expenses) suffered or incurred by NPCI arising out of or in connection with:

a) Breach of Data or corruption of data or information whether due to any system failure or
negligent performance or non -performance of PSP or its employees, agents, representatives
etc. or for any reason whatsoever solely attributable to the PSP.
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b) Compromise of first factor or incorrect authentication of first factor due to act(s) of omission
of commission of the PSP.

Common Application (Bharat Interfac e for Money - BHIM)

About BHIM

Bharat Interface for Money is an app that lets you make easy and quick payment transactions using
UPI. It is a starter application where the interface have been kept very simple for first time
customers. BHIM reduces thetedious job of filling bank account details again and again for every
transaction. BHIM facilitates direct Account to bank payments and instantly collect money using
just Mobile number or Payment address.

Features on BHIM

Single Unique
Identifier (VPA ang
Mobile No based

Simple Interface | | Multiple Languagep

transfers)
Link any UPI QR Code based Rea4t|me deb't.
and credit alerts in
enabled bank Payments (Scan App. throuah SMS
account and Pay) PR, J N

<

and in TXN history
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Transaction Sets

7

Account Balance

.

r

Transaction History

|

7

Send Moneyd Mobile Number(In case customer have the mobile number registered on BHIM)

\.

e

Send Money- Virtual ID

|

7

Send Moneyd Account+IFSC

.

e

Send Moneyd Aadhaar

.

7

Collect Money - Virtual Address

.

e

Collect Money - Mobile Number (In case customer have the mobile number registered on BHIM)

.

7

QRA&Generate / Pay

|

Transaction Limit

For sending money using BHIM, the transaction limit have been set to Rs 10,000 per transaction
and Rs 20,000 per day. While NPCI has put in place the validation for restricting transactions upto
the approved ceiling on BHIM, banks can also put necessary checks & validations at their end.

Languages
Currently BHIM can be accessed using 9 languages, following are the languages available

S. No. Languages

English
Hindi

Guijarati

Tamil

Kannada

o O | W N -

Telugu




7 Bengali

Malayalam
9 Oda

Membership and Registration

BHIM membership is open to all the banks which are LIVE in UPI eco system as an Issuer.

The on-boarding process for a member on BHIM platform will commence on successful completion
of document verification.

*All the process unless specified such as customer registration process, settlement and di  spute
management is as per UPI guidelines

Unified USSD Platform of NPCI (*99%)
About *99#

*99# (National Unified USSD Platform), the financial inclusion project and part of Prime Mi nister 8 J a n
Dhan Y obpsadoa thhe USSD platform is of national importance and was dedicated to Nation on
28" August, 2014 It is an interoperable infrastructure, comprising banks & telecom operators, using
USSD technology to provide banking services tirough a common platform.

UPI (Unified Payment Interface) is more simplifying way of sending and receiving money launched
on 13" August, 2016. The need was felt to provide the UPI based services on feature phones by
dialling *99# and using USSD technolog. Therefore w ith upgraded version of USS2.0 the, user can
avail the services of UPI by dialling *99# . This service works across all GSM mobile handsetsand on
either feature phones or smart phones .

User will be prompt for registration on their dial of  *99# for the first time. Once user confirms the
Bank Account to link and generates UPI PIN, they are ready for receiving and sending money using
UPI over USSD channel.
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Objectives of UPI on *99#

To leverage on high penetration of Mobile phones for offering non -internet based mobile banking

service.
|\

Ve

To provide safe, secure, cost effective, 24X7X365, real -time, access to banking services.

.

7

Unifying USSD system with UPI platform for interoperability

.

p
To be a catalyst in facilitating financial inclusion process and to provide banking services to even
last mile customer.

p
One Step onboarding process allowing users to send /receive money

.

Features

7

Standardized Menu for Banks and Customers

.

7

Facilitates interoperable mobile banking transactions

Works across all handsets(Basic & Smartphones) & GSM service providers

.

Ve

Works without internet and service available while roaming as well

.

Ve

Multilingual options (Available in 9 languages including English & Hindi)

.

Service variants
A *99# - Financial and Nofinancial Transactions

A *99*99# - Aadhaar Based Query Services
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Transaction Se

Ve

A/C No

L

Send Money using Mobile Number / Aadhaar Number / Payment Address / Saved Beneficiary / IFSC &

~N

Ve

.

Request Money using Mobile Number / Payment Address

Ve

Check Balance

L

Ve

Beneficiary
.

My Profile- Change Bank Account, Change Language, My Details, Payment Address, Manage

Ve

.

Pending Requests(collect requests pending)

Ve

.

Transactions(last 5 *99# or BHIM transactions linked with same account)

Ve

L

UPI PIN Set/Forgot UPI PIN, Change UPI PIN

/

Vs

.

QSAM (Query Service on Aadhaar Mapper)Aadhaar Linking Account Status, PMJDY Account OD Status

~N

J

Transaction Limit

For sending money using *99#, the transaction limit as prescribed by RBI for unencrypted channel
shall be applicable. Currently this limit is Rs 5000/ - for transac tions initiated using unencrypted

channel.

Languages

Currently *99# can be accessed using 9 languages, following are the languages available

S. No.

Languages

1

English
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Hindi
Tamil

Guijarati

Bengali

Kannada

Telugu
Odia
Malayalam

Ol O N O] O | W N

*All the process unless specified such as customer registration process, settlement and di  spute
management is as per UPI guidelines

Roles & Responsibilities of the PSP :

The roles and responsibilities of the PSP are outlined in  Annexure - VII

Roles & Responsibilities of the Sub -members:

The roles and responsibilities of the sub -members are outlined in Annexure - VIII

Broad Roles & Responsibilities of the Technology Service Provider (TSP):
The broad roles and responsibilities of the TSPs are outl ined in Annexure 81X
UPI PSP role:

The UPI PSP roles are outlined in AnnexuredXl|

Broad Security Consider ations:
The broad security considerations are outlined in Annexure dXIII
App Checklist:

The App checklist are outlined in Annexure - XIV

Merchant SDKChecklist:

The Merchant SDKguidelines are outlined in Annexure - XIV
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Annexure 0l (Settlement & Reports)

UPI Settlement & Reports Availability:

The settlement of UPI transactions will be facilitated through IMPS . All the rules and regulations of
IMPSSettlement will be applicable in UPI for transactions where the credit leg is processed through
IMPS No separate raw files, STL & VERAF will be available for such transactions. They will be part
of existing IMPS raw files.

For transactions where both the debit and the credit leg of the transactions is processed through
UPI, then separate raw files, DSR and other reports will be provided in the existing IMPS RGCS
interface .

Following table provides the details

Sr. | Details Debit & Credit (Customers) | Settlem ent
1 Sending Bank live in UPI &| Debitin UPI Settlement in
Recipient Bank live in IMPS only Credit in IMPS IMPS
2 Both the Sending & receiving Bank | Credit in IMPS Settlement in
live in IMPS IMPS
3 Both Banks live in UPI Debit in UPI Settlement in
Credit in UP!I IMPS

Note:
1 The settlement cycles are subject to revisions from time to time
1 All UPI members should download the respective settlement files.
T Members must perform reconciliation as per the guidelines i ssued by NPCI from time to time.
I The Settlement cycles and timings shall be as prescribed by NPCI from time to time.
1 UPI members should have a separate operations and reconciliation team to handle the day -

to-day activities proactively and efficiently.

At the end of the each cutover time and comple tion of Settlement file generation, NDC limit would
be refreshed, the net receivable or payable of each member would be generated, and a daily
settlement report would be prepared and sent to all members through a Secure File Transfer Protocol
(SFTP) and male available through the DMS/RGCS application.

Currently, NDC Limits are al lotted to banks in IMPS as per the SGMpolicy . For UPI transactions, banks
will be assigneda specific percentage of the ir existing IMPS NDC Limitsas prescribed and as approved
by the respective governance bodies.

Please note:

1 The net settlement amount would include transaction and settlement fees payable between
the banks & PSPg(Interchange Fee & PSP Feé and NPCI (Switching Fee).

27



T NPCI has obtained Type D RTGS membership and pragles settlement service to banks. It
would be free to revise the settlement charges based on business needs .

1 NPCI will act as a settlement agency and will arrange the necessary interbank settlement of
credits and debits to the nkemmhésudts witle BB) ascpgeri ve R
approval received from RBI vide letter DAD/RTGS/626/24.02.001/2011 -12 dated Oct 24,

2011.

T I't will be the membersdé responsibility to verif
reference to the data available at their end.

1 In case of net debit, a member has an obligation towards other members. Therefore,
members are advised to ensure strict compliance to the RTGS operational instructions of RBI
in this connection. Any failure to maintain the required balance in the RTGS settlement
account would attract stringent action as deemed fit by NPCI

T Letter of authority: For existing banks which are live on IMPS, existing mandate to RBI for
credit/debit of settlement account  will suffice .

T New members before participating in UPI s hould issue letter of authority to RBI authorizing
net debit/credit for UPI related transaction in their respective RBI accounts by NPCI, duly
approved by their respective boards. This is applicable to the members who are not live on
IMPS.

1 A member failing to meet its daily settlement obligation more than two times in a month
would be debarred from membership .

Any changes due to settlement of UPI transactions in IMPS Settlement shall be made at later stage
if required .

Reports Availability:

UPI would provide the following daily reports in DMS / RGCSpplication format round -the-clock:

1 Raw data file
1 Net settlement report (NTSL)/Daily Settlement Report (DS R)*
1 Settlement file (STL) don NPCI settlement day

1 Any other reports as may be relevant
* Available only during RTGS working days for settlement
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Members will be provided with the following reports:

Current IMPS DSR will contain UPI transactions
(where Credit Request is processed through IMPS)&
UPI Reports to there will be separate DSR for transactions where

the credit request is processed through UPI . It
contains details of UPI transaction reports (sent,

received) on a particular day

Members

Adjustment to Settlement

Discrepancies relating to reconciliation/adjustment done by members, based on reports furnished
by UPI are the responsibility of the participating members. Such discrepancies should be resolved by
members as per the settlement procedures set forth in the UPI Procedural Guidelines. The following
points explain the switching fee adjustments:

1 NPCI determines the amount of service fees its members owe for using UPI services.

1 As a service provider, NPCIl would maintain an account with a member participating in the
UPI network.

Dispute Management:

There will be broadly two types of variants in UPI Disputes Management & Settlement:

a) U2u

1 Denotes transactions where both the debit and credit request are processed through UPI and
will be available in separate raw data, reports, settlement files & DSR.

1 In case of timed -out transactions (cases where NPCIl was not able to receive the response in
a specified time frame from Remitter/Beneficiary Bank), settlement of such cases will not
be performed as this will be considered as declined transactions. The debit and the credit
reversals will be processed.

1 Accordingly, all the transactions will be categorised as either a successful or a failed
transactions and there will not be any transactions with pending status.

Timeouts:

Timeouts in UPI will treated as declined transaction, wherein Reversal will be generated by
Beneficiary bank and/or NPCI as applicable :

1 Wrong Credits / Closed / Frozen Accounts:
Credit adjustment option has been given to beneficiary banks. Beneficiary banks will raise
credit adjustment once they recover funds successfully from their customer.

1 Complaint Window to PSPs:
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b) U2I:

PSPs (whoare not remitter bank or not a beneficiary bank for particular transactions) are
also allowed to raise complaint on either remitting bank or beneficiary bank for UPI
transactions. E.g.: If online reversal f ails and customer a/c is still i n debit.

Search Transactions & Adjustment Status:

All parties of the UPI will be provided to search Transaction & Adjustment status through
RGCS system.

UPI Merchant Payment Transactions:

For merchant Payments transactions, existing chargeback cycle will be applicable.

Denotes transactions the debit request is processed through UPI and the credit request is
processed through IMPS and will be available in existing IMPS raw data and other related files.

In case the credit leg is processed through IMPS, then the existing rules of IMPS Settlement
will be applicable for such transactions.

Both U2U & U2l transactions will be posted as a single entry as IMPS Settlement entry, but banks
will be able to differentiate between the same as separate reports will be provided.

NPCI will issue circular from time to time in case of any changes in the Dispute Mechanism.

For Detailed dispute management processes please refer to the UPI Operating and settlement
guidelines.
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Annexure -1l (UPI Pricing)
Pricing Model for UPI P2P Transactions:

Sl. Particulars Amount Paid By Paid to

1 UPI Switching Fee 25p Remitter Bank NPCI

2 IMPS Switching Fee 50 p Remitter Bank NPCI

3 PSP Fee 50p Remitter Bank Remitter PSP
4 Transaction Amount Variable Remitter Bank Beneficiary Bank
5 Interchange Fee IMPS P2P Pricing | Remitter Bank Beneficiary Bank

Pricing Model for Merchant Transactions:

Sl Particulars Amount Paid By Paid to

1 | UPI Switching Fee 25p Remitter Bank NPCI

2 IMPS Switching Fee 50p Remitter Bank NPCI

3 PSP Fee 50p Beneficiary Bank Remitter PSP

4 | Transaction Amount Variable Remitter Bank Beneficiary Bank
5 Interchange Fee IMPS II\D/Ir(iaéiananPull Beneficiary Bank Remitter Bank

UPI Merchant Interchange Compliance:

In case of merchant transactions, it is the ownership of Acquiring Bank to populate the correct MCC
code, under which merchant is set -up. The UPI system will calculate and settle the Interchange
between Acquiring Bank and Issuer bank basis MCC code populated.Merchant Category Code should
flow in all the trans actions from Acquiring Bank. The acquiring bank may have compliances built in
for deviations, if any , basis various parameters such as velocity checks. In case of merchant pushes
the P2P then compliance rule of MDR/Interchange will be applicable.

Incaseof P2P transactions, the interchange wil/l be ba
The interchange is same i.e. IMPS P2P interchange. P2P MCC codecannot be used for merchant
transactions.

NPCI will issue circular regarding changes in UPI & IMPSFees from time to time as per decision by
Steering Commiittee.
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1) Example of a Merchant UPI transaction for Fees calculation :

Trnx Amount)

Transaction Amount Rs. 75000

Merchant Name Flipkart

Flipkart's Acquirer Bank ICICI Bank

Customer PSP HDFC PayZapgHDFC Bank)

Customer Issuing Bank Axis Bank

Particulars Details Paid By ‘ Paid to
Charges to Customer Ifyes, tor:lt;(:j‘c(;ll;sr;[?mer by NA
Transaction Amount Rs. 75,000 Axis Bank ICICI Bank
UPI Switching Fee 25 paise Axis Bank NPCI
IMPS Switching Fee 50 paise Axis Bank NPCI
Interchange Fee Rs. 487.50 @ 0.65% ICICI Bank Axis Bank
PSP Fee 50 paise ICICI Bank HDFC Bank
MDR Variable Flipkart ICICI Bank
Total Charges to Axis Bank (excl. 75 paise

Total Charges to ICICI Bank

50 paise + Rs. 487.50 =Rs. 488

Here, the total revenue to the Issuing Bank (Axis) is Rs. 487.50

2) Example of a Person to Person transaction for Fees calculation

Transaction Amount Rs. 75,000

Payer PSP HDFC PayZapp (HDFC Bank)

Payerds Remitte Axis Bank

Payee PSP SBIBuddy (State Bank of India)

Payee Beneficiary Bank ICICI Bank

Particulars Details PaidBy | Paidto
Charges to Payer I yet?]’etoR?rﬁitigftg?neI: by NA
Transaction Amount Rs. 75,000 AXxis Bank ICICI Bank
UPI Switching Fee 25 paise Axis Bank NPCI
IMPS Switching Fee 50 paise Axis Bank NPCI
Interchange Fee Rs. 5 Axis Bank ICICI Bank
PSP Fee 50 paise Axis Bank HDFC Bank

Total Charges to Axis Bank (excl.
Trnx Amount)

Rs. 6.25 (Switching + Interchange + PSP Fee)

Total Charges to ICICI Bank

NIL

(The Bank/PSP names used here above are for representation purposes only)

Here, the total revenue to the Beneficiary Bank (ICICI) is Rs. 5
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Annexure dll (PSP App Considerations)

UPI App Consideration s:
There can be two approaches defined to distribut e UPI compliant apps:

1. Independent mode - Bank developing a separate UPI app, and/or converting their existing
Mobile Banking application to be extended to facilitate UPIservices.

2. Embedded mode - The UPI compliant app/module is embedded in other (merchant ) apps by
bank giving the binary/SDK to the merchant to integrate into their apps. Note that merchants
may choose to include more than one UPI compliant apps from different banks.

Following are the boundary conditions which bank needs to keep in mind while developing and
distributing the UPI app with any of the above listed approaches.

Boundary Conditions:

a) While bank may engage third party development for the PSP mobile app, the PSP central
application must be managed and secured as per RBI guidelines on banking systems.

b) PSP Centr al Application must reside in Bankds
the PSP customer data to be shared with Merchant App.

c) Under no condition the libraries given by NPCI to bank should be handed over as it is to
merchan t . The |l ibraries must be integrated into
merchant (if option 2 i.e. Embedded mode is chosen)

d) The customer data regarding the payment (account mappings and credentials) details
required as per the UPI architecture and sp ecification should be visible to, and residing only
in the bankds UPI systems.

e) The merchant app should not have visibility of the sensitive account/credential data captured
by UPI app.

f) The responsibility of the functionality mentioned for the PSP app i n the guidelines shall
remain with bank. The bank must have the mechanism to certify the PSP app with aligned
merchant app and with proper invocation by any other app on the phone for payments. (  The
iOS andAndroid all versions supported from D ay 0)

g) The choice of which bank UPI app to be downloaded and used for payments (during
transaction flow) would reside with customer. With above options the customer may decide
to download his choice bankdés PSP app and make
using this app.

h) The customer can also have multiple PSP apps. Under no circumstances, one UPI app
(embedded or independent) must interfere with another UPI app when installing, running,
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et c. Once the customer selects 0Pagshdulpopip 6, a
allowing him/her to select a preferred UPI app as explained ahead.

i) PSP needs to build App forthe at least two platformsi.e. Android and iOS , while for Windows,
it will be optional .

UPI App functionality:

a) The UPI app shall be invoked by embedded merchant app or any other app intends to initiate
the payments when customer has selected OPay by
app shall be same or similar in both the methods either internal or external.

b) When an intent / call is made by merchant for payment through UPI, all UPI enabled Apps
installed / embedded on the mobile application should be mandatorily shown to user, so  that
the customer can select the UPI App of his choice to pay the merchant .

c) The UPI payment app must contain the PSP logoand look and feel for the customer
Irrespective of the UPI app distribution mode (embedded or independent), UPI app should
offer exactly same screen and payment experience to consumer.

d) The central PSP system must have mechanism to authenticate the merchant before
proceeding for the payment transaction.

e) Merchant Initiated Intent:

1. Banks that are offering the merchant PSP integrated App , should have an intent
call OR other such enablement basis OS capabilitieson the phone to call other PSP

Apps.
2. The banks can embed its SDK in the merchant App for intent call. This is to ensure
call is made to their central system by 6t

Process:

1 In case of transactions initiated through merchant App, merchant will get
transaction ID from their respective PSPs before initiating the transaction. The
following process will be followed to ensure that proper merchant is initiating the
transaction.
T On the merchant App when the customer sel

merchantwi | I i nitiate request to its Acquirin
T I'n response the Acquiring Bank wil/ pr ovi
Amount to that merchant.
1 Merchant App initiates an intent call withthat 0 Ref er ence | DOled o t he

PSP App on the Mobile.

I The transaction comes from UPI enabled App to UPI system.

1 UPI forwards to the Acquiring PSP for translation of merchant Virtual ID to actual
Bank account details.

T Acquiring PSP before doing trancsel atD®@nand
amount for the Merchant.
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9 If reference ID matches, only then the further process will continue, otherwise
transaction will be declined.
1 Onus and liability of validating the transaction is with acquirer PSP.

f) Banks can tie up with the merchants for seamless download of the independent PSP app along
with the download of the merchant app.

g) The UPI app should use the published intent invocation mechanism which can be used by any
app on the phone.

1 All applications on the mobile must only interact with UP | application (embedded or
independent) via general deep linking spec (Android Intent, iOS URL Scheme Windows
URISchemeetc.)

1 Whenthe customer is checking out to make payment and selects "Payby UPI'; it should
open up options of entering Virtual address and/or invoke all the UPI certified Apps
on the customer & mobile phone, so that customer can make payment through his/her
preferred App.

h) Bank must ensure to conduct the independent IS audit for the built PSP app and the backend
system.

i) The UPI app on the customer handset must not store any customer data unless encrypted. No
authentication parameters should ever be stored on the UPI app or on UPI backend system.

) PSP Bank must have the mechanism by means of
lost/compr omised with X hours of information by automated (self -service) means (e.g., ATM,
internet banking, IVRS, etc .) as well as assisted means (call center, branch complaint, etc .).

k) Whenever acquiring a merchant/entities, bank must whitelist their payment addres s in the
central UPI system (verified merchant address) so that whenever payments are made to

verified merchant addresses, PSP application caea
critical to minimize phishing attacks by imitating payment requests f rom well -known
merchants/entities.

PSP app must show the transaction details (amount, transaction reference details, address to which

payment is being made, clear indication if the merchant address is whitelisted in UPI system, and

the payment confirmation details post payment) during and after the transaction is done for all

recent transactions. PSP may also have the option of showing the last ten financial transactions in

the O0Transaction Historyd option. However, it is o

UPI Payment Options Stand ardization:

The PSP App has to maPRaybytUPt .i | 9n @aen tolpd | ®wns toffapieyr s el
UPK option on PSP App, the PSP App will initiate i
device and the other option of entering the Virtua | address is available, basis which a collect call is

placed.

UPI Options on Merchant Application:

Merchants providing UPI option in their payment page shall use the standard terms and icons provided
by NPCI like:
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i Pay by UPI

Icon/ Branding:

NPCI shallprovide NPCFUPI icons with standard functions like:

U Size of icons (Small/Large)
U Font
U Color usage etc.

This is critical to ensure common brand is used across websites and applications enabled with UPI.

Deep linking URL Spec:

NPCI will publish the standard deep-linking URL spec (for intent) from merchant application to PSP
application.

For all the merchant transactions that are completed, the PSPs should send the ir customers a
confirmation on the transaction alongiywith &Mercha
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Annexure dV (Customer Registration Process)

Customer Registration Process on PSP App:

Step 01 PSP Profile Creation (Registration):

1. The Customer discovers the PSP App on the platform specific App Store . The PSP is
responsible for customer education .

2. Customer downloads the PSP application. Application has NPCI libraries embedded into it.
Customer starts the configuration process

3. Customer specifies his choice of SIM which he wants to register on a dual sim device (in a
single sim device, PSP app automatically fetches the mobile number and proceeds). An
outward encrypted SMSf r om Cu st osheuld gsto BSP Bever to fetch the Mobile
Number of the customer. This SMS should be automated without the intervention of the
customer. Through this process, the PSP shall not only do the device hard binding, but also
strongly bind the Mobile Number with the device. This process has to be mandatorily
followed.

4. The PSP app will request customers to enter further details. Then user is provided with the
option of creating his Virtual Address in the specified format.

5. The PSP may provide any additional features like App login credentials etc.

Step 01l Registration for Bank Account:
1. The customer logs in to the PSP application & selectsthe option -0 Add a Bankao.

2. The customer specifies / selects the bank name with whom he is having the account with
(This could be done through a drop down menu or by typing the bank name , of the banks
certified on UPI & available in the PSP app).

3. This request is generated from the sam e mobile number registered by the customer during
the registration process i.e. Step -I. The Mobile number oregistered and aut hemyt i cat
the PSP also becomes the carrier of the information.

4. The Issuer Banksendsthe account details including Account Num ber & IFSC registered for
that mobile Number in a masked format to UPI. UPI sends this to the PSP which in turn passes
this information to the PSP App.

5. The PSPApp requests the customer to assign the transaction limit. The default value should
be provided as Rs.1 lac.

6. The PSP stores the account details received by the Issuer Bank in its database. In this stage,
the PSP Database contains the information such as Mobile Number of the customer, Virtual
Address of the customer, Name of Customer on PSP App and Acount no, Account & IFSC
mapped to the Address, Device ID etc.

7. If the user has not setup PIN, they can request PIN to be setup during the account adding
process. The user requests PIN to be setup for the account.
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Step dll Generate PIN:

1.
2.

7.

The customerlogsi nt o t he PSP application and selects

An OTP Request is generated by the PSP to UPI for the newly added account. UPI requests an
OTP to the Issuer Bank on the basis of the account details entered by the customer. Then the
issung banks sends the OTP over SMS.

The customer is asked to enter the last 6 digits of Debit card humber, expiry date , OTP in base
64 encoding. The new/preferred PINis also provided.

The issuing bank will only allow the PIN to be set after validating both  factors - Card details /
OTP.

The PSP application sends it to the UPI and UPI sends it to Issuer bank by encrypting it with the
public key using PKI.

The bank completes the request by decrypting the same with its Private Key and confirms the
setting of t he PINto UPI

UPI passes this information to the PSP which in turns notifies the customer.

The above mentioned steps are the broad guidelines under which the PSP needs to provide the
facility of Customer Registration. However, the PSP is free to tweak the User Experience as long as
it provides the above specified functionalities.

The PSP shall also provide the facility of change/update the mobile number registered with it by the
customer at the time of registration after proper validations.
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Annexure oV (Flows of Non -Financial Transactions)

PROCESS FLOWS OF N&RNANCIAL TRANSACTIONS

A. Mobile Banking Registration Transaction

In case of a customer who has not been registered for mobile banking and has to generate PIN:
Steps:

1. Customer initiates Mobile Banking registration process with PSP app.

2. Customer selects the bank account which he hasregistered in PSP App

3. An OTP requestis triggered by the PSP to NPCI along with the Account details, Mobile Number
(captured during Profile creation) & Bank hame . NPCI routes the request to the issuing bank.

4. Issuer Bank sends the OTP after proper validations at their end .

Customer enters the OTP (received in Step-4) into the PSP app along with last 6 digits of his

debit card number & expiry date which is base 64 encoded prior to sending. The customer

also enters the new PIN of his choice.

PSP sends this transaction to NPCIl & NPCI sends this to the Issuer Bank for verification

Issuer Bank validates all the details and confirms to NPCI with the relevant response

NPCI informsthe same to the Payer PSP

Payer PSP confirms to the customer that the Mobile Banking Registration was successful

© 0N

B. Set PIN Transaction:

Set PIN transaction allows the customer to set or change his PIN using any PSP through UPI. For this,
the customer req uires details like last six digits of debit card, expiry date and OTP to authenticate.
This transaction is to be facilitated only through PSP App.

Steps:

1. The customer |l ogs in to the PSP application anoc

2. An OTP Request iggenerated by the PSP to UPI for the newly added account.

3. An OTP request is initiated to the Issuer Bank on the basis of the account details entered by
the customer. The Issuer Bank sends the OTP in the registered mobile number

4. The customer enters the last 6 digits of Debit card number, expiry date, OTP  dwhich is base

64 encoded. The desired/preferred PINis also provided in library.

The PSP application sends it to the UPI

UPI sends it to Issuer bank by encrypting it

7. The Issuer Bank decrypts it, verifies the details and sets the PIN as requested and responds

to UPI

UPI confirms the same to the Initiating PSP

PSP App confirms the setting up of new PIN to the customer

2

© x

C. Generate OTP Transaction:
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Generate OTP transaction allows the customer to generate an OTP for any transaction related to UPI
& his Issuer Bank. This transaction is triggered in Mobile Banking registration & Set PIN transactions
automatically. Below is the process flow:

1. Customer selects 0Generate OTP6 option in the F
2. PSP App sends aGenerate OTP request to UPI along with customers registered details like
Account no, Mobile No and other details
3. UPI sends the same to the Issuer Bank
4. Issuer Bank sends the OTP to the customer in the registered Mobile Number.

Please note that for all the non-financial transactions where OTP is required as one input, this OTP
has to be sent by the Issuer Bank to the customer through its own existing systems.
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Annexure dVI (Flows of Financial Transactions)

PROCESS FLOWS FOR FINANCIAL TRANSACTIONS:

A. Transaction Flow when NPCI Libraries are used:

For Pay requests & Collect Requestinitiated /authorised from Payer PSP Appwhich is different from
the Remitter Bank , NPCI libraries will be used for capturing the auth credentials

1. Transaction is initiated from PSP App. Customer enters the relevant details and authorizes

by entering the authorization credential (PIN)

Payer PSP encrypts it using NPCI Public Key libraries & sends it to UPI

3. UPI decrypts it using NPCI Private Key sends it to the Remitter Bank by encrypting it with
Bankds Public Key

4. Remi tter Bank decrypts it using its Private Key
and responds to UPI

N

Unified
Payments
Interface

Payer PSP
{Remitter Bank)

Acquiring
Channel
{Mobile App)

For illustration purposes, Step 3 & 4 is not provided in the process flows for non pre  -approved trans actions

B. Transaction Flow when NPCI Libraries are not used:

For transactions initiated from alternate channels, NPCI libraries will not be used for capturing the
auth credentials and the bank can send it as pre -approved transactions where the role of UPI wil be
to process the Credit request. It can be initiated in cases where the Payer PSP &emitter Bank are
same entity. Below is the sample process flow.

1. Transaction is initiated from PSP App. Customer enters the relevant details and authorizes
thetransac t i on . Remi tter Bank debits the customerés
2. Payer PSP sends this transaction to UPI for processing the credit request.
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Pre-approved Transaction
Payer PSP & Unified Payments
{Remitter Bank) Interface

i

Acquiring
Channel
(Alternate)

C. Push Transactions with Addresses like Aadhaar Number:

Global Addresses are Aadhaar Number. These global identifiers will be mapped to Banks in the NPCI
Mapper. The data will be provided by the banks.

Case1: Where Beneficiary Bank is not live on UPI, but live on IMPS:

In the above case, NPCI Centralized Mapper is used to resolve the bank linked with the global Address
and the Beneficiary Bank is not live on UPI, but it is live on IMPS.

NPCI Mapper

Address Resolution Address Resolution
Request Response

RegPay

Payer PSP
(Remitter Bank)

Unified Payments
Interface

Beneficiary Bank

RespPay

Acquiring
Channel

1 Payer enters the Aadhaar Number of the Payee in the PSP app and authorizes the payment by
entering the PIN.

2 Remitter Bank debits the customer account and sends the transaction to UPI along with the Payer
account details and a global address of the payee

3 UPI sends a query to the NPCI Centralized Mapper to fetch the details of the payee for address
transaction

4 Mapper responds with the relevant Account information associated with the queried i  dentifier
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UPI initiates credit request through IMPS

NPCI sends the credit request to the Beneficiary Bank

Beneficiary Bank credits the Payee account and responds to NPCI
IMPS responds to UPI for the successful transaction

UPI responds to the Payer PSP forthe successful transaction

10 Payer PSP confirms the same to the Payer customer

© 00 N O O

Case-2: Where Beneficiary Bank is live on UPI
Steps:

1. Payer enters the Aadhaar Number of the Payee in the PSP app and authorizes the payment
by entering the PIN.

Remitter Bank debits the customer account and sends the transaction to UPI along with the
Payer account details and a global address of the payee

UPI sends a query to the NPCI Mapper to fetch the details of the payee for address transaction
Mapper responds with the re levant Account information associated with the queried identifier
UPI initiates credit request to the Beneficiary Bank.

Beneficiary Bank credits the Payee account and responds to UPI

UPI responds to the Payer PSP for the successful transaction

Payer PSP onfirms the same to the customer.

N

©ONOoOOA®

NPCI Mapper

Address Resolution Address Resolution
Request Respanse

Payee PSP
{Beneficiary
Bank)

Payer PSP Unified Payments
(Remitter Bank) Interface

Acquiring
Channel

In Push based transactions where the financial address which is used is Mobile Number+MMID,
Account+IFSC and Aadhaar Number, UPI will first check if the beneficiary bank is enabled on UPI.
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In case the bank is not enabled on the UPI, then IMPS route will be used to process such transactions
and they will be considered as a typical IMPS transaction and will be available in IMPS raw data &
other reports.

In this case, the Remitter Bank will send the transaction as a UPI XML message, but NPCI will convert
the message into the relevant ISO 8583 counterpart and send a Credit Response to the Beneficiary
Bank through the IMPS Application.

In case the beneficiary bank is enabled in UPI, then it will be processed through UPI and will be
available in UPI raw data and other reports.

D. Push Transactions with Mobile Number & MMID:

Case1: Where Beneficiary Bank is not live on UPI, but live on IMPS:

Here, a P2P transaction initiated by the PSP App in XML message. This transadion will be
converted to ISO 8583 in case the Beneficiary Bank is not live on UPI, but it is live on IMPS. Below
is the transaction flow for such transaction:

Steps:

1. Payer enters the Mobile number & MMID of the Payee in the PSP app and authorizes the
payment by entering the PIN.

Remitter Bank debits the customer account and sends the transaction to UPI along with the
Payer account details and the Mobile Number & MMID of the Payee

UPI initiates credit request through IMPS

NPCI sends the credit request to the Beneficiary Bank

Beneficiary Bank credits the Payee account and responds to NPCI

IMPS responds to UPI for the successful transaction

UPI responds to the Payer PSP for the successful transaction

Payer PSP confirms the same to the Payer customer

N

3.
4.
5.
6.
7.
8.

Payer PSP Unified Payments
(Remitter Bank) Interface

Payee Bank
(Beneficiary
Bank)

Acquiring
Channel

Case-2: Where Beneficiary Bank is live on UPI:

Steps:
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Payer PSP
(Remitter Bank)

Payer enters the Mobile Number & MMID of the Payee in the PSP app and authorizes the
payment by entering the PIN.

Remitter Bank debits the customer account and sends the transaction to UPI along with the
Payer account details and the Mobile Number & MMID of the Payee

UPI sends this transaction to the Beneficiary Bank

Beneficiary Bank credits the Payee account and responds to UPI

UPI responds to the Payer PSP for the successful transaction

Payer PSP confirms he same to the customer

Payee PSP
(Beneficiary
Bank)

Unified Payments

Interface

RespPay

Acquiring
Channel

E. Push Transactions with Account Number & IFSC:

Case1: Where Beneficiary Bank is not live on UPI, but live on IMPS:

Here,

a P2A transaction initiated by the PSP App in XML message. This transaction will be

converted to ISO 8583 in case the Beneficiary Bank is not live on UPI, but it is live on IMPS. Below
is the transaction flow for such transaction

Steps:

1.

N

NOoOkrO®

Payer enters the Account number & IFSC of the Payee in the PSP app and authorizes the
payment by entering the PIN.

Remitter Bank debits the customer account and sends the transaction to UPI along with the
Payer account details and the Account Number & IFSC of the Payee

UPI initiates credit request through IMPS

NPCI sends the credit request to the Beneficiary Bank

Beneficiary Bank credits the Payee account and responds to NPCI

IMPS responds to UPI for the successful transaction

UPI responds to the Payer PSP for the successful transaction
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8.

Payer PSP Unified Payments
(Remitter Bank) Interface

Payer PSP confirms the same to the Payer customer

Payee Bank
(Beneficiary
Bank)

Acquiring
Channel

Case-2: Where Beneficiary Bank i s live on UPI:

Steps:
1.

2

Payer enters the Account Number & IFSC of the Payee in the PSP app and authorizes the
payment by entering the PIN.

Remitter Bank debits the customer account and sends the transaction to UPI along with the
Payer account details and th e Account Number & IFSC of the Payee

UPI sends this transaction to the Beneficiary Bank

Beneficiary Bank credits the Payee account and responds to UPI

UPI responds to the Payer PSP for the successful transaction

Payer PSP confirms the same to the customer
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ReqPay
Payee PSP

(Beneficiary
Bank)

Payer PSP
(Remitter Bank)

Unified Payments

Interface

RespPay

Acquiring
Channel

F. Transactions with Virtual Address

TWO PARTY MODEL(Payer PSP & Remitter Bank are one entity AND Payee PSP & Beneficiary
Bank are also one entity)

Pay Request:
1. Customer initiates a pay Request by entering the Virtual Address of the Payee
2. Payer PSPRemitterBank debi t s t he cust omer RegPaymessagenotUPI& s en
3. UPIroutes it to the respective Payee PSP and send RegAuthDetails message
4. Payee PSP identifies the Address and responds back withRespAuthDetails message.
5. UPI sends a cedit request to the Beneficiary Bank.
6. Beneficiary Bank credits the customerf6s account
7. UPI sends a successful confirmation to the Payer PSP
8. Payer PSP sends the confirmation to the customer
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Address resolution Request
RegAuthDetails

RespAuthDetails

ame—

Hhiiica Payee PSP

Payer PSP
(Remitter Bank)

ReqPay

Payments
Interface

Beneficiary Bank

RespPay

|

Acquiring
Channel
(Mobile App)

Collect Request:

1. Customer snds a Collect Request by entering the Virtual Address of the Payer.

2. Payee PSP sends thd&RegPaymessage to UPI

3. UPIroutes it to the respective Payer PSP basis resolution of the handle

4. Payer PSPRemitter Bank sends a notification to the Payer customer for a uthorization.
Customer enters the PIN & confirms the payment.
sends the RespAuthDetails message to UPI

5. UPI sends a Credit Request to Beneficiary Bank

6. Beneficiary Bank credits the cofsltradimedPbs account

7. UPI sends theRespPaymessage to Payee PSP

8. Payee PSP sends the confirmation to the customer

Payee PSP Unified Debit Reguest
(Beneficiary

Bank)

RECPAY Payer PSP

Payments

Remitter Bank
Interface (Remitter Bank)

——
=

Hil

RESPONSE PAY

Acquiring Channel

(Mobile App/E-
Com)
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Three Party Model ( Push: Remitter Bank & Payer PSP are one entity, Payee Bank & Beneficiary

Bank are separate entities)

account

1. Cudgomer initiates a Pay Request by entering the Virtual Address of the Payee customer and
PIN.
2. Payer PSFRemitterBank debi t s the customerds account & sen
3. UPIroutes it to the respective Payee PSP
4. Payee PSP identifies the Address and sendghe relevant account information to UPI
5. UPI sends a credit request to the Beneficiary Bank
6. Beneficiary Bank credits the customeros
7. UPI sends the same to Payer PSP
8. Payer PSP sends a successful confirmation of thetransaction to the customer

Address resolution Request
AuthDetails

——

Payee PSP

Interface

(Remitter Bank)

ReqPay
parer P Lol A Unified Payents

l Rﬁﬁuth[letails

ReqPay RespPay

Acquiring Channel
(Mobile App/E-

Com)

Beneficiary Bank

Three Party Model

(Push : Remitter Bank & Payer PSP are separate entities, Payee Bank & Beneficiary Bank are one

enty)

1. Customer initiates a Pay Request by entering the Virtual Address of the Payee customer and

PIN.

PayerPSP sends the Request Pay along with
UPI sends address resolution request (RegAuthDetails) to payee PSP.

Payee PSP identifies the Address and sends the relevant account information to UPI
UPI sends the debit request to payer b ank.

Remitter bank sends the response after debiting the customer account

UPI sends a credit request to the Beneficiary Bank

Beneficiary Bank credits the customer ds
UPI sends the same to Payer PSP

©CONOGOA~LODN

cust ome

account
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10. Payer PSP sads a successful confirmation of the transaction to the customer

Address resolution Request
ReqAuthDetails

|

Unified RespAuthDetails

“ﬂeq Pa? g
Payer PSP m Payments
RespPay Interface

!

Acquiring Channel

Payee PSP

E

RegPay

Beneficiary Bank

|

RespPay

I

Debit Request

ReqPay RespPay

(Mobile App/E-
Com)

Remitter Bank

Three Party Model

(Pull : Remitter Bank & Payer PSP are separate entities, Payee Bank & Beneficiary Bank are
one entity entity)

1. Customer sends a Collect Request by entering the Virtual Addre ss of the Payer customer.
2. Payee PSP sends the same to UPI
3. UPI sends it to the respective Payer PSP for address resolution and authorization
4. Payer PSP sends a notification to the Payer customer for authorization. Customer enters the
PIN & confirms the payment. Payer PSP sends the same to UPI
5. UPI sends the debit request to Payer bank.
6. Remitter bank debits the Payerds account and sends
7. UPI sends the credit request to the Beneficiary Bank
8. Beneficiary Bank cr edi a&ngcobfimsthesamettoodRler 6 s account
9. UPI sends the successful confirmation to the Payee PSP

10. Payee PSP sends the confirmation to the customer
RegPay
RegPay
l RespPay |
RespPay

mmm—

Debit Request

RegAuthDetails

Unified
Payments
Interface

Payee PSP

(Beneficiary
Bank)

1!

RespAuthDetails

Payer PSP

Auth Credentials Provided

ReqPay RespPay

Acquiring
Channel (Mobile

Remitter Bank
App)
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Three Party Model

(Pull : Remitter Bank & Payer PSP are one entity, Payee Bank & Beneficiary Bank are separate
entities)

1. Customer sends a Collect Request by entering the Virtual Address of the Payer customer.
2. Payee PSP sends the same to UPI
3. UPI sends it to the respective Payer PSP for address resolution and authorization
4. Payer PSP sends a notification to the Payer customer for authorization. Customer enters the
PIN & confirms the payment. Remitter Bank debits customer account and sends response to
UPI.
5. UPI sends the credit request to the Beneficiary Bank
6. Beneficiary Bank credits t hethesamatwURer 6s account
7. UPI sends the successful confirmation to the Payee PSP
8. Payee PSP sends the confirmation to the customer

Address resolution Request
ReqAuthDetails

ReqPay
s [UTNIII m—
ﬁ Interface ﬂ_ (Remitter Bank)

preapproved Response

Payer PSP

Payee PSP

Acquiring Channel
(Mobile App/E-

Com)

Beneficiary Bank

Four Party Model
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(Push : Remitter Bank & Payer PSP are separate entities, Payee Bank & Beneficiary Bank are

separate entities)
Debit Request
RespPay RegPay
Address resolution Request
= %
e b L rrormmmmll Unificd Payments s Bavee pep
s — nterface R

Credit Request
E ReqPay RespPay

Acquiring Channel

[Mobile App/E-

Com)

Beneficiary Bank

Customer sends a push Request by entering the Virtual Address of the Payee

Payer PSP sends the same to UPI

UPI sends it to the respective Payee PSP for address resolution and authorization

Payee PSP sends relevant account details of the Payee to UPI

UPI sendsthe debit request to Payer bank.

Remitter bank debits the Payerds account and se
UPI sends the credit request to the Beneficiary Bank

Beneficiary Bank credits the customerds account
UPI sends the sucessful confirmation to the Payee PSP. Payee PSP sends the confirmation to

the customer

©CoNoOOAWDNE

Four Party Model

(Pull : Remitter Bank & Payer PSP are separate entities, Payee Bank & Beneficiary Bank are
separate entities . It is applicable only for Person to Per son transactions )

1. Customer sends a Collect Request by entering the Virtual Address of the Payer customer.

2. Payee PSP sends the same to UPI
3. UPI sends it to the respective Payer PSP for address resolution and authorization
4. Payer PSP sends a notification to the Payer customer for authorization. Customer enters the
PIN & confirms the payment. Payer PSP sends the same to UPI
5. UPI sends the debit request to Remitter bank.
6. Remitter bank debits the Payerds account and sends
7. UPI sends the crdlit request to the Beneficiary Bank
8 Beneficiary Bank credits the customerds account
9. UPI sends the successful confirmation to the Payee PSP Payee PSP sends the confirmation to

the customer
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Remitter Bank

Debit Request
RespPay

i Empav
Address resolution Request

ReqAuthDetails

RegPay
“RES < Unified Payments -RES iy Payer PSP
o Interface

Credit Request
H ReqPay RespPay

Acquiring Channel

Payee PSP

(Mobile App/E-

Com)

Beneficiary Bank

Merchant Transaction Flows:

Case 1: 3 Party Merchant Transaction - Customer & Merchant with Same PSP

Issuer Bank

Virtual addressesof both the merchant and customer are availablewiththe PSP .
The financial addreses underlying thesevirtual addressesflow to UPL

—— —

Merchant ID

ReferencelD, Amt,

Acquirer Bank

Customer

Registered for UPI I & !

Case 2 : 3 Party Merchant Transaction

- Customer & Merchant with Same PSP and PSP SDK
embedded into Merchant App




[ |
' v PSPSDK = Merchant App embeds PSP SDK

Issuer Bank

In this scenario when the merchant raises an intent, all the UPI PSP App on the customers phone are shown. The
customer however selects his PSP Appwhich isthe same as that of merchant.

Similar to the previous case, Now the Virtual addresses of boththe merchant and customer are available withthe
PSP . The financia addreses under lying these virtual addressesflow to UPL

Merchant/Customer PSP <I|

ReferencelD,
Amt, MerchantID

' PSP1 &2 APP = OtherUPI enabled PSP Appsinstalled on
l Customer Mobile Phone

The virtual address of the merchant
flows to UPI for address resolution

-— -——
PSP Appwhich l-m‘
is other thanthe H
merchant's PSP .
App issekected d Merchant PSP

by customer .

Acquirer/Merchant's Bank

Reference ID, Amt, MerchantID

Customer
Registered for UPI

Case 4: 4 Party Merchant Transaction dCollect call based on Virtual address
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____________________________________________________ e |
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of address and paym ent authorisation.

=—
LA 4

Customer PSP

ReferencelD, Amt,
MerchantID

| Acquirer Bank

Customer
Registered for UPI

Annexure VIl (Roles & Responsibilities of PSPs)

Roles and Responsibilities of the PSPs

b)

d)

f)

The PSP shall ensure that its systems/ infrastructure remain oper ational at all times to carry out
the said transactions. The PSP shall upgrade systems and message formats in a prompt manner,
based on regulatory requirements or changes mandated by NPCI. The PSP shall adopt the data
message standards as per standards of XML & ISO 8583 or such other standards as may be
specified by NPCI from time to time

PSPs/Banks should benchmark their infrastructure (hardware & software) at their end for UPI to
ensure to meet the UPI Benchmark criteria of processing 150 t ransaction per second (TPS),
5,00,000 transactions per day and 99.9% of uptime of services. Banks would be required to
confirm in writing about this processing capacity before being declared Go Live.

The Bank/PSP should have the Disaster Recovery / Business Continuiy management plan within
6 months of operationalization of the service.

The PSP shall integrate NPCI libraries in its PSP Application where the app in no way shall be
able to capture sensitive customer data like Card Details, PIN, Expiry Date, OTP etc. Al | these
details shall be captured only by NPCI Libraries and the PSP app shall only facilitate it.

The PSP shall not share the data / information with any other third party, unless mandated by
applicable law or required to be produced before a regulatory / statutory authority. In such
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g)
h)

)

K)

p)

Q)

s)

)

exceptional cases wherein data / information is required to be shared under applicable law or
required to be produced before a regulatory / statutory authority and to the extent permitted
under such law / by such regulatory / statutory authority, the PSP shall provide a prior written
intimation to NPCI & Bank of such disclosure.

The PSP shall undertakeDevice Hard Binding along with Mobile number verification .

As a pre-requisite, t he PSP shall submit the third party audited report for the PSP App and PSP
system to NPCI before go live and once in a year after go -live.

The PSP shall solely bear the cost/expenses relating to the establishment of connectivity
between their switch and the UPI/IMPS.

The PSP hereby agrees to abie by the dispute management rules and regulations specified by
NPCI in document UPI/IMPS Settlement Procedure.

The PSP shall not disclose, reveal, publish and/or advertise any material information relating to
operations, membership, software, hardware, i ntellectual property etc. of NPCI without its prior
written consent except and to the extent as may be required in the normal course of its business.

The PSP further agrees that NPCI reserves the right to terminate the membership of the PSP at
any time in the event of non -compliance of any of the terms herein and/ or at its sole discretion
for any other reason whatsoever.

The PSP shall provide access to NPCI to any records maintained by the PSP including but not
limited to records of Transactions or disput e / problem resolution, within 2 days of a request
being placed in this regard by NPCI.

The PSP shall ensure that adequate funds are available in its RTGS Settlement Account, after
making necessary provisions for applicable holidays, to ensure seamless settlement.

The PSP shall ensure that the communication between the PSP switch and the UPI/IMPS shall be
encrypted using suitable mechanism and that PIN shall not be disclosed or retained by it or its
employees, service providers under any circumstances.

The PSP shall ensure that all the personnel employed/engaged by the PSP in this regard are
adequately qualified and receive suitable training to ensure compliance with standards that are
laid down by NPCI and the regulatory authorities in this regard.

PSPshall be solely responsible for UPI issuance and management of services to its customers and

shall al so handle Account holderd6s queries and c

UPI/IMPS platform.

PSPs should maintain roundthe-clock connectivity of their network for the UPI services with an
uptime of 99.9%

Security of transactions between the mobil e
responsibility of the remitting and beneficiary member. The security of transactions at the NPCI
network and NPCI server level would be the responsibility of NPCI

PSPaundertake to update the global address in the NPCI Centralized Mapper regularly
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u) The PSP will be liable for all compliance by its outsourced Technology Service Providers/sub -
members for all the guidelines issued by NPCI, RBI, Government of India, and all other relevant
regulatory authorities. The PSP should inform NPCI in case of cessation of the membership
arrangement between the PSP and its outsourced Technology Service Providers/sub-members
with a prior notice of at least three months through necessary communication channels that are
deemed appropriate as per the compliance mandate

v) PSP will ensure that before adding a new outsourced Technology Service Providers/sub -member
under the sponsorship product, due diligence is completed with respect to the outsourced
Technology Service Providers/sub-me mber s system infrastructure an
is submitted to NPCI at the time of obtaining permission from NPCI for including such outsource d
Technology Service Providers/sub-members into the UPI Network. PSP may conduct this due
diligence annually or as per directions from their board

w) If PSP fails to fulfil its settlement commitment towards UPI transactions, resulting in member
banks or NPClincurring any loss in the form of settlement, the transaction fees or switching fee
respectively in such cases has to be borne completely by the respective Bank/PSP. In such a case,
funds available in the bankads s e tdclaimsoé WPl mealosec o u n t
banks

X) PSP would be held accountable for making good the liability accruing to NPCI or any Issuing
Member bank on account of any event that causes an operational risk with a financial impact
(including negligence, fraud, omissions a mong others) by its outsourced Technology Service
Provider/sub -member. PSP should also report to NPCI, any incidents causing operational risks
encountered by its outsourced Technology Service Provider/sub -member with respect to UPI
transactions. The Fraud Reporting needs to be done in the NPCI provided template which will be
advised shortly.

y) PSP would be responsible for ensuring submission of the NPCI compliance form and for monitoring
the implementation of best practices prescribed by NPCI, and/or any oth er document that shall
be laid down in the UPI Procedural Guidelines.

z) PSP would be responsible for its outsourced Technology Service Provider/sub-member settlement
and dispute management. PSP will provide the reports to its sub -member for reconciliation. PSP
would raise the dispute on behalf of its sub -members in the stipulated time as per the UPI
Procedural Guidelines

aa) Outsourced Technology Service Providers/sub-members needs to follow the RBI mobile banking
guidelines and the UPI procedural guidelines mandatorily and any such other regulatory
guidelines as may be applicable from time to time.

bb) PSP should check the frequency of transaction initiated by one customer from one mobile No
and take required action s basis their internal risk profiling . Further, the risk profiling from the
PSP and the Issuers should also check and assess the following parameters, in addition to all the
other parameters as per the internal risk processes of the issuer & PSPs:
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I Velocity / Frequency of the transactions per customer. The check on the transactions
should preferably be real -time.

. The Profiling of the customer should also be checked by the PSP & the Issuers.

cc) PSP should place a moratorium of at least Two (2) Years in case a VPA is
deactivated/deregistered by customer.

The Bank/PSP should bring any of the below to the immediate notice of NPCI

a) Any of its outsourced Technology Service Providers/sub-members violating laws pertaining to
Anti-Money Laundering (AML) as defined and articulated under the Prevention of Money
laundering Act (PMLA) 2002

b) Any violation of regulation as issued by the Financial Intelligence Unit, Government of India,
and the Reserve Bank of India in connection to KYC/AML/CFT

c) Any involvement of its outsourced Technology Service Providers/sub -members in any
suspicious transactions and frauds. Fraud reporting has to be in the NPCI provided template

d) Any of its outsourced Technology Service Providers/sub-members resorting to any unfair
practices relating to their participation in any NPCI products

e) Any of its outsourced Technology Service Providers/sub-members not adhering to the rules,
regulations, operational requirements, and instructions of any NPCI products

f) Any suit filed in any court of law or arbitration where a sub -member and NPCI have been
made parties

g) Any fine and/or penalty imposed by a regulator on the PSP/outsourced Technology Service
Providers

Due Diligence of Technology Service Providers:

PSP should conduct due diligence on the potential technology service provider before selecting and
entering into any form of outsourcing relationships. A bank should not rely solely on experience with

or prior knowledge of the third party as a proxy for an objective, in  -depth assessment of the third
partyods ability to perfor m tthalappleabld lavesandiregulationse s
and in a safe and sound manner. The PSP should consider the following during due diligence:

a) Legal and Regulatory Compliance

b) Financial Condition

c) Business Experience and Reputation

d) Qualifications, Backgrounds, and Reputations of Company Principals
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e)
f)
9)
h)

Risk Management

Information Security

Incident-Reporting and Management Programs
Business Continuity Program

The above are indicative activities only and the Principal PSP/Bank may do all the possible due
diligence as per their internal risk assessment and policies.

Annexure VIl (Roles & Responsibilities of Sub -Members)

Roles and Responsibilities of the Sub -Members

a)

b)

c)

d)

f)

9)

h)

All sub-member banks participating in the UPI/IMPS network must sign a non -disclosure
agreement with NPCI

All sub-member banks must sign a tri-partite agreement with NPCI and main member to abide
by and comply with UPI rules and regulations

Each member should treat UPI related documents as strictly confidential and should not
disclose them to outsiders with out prior written permission from NPCI

Sub-member bank has to submit NPCI Compliance Form on a periodic basis to NPCI. A copy
of this form should be submitted to the sponsor bank during the phase of joining the UPI/IMPS
network and subsequently, as per pe riodicity defined by NPCI

All sub-member banks participating in the UPI network to comply with data integrity laws as
applicable in India

NPCI would be entitled to conduct an audit of the sub -me mber bankds UPI
facility either on its own or by an independent agency periodically

Submember should submit periodic reports, statements, certificates, and other such
documents as may be required by the NPCI and should comply with such audit requirement
as may be framed for the purposes of their audi t

Submember should indemnify NPCI and keep it indemnified against any loss/damages
suffered by it, whether legal or otherwise, arising due to its non -compliance with the UPI
Procedural Guidelines.
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)

k)

Disclosure of any sensitive information by sub -member banks pertaining to UPI network to
parties not involved in the UPI network will be treated as breach of trust and could invite
legal action. This will also mean termination from further participation in the UPI network.
However, a sub-member bank may disclose such confidential information to its employees,
officers, consultants, or agents on a need -to-know basis to the extent that such disclosures
are required to exercise its rights and perform its obligations

All sub-member banks should comply with statutory and RBI regulations. NPCI reserves the
right to obtain assurance from sub -member banks through a certification process on such
compliance

Transaction between sponsor bank andsubme mber wi Il be cddaéiamrd esdh @

be routed through NPCI UPI §stem

As UPI is a roundthe-clock, real time fund transfer service, it is mandatory for a sub  -member
bank to credit the customer account in real time. Further, this service should be available
for round -the-clock all through the year . Sub-member should reconcile and submit the
adjustments action to sponsor bank within two hrs after settlement is performed by NPCI

Annexure dX (Roles & Responsibilities of TSPs)

This may please be read in conjunction with  Annexure Xl (PSP Role)

Roles and Responsibilities of the TSPs

a)

b)

c)

d)

f)

TSP should ensure that all transactions routed to UPI/IMPS should comply with the message
specifications, as specified by UPI/IMPS, based on XML/ISO 8583 message formats

Each TSP will be provided with a report on the state of operations, includi ng a description of
the systems of internal control and any deficiencies.

Each TSP should also proactively conduct annual internal audits of itself and its processing
agents, if any, on a regular basis to comply with the UPI Procedural Guidelines

Each TSPparticipating in the UPI Network through its Sponsor PSP is expected to maintain
round-the-clock connectivity of their switch for the UPI services with an uptime of  99.9%

All TSPs participating in the UPI network through their Sponsor PSPs must comply with data
integrity laws as applicable in India. They must be compliant with the applicable security

regulations as defined for UPI and/or guidelines as issued by RBI & NPCI from time to time.
In addition to it, any other regulations for data storage of pay ment details will also be
adhered to.

Each PSP should submit periodic reports, statements, certificates, and other such documents
as may be required by the NPCI from time to time. Furthermore, the PSP should comply with
such audit requirements as may be fr amed by NPClfor the purposes of their audit.
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List of Important Terms:

Annexure X (Glossary)

Sl. No. Terms Description
1 Paver Person/Entity who pays the money. Account of payer is
y debited as part of the payment transaction.
Person/Entity who receives the money. Account of payee is
2 Payee . i
credited as part of the payment transaction.
An individual person or an entity who has an account and
3 Customer . X
wishes to pay or receive money.
Payment Account (or Any bank accognt or any other payment accounts offered by
4 just Account) a regulated entity where money can be held, money can be
J debited from, and can be credited to.
Pavment Service RBI regulated entity that is allowed to offer UPI based
5 yn payments. Unless otherwise specified, the term PSP shall
Provider R .
mean oObanks onlyé.
6 IMPS Immediate Payment Service
7 2-FA Two factor authentication.
Personal Identification Number which is used as
8 PIN authorization credentials by the Issuer Bank for debiting
customer's account. It will be 4 -6 digits numeric PIN only.
9 OTP One Time Password
10 Payer PSP The entity on_whose interface PIN/Biometric authorization
credentials will be captured.
11 Remitter Bank The entity that will process the debit request
12 Payee PSP T'he entity who will prowd e the Account details against a
virtual address credit request.
13 Beneficiary Bank The entity that will process the credit request
14 SDK Software Development Kit
15 APK Application Package provided to PSPs
NPCICommon Library, wh er e c sesuted creglentinls
16 CL .
being captured
17 DSR Daily Settlement Report provided to member banks
18 MCC Merchant Category Code populated by Acquiring Bank
19 TAT Turn Around Time
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Annexure XI (P.G Sign-off)

(Bank Acknowledgement and Sign off on UPI Procedurd Guidelines)

On Sponsor Bankds Letter Head

To,

The Head,
Unified Payment Interface,
National Payments Corporation of India,

Mumbai.
Dear Sir,
Subject: UPI Procedural Guidelines sign off
We, the (Name of the Bank) having itsregistered office at

have read and understood the UPI procedural Guidelines.

We do hereby undertake and declare that:

We shall abide by the UPI Procedural guidelines as applicable from time to time including any/all
regulatory guidelines applicable to payment transactions in general and mobile banking in specific
The guidelines as stated in the UPI PG shall be binding on us.

The above declaration may please be taken on record by NPCI as our sign off to UPI procedural
Guidelines.

Date: Sdé

Place: (Authorized Signatory.)
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Annexure Xl (UPI PSP ROLE)

PSP, as per the extant approval from the RBI are Banks only, regulated by RBI under Banking
Regulations Act 1949 and should be authorized by RBI for providing mobile banking service. The PSP
role along with various guidelines including merchant acquiring guidelines, handle guidelines etc.
for UPI are defined under the following heads along with a brief explanation:

1. Ownership of data:

Under UPI, Security & integrity of the data will be the responsibility of the PSP/Bank even in cases
where the Bank/PSP & the outsourced technology service providers are different entities. Therefore,

it is recommended that the PSP/bank does full due diligence of the outsourc ed technology service
provider as they are dealing with sensitive customer data.

Only the PSPs can provide the UPI App for customer Orrboarding. An outsourced entity having an
experience in the customer front end may create an App for the Bank, which may b e used by the

PSP Bankforonboar di ng the customers. The App is however
customer stays with the Bank only.

2. Acquiring Merchant /Customer:

Under UPI, there are broadly 2 types of transactions viz. Peer to Peer (P2P) an d Merchant Payments

(P2M). In both the cases, PSP bank should ensureg¢ hat whil e the bankds techn:
outsourced, its functions ddsia RIR® ocarmommema edau tt
Applicati on must nDatasUlentre and in un@eano koddidionptive PSP customer data

to be shared with Merchant App.

In case wherein the Bank / PSP embeds the Common Library in the Merchant App through an SDK
provided by PSP Bank, PSP has to ensure that all sensitive customer data must reside at PSP and not
with merchant.

The acquiring function of customer should remain with PSP Bank and not with merchant. It has been

amply clarified that the outsourcing is permissible only in cases where the bank does not have an

interface for UPI and can take support of the outsourced Technology providers who can provide for
the interface basis the 60Outsourcing model 6.

The PSP bank shall ensure that all the financial and Non -financial transactions are provided through
the front end PSP App to t he end customer as mandated from time to time.

3. PSP Liability
a) Authentication

The onus of validation of the first factor of authentication of customer credentials including

Mobile device fingerprinting or any other material information which identifiesth e customer

lies with the PSP. It has been mandated that the PSP send an outward encrypted SMSfrom

the customerds mobile number to the RBSWhastoterf a
be completely automated with no intervention from the customer. Only after proper
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validation of the customer identification and customer authorization credentials, the PSP will
offer UPI services and allow the account to be operated under UPI. The Banks/PSPs shall also
own the full liability should the Common library b e compromised in case of common library
integrated with PSP App or Merchant App through PSP. It has to be noted that for all
subsequent financial transactions done by the customer, the onus of authenticating the first
factor (hard bound Mobile device with mobile number) is on the PSP alone. Accordingly, the
PSP has to ensure proper device binding with the mobile number.

The PSP should also ensure that the most recent of the Common Library versions is available
in the App and there are adequate provisions t o update the latest version of UPI Common
Library released by NPCI. The PSP also has to ensure that the guidelines with regard to
invoking of the NPCI Common library for capture of PIN is available as mandated.

b) Data security

Under UPI, the PSP shall be iable whether for any loss or corruption (whether direct or

indirect) of data or information. The PSP will be liable for loss on account of breach of data

(whether loss is direct or indirect) even if such loss was in the contemplation of the system

partici pants or was wholly foreseeable. The PSP shall be fully liable for any loss of data or

any | oss arising out of breach of data wheth
representatives or arising out of gross negligence or misconduct, etc.

4. Technology Part ners Role in UPI

Under UPI, it is possible that banks can have tie up with Technology Partners and provide the PSP
app to customers. However PSP bank should ensurethe data ownership and due diligence of App for
any 3" party including that of the Technology Service Provider.

5. Settlement through banks with merchants

Under UPI, if merchant is holding bank account relationship with PSP Bank, PSP has to ensure the
settlement with merchant into his bank account.

It is the ownership of Acquiring Bank to pop ulate the correct MCC code, under which merchant is
set-up. The UPI system will calculate and settle the Interchange between Acquiring Bank and Issuer
bank basis MCC code populated. Merchant Category Code should flow in all the transactions from
Acquiring Bank. The acquiring bank may have compliances built in for deviations, if any, basis various
parameters such as velocity checks. In case of merchant pushes the P2P then compliance rule of
MDR/Interchange will be applicable. The PSP has to do routine data c hecks to assess any
inconsistencies for the transactions coming in from the merchant.

6. Ownership and branding of PSP App.

The ownership and branding of PSP App lies with PSP Bank. The responsibility of the functionality
mentioned for the PSP app in the g uidelines shall remain with bank. The PSP bank must have the
mechanism to certify the PSP app with aligned merchant app and with proper invocation by any
other app on the phone for payments. The UPI payment app must contain the PSP logo and look and
feel f or the customer irrespective of the UPI app distribution mode (embedded or independent), UPI
app should offer exactly same screen and payment experience to consumer.
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7. Ownership and branding of Handles

Under UPI, handles will be allotted to only PSP Banks. For the pilot period, it has been decided to
allot a maximum of 3 handles per bank. Bank has to ensure that under no circumstances, PSP handle
allotted by NPCI to be transferred to any other entity/bank. The bank hasto  accept full responsibility
for any and all activities related to handle provided by NPCI for offering UPI services. The Bank has
to also ensure that PSP is the owner of the entire right, title and interest in the registered trademark
and/or copyrights of the handle name or PSP Handle owned by PSP and shall maintain title and
ownership of all intellectual property rights in the handle name or PSP Handle.

Note: The handles available in the Phase | of UPI shall be only in the names of UPI member banks
and no third party names shall be accommod ated in the PSP Handles, unless otherwise approved
by the Steering Committee.

8. Portability of handles

Under UPI, the handle will be allotted at time of on -boarding of bank as PSP after written request
from bank. The additional handles will be allotted on ly after written request from bank and after
review of requirement by NPCI. Under no circumstances, the portability of handle will be allowed
i.e. handle once allotted to one bank, cannot be transferred to any other bank.

9. Embedding of NPCI Library int o Banks mobile banking App and Merchant through SDK
through banks

Under Uprpl , it i s possible to embed the NPCI Libr ai
binary/SDK. In this case, the Banks/PSPs shall own the full liability should the Common librar y be
compromi sed from Bankds App and/ or MerNP@lgprovtdihg App
separate APK (application) for Common Library (CL), however it has been decided that the same will

not be provided by NPCI.

The broad approved architecture of UPI shall be as under:
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