
Sr Document Reference Page No Clause No Description in RFP Clarification Sought Additional Remarks (if any) Remarks NPCI Responses

1
RFP Reference No: 

NPCI/RFP/2023-24/IT/09 
Page 50 of 92 6.6

6.6 The solution should be deployed on premises and should be able to integrate 
with on premises as well as cloud-based applications

Will SaaS based solution be considered for 
evaluation for the requirements in this RFP

Set-1 No change in RFP

2
RFP Reference No: 

NPCI/RFP/2023-24/IT/09
Page 46 of 92 2.5

2.5 User ID Merging - Ability to merge user ID / identities in cases where multiple 
identities are created for a single person. 

The user ID merging is ideally done outside IDAM 
solution which is mainly responsible for providing 
accesses. Is the requirement to deploy a de-
duplication toll in integration with IDAM

Set-1
Solution should be able to merge IDs created on 
same application with different name or same 
user ID (Refer corrigendum 1)- GTH

3
RFP Reference No: 

NPCI/RFP/2023-24/IT/09
Page 48 of 92 4.2 4.2 The solution should be able to perform 'Role Mining', in a fully automated way. Kindly elaborate Set-1 Role Mining is used to create roles based on 

specified criteria in an existing enterprise

4
RFP Reference No: 

NPCI/RFP/2023-24/IT/09
Page 51 of 92 7.7

7.7 Access requests should be able to be extended into a custom platform of choice - 
like MS Teams, or even custom portals. 

Kindly elaborate Set-1 Integration with MS Office apps for access 
approve or reject request

5
RFP Reference No: 

NPCI/RFP/2023-24/IT/09
Page 76 of 92 3.3

3.3 Password synchronization – Synchronization of passwords across manged 
systems. 

Kindly elaborate which password synchronization 
is desired apart from AD integration

Set-1 Active directory Integration only

6
RFP Reference No: 

NPCI/RFP/2023-24/IT/09
Page 75 of 92 2.14 Password synchronization – Synchronization of passwords across manged systems. Needs clarifications Set-1 Active directory Integration only

7
RFP Reference No: 

NPCI/RFP/2023-24/IT/09
Page 75 of 92 2.20 

Solution should be able to integrate application deployed on on-premises and public 
cloud platforms besides just Active Directory, including databases, other directories, 
platforms, and ERPs. 

Needs clarifications of the use cases and systems Set-1 Details will be shared with succesful bidders

8
RFP Reference No: 

NPCI/RFP/2023-24/IT/09
Page 75 of 92 2.25 

The solution should be able to generate unique attributes at provisioning time based 
on data collected, or by calling the system to validate attribute values. 

Needs clarifications Set-1 During onboarding process, solution should be 
able generate unique id's for users

9
RFP Reference No: 

NPCI/RFP/2023-24/IT/09
Page 78 of 92 5.2 

The solution must provide connectivity to non-UI based applications, like Linux and 
Unix. 

Needs clarifications Set-1 Refer corrigendum 1

10
RFP Reference No: 

NPCI/RFP/2023-24/IT/09
Page 79 of 92 6.9 

Solution should provide the ability to grant system "authority" to particular Identity 
attributes, i.e. designate different authoritative sources for different attributes. 

Is this regarding Dynamic roles? Needs clarification Set-1 This is regarding the dynamic roles

11
RFP Reference No: 

NPCI/RFP/2023-24/IT/09
Page 79 of 92 6.15 

Solution should provide the ability to run correlation analysis with log-generated data 
from non-Identity connected systems. 

Needs clarificaton Set-1
Solution should be able to use attributes of the 
application's account to find identities based on 
attribute values stored on Identity objects

12
RFP Reference No: 

NPCI/RFP/2023-24/IT/09
Page 79 of 92 6.16 

System should be able to integrate with legacy applications that have no API's (both, 
native as well as web applications) 

Needs clarificaton Set-1
Solution should be able to integrate with 
database or by creating custom connectors, if 
legacy application dosen't support API's for IDAM.

13
RFP Reference No: 

NPCI/RFP/2023-24/IT/09
Page 81 of 92 6.17 

System should allow a combination of UI automation, DB queries and Api's to 
integrate with each application. 

Needs clarificaton Set-1
We have listed the integration types were solution 
should be able to integrate with the applications

14
RFP Reference No: 

NPCI/RFP/2023-24/IT/09
Page 81 of 92 7.22 

A user-friendly searchable, and informative certification interface that can allow for 
making decisions based on the identity or the access. 

Needs clarifications Set-1

Solution should be able to provide user-friendly, 
informative names and descriptions for access 
profiles visible in certifications, access requests, 
and approvals. Solution should be able to provide 
a detailed description which can improve the 
quality and speed of reviewer decisions

15
RFP Reference No: 

NPCI/RFP/2023-24/IT/09
Page 81 of 92 7.23 

Certifications can be triggered based on identity-related events, such as a department 
change, termination, manager change, etc. 

Needs clarificaton Set-1

Solution should have the capablility to perform 
Identity-based certification,  when a manager 
change is detected for an identity and for that 
certification request to be sent to the newly 
assigned manager

NPCI/RFP/2023-24/IT/09 dated 22nd Nov 2023 
(Request for proposal for procurement of identity and access management solution)

Responses to Pre-Bid Queries
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16
RFP Reference No: 

NPCI/RFP/2023-24/IT/09
Page 81 of 92 7.24 

Solution should validate data entered both manually and through data feeds 
(through user interaction and bulk loads) 

Needs clarifications Set-1
Solution should have validation rule or script 
which can be used to validate the data entered on 
a reports

17
RFP Reference No: 

NPCI/RFP/2023-24/IT/09
Page 81 of 92 7.25 The solution must provide tools for identifying and managing orphan accounts 

Needs clarifications on the type of accounts and 
requirements

Set-1
Applications having their own user database or AD 
based, any local account created without IDAM 
tool is considered as orphan account

18
RFP Reference No: 

NPCI/RFP/2023-24/IT/09
Page 81 of 92 7.26 

The solution must provide reports which outlines defined security risks by 
application.

Needs clarifications Set-1
Solution should be able to show the dormant, 
orphan users, high risk due to multi access or any 
kind of risk analysis done by IDAM tool

19
RFP Reference No: 

NPCI/RFP/2023-24/IT/09 
dated 22nd Nov 2023

11 3.1 Scope of work:

IDAM solution should also facilitate access to underlying infrastructure components 
such as application servers, databases, big data stores, middleware & messaging 
components, web servers, web services, ERP packages, virtual systems and cloud 
resources

Kindly inform us whether access to these 
components is required or if only the integration is 
needed

Set-2 Only Integration is needed

20
RFP Reference No: 

NPCI/RFP/2023-24/IT/09 
dated 22nd Nov 2023

11 3.1 Scope of work: General

Kindly provide information on the expected total 
number of users and concurrent users for the 
IDAM application, as well as the anticipated year-
over-year growth.

Set-2 Details will be shared with succesful bidders

21
RFP Reference No: 

NPCI/RFP/2023-24/IT/09 
dated 22nd Nov 2023

31 8.10 Delivery schedule
• integrations of IDAM solution with all NPCI applications should be completed within 
next 12 weeks.

1. Does this include both existing applications (60) 
and new applications (20)? Kindly confirm.

Set-2 Yes

22
RFP Reference No: 

NPCI/RFP/2023-24/IT/09 
dated 22nd Nov 2023

31 8.10 Delivery schedule
• integrations of IDAM solution with all NPCI applications should be completed within 
next 12weeks.

2. Is there a possibility of extending the 
integration timeline, given the challenge of 
integrating a total of 80 applications? As there is a 
penalty associated with timeline extensions.

Set-2 Refer corrigendum 1

23
RFP Reference No: 

NPCI/RFP/2023-24/IT/09 
dated 22nd Nov 2023

11 3.1 Scope of work:
1. The bidder should install and integrate with all the existing application (60) and 
new applications (20).

Kindly confirm whether all the applications that 
need to be integrated with the IDAM solution are 
compatible with SAML 2.0 or not.

Set-2 90% of applications are non API based

24
RFP Reference No: 

NPCI/RFP/2023-24/IT/09 
dated 22nd Nov 2023

44
Section 9 - Technical 

Specifications
The bidder should have minimum 2 skilled OEM certified staff deployed for NPCI for 
the proposed product.

Please specify the time durations during which 
certified engineers will be stationed.

Set-2 As per delivery schedule subjected to NPCI sign off

25
RFP Reference No: 

NPCI/RFP/2023-24/IT/09 
dated 22nd Nov 2023

45
Section 9 - Technical 

Specifications
1.18 The solution should be able to ingest data from an existing IDAM solution to 
determine existing access.

Kindly provide us with details regarding the 
existing IDAM application. Additionally, please 
inform us of the protocol supported for the 
migration activity.

Set-2 Details will be shared with succesful bidders

26
RFP Reference No: 

NPCI/RFP/2023-24/IT/09 
dated 22nd Nov 2023

45
Section 9 - Technical 

Specifications
solution  should  support  the  creation  of  an  application  risk  model  to determine 
the relative risk of each managed application based on pre- defined risk factors.

We assume that NPCI is looking for Risk-based 
authentication module, Kindly confirm

Set-2 Understanding is correct

27
RFP Reference No: 

NPCI/RFP/2023-24/IT/09 
dated 22nd Nov 2023

46
Section 9 - Technical 

Specifications
2.16 Solution should be able to manage previously disparate data repositories, 
applications, and user data stores anywhere in the infrastructure stack.

Please provide information on the protocols 
supported by the respective data repositories, 
applications, and user data stores. 

Set-2 Details will be shared with succesful bidders

28
RFP Reference No: 

NPCI/RFP/2023-24/IT/09 
dated 22nd Nov 2023

76
Section 9 - Technical 

Specifications
3.8 Solution   should   have   SDK   and   APIs   that   support   authentication 
management and integration with external applications.

Need to know the protocol supported by the 
external application

Set-2 Details will be shared with succesful bidders

29
RFP Reference No: 

NPCI/RFP/2023-24/IT/09 
dated 22nd Nov 2023

69
Section 9 - Technical 

Specifications
6.1 Proposed  solution  should  provide  APIs  for  integration  with  Legacy 
Applications

Kindly inform us of the number of legacy 
applications that need to be integrated with the 
IAM solution and the supported protocols of those 
applications.

Set-2 Details will be shared with succesful bidders

30
RFP Reference No: 

NPCI/RFP/2023-24/IT/09 
dated 22nd Nov 2023

79
Section 9 - Technical 

Specifications
6.15 System should be able to integrate with legacy applications that have no API's 
(both, native as well as web applications)

Please inform us if Header-based Single Sign-On 
(SSO) would suffice for this requirement

Set-2 yes

31
RFP Reference No: 

NPCI/RFP/2023-24/IT/09 
dated 22nd Nov 2023

27
7.3 Technical Scoring 

Matrix
TECHNICAL SCORING MATRIX Bidder/OEM experience should be considered. Set-2

OEM & Bidder both should have BFSI customer 
reference

32  NPCI/RFP/2023-24/IT/09 11 3.1 Scope of Work Number of NPCI users (FTE and FTC) is not 
mentioned.

These would be required for license 
purpose

Set-3 Including FTE and FTC 3000 users approx as 
mentioned in the RFP at Annexure N
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33  NPCI/RFP/2023-24/IT/09 14 3.1 Deployment
Need details on the Hardware and Software that 
will be provided by NPCI for the deployment

Need a list of all the networking 
components that NPCI will provide along 

with the Virtualization Platform and 
Operating System that NPCI will provide 

towards deployment.

Set-3

Hardware will be provisioned by NPCI & will 
provide support related to Hardware only. Rest 
everything with specific to operating system & 
application has to be supported by bidder.

34  NPCI/RFP/2023-24/IT/09 31 8.1 Delivery Schedule
The timelines mentioned in the delivery schedule 
are strict.

16 weeks for integration along with 
deployment is quite challenging timeline 

for 60 applications. 
Set-3 Refer corrigendum 1

35  NPCI/RFP/2023-24/IT/09 14 3.1 Onsite Manpower Required
Can the Implementation happen remote post the 
Installation of the required Appliances/Software at 
the DC and DR site.

Set-3 No change in RFP

36
NPCI/RFP/2023-24/IT/09 

dated 22nd Nov 2023
11 3.1 (1) Existing App under Scope 60

Can a list of apps be shared with us? Alternatively, 
how many apps have API and the number of apps 
without API's

Set-4 90% of applications are non API based

37
NPCI/RFP/2023-24/IT/09 

dated 22nd Nov 2023
11 3.1 (1) New Apps under scope will be 20

Can a list of apps be shared with us? Alternatively, 
how many apps have API and the number of apps 
without API's

Set-4 90% of applications are non API based

38
NPCI/RFP/2023-24/IT/09 

dated 22nd Nov 2023
12 3.1 (8) Solution should be integrated with NPCI's MFA 1) Which MFA is used by NPCI. Set-4 This will be rest API based MFA solution already 

deployed at NPCI

39
NPCI/RFP/2023-24/IT/09 

dated 22nd Nov 2023
12 3.1 (13)

The bidder shall assign project manager and associated support personnel to be 
positioned at NPCI site for complete project deployment

The resources will need to be onsite at which 
location?

Set-4 Mumbai, Goregoan 

40
NPCI/RFP/2023-24/IT/09 

dated 22nd Nov 2023
17 4.1 (B) (1)

The bidder’s annual turnover should be less than Rs. 100 crores as per audited 
financial statements in each of the fi

Is there any minimum Revenue & Profit 
requirement for Start-up

Set-4 No minimum criteria for start-ups

41
NPCI/RFP/2023-24/IT/09 

dated 22nd Nov 2023
18 4.1 (B) (2)

Turnover and Profitability - The bidder should have reported minimum annual 
turnover of Rs.6 crores and should have reported profits (profit after tax) as per 
audited financial statements in at least 2 out of last 3 financial years (FY 2019-20, 
2020-21, 2021-22).

Does this apply for start-ups? Set-4 this clause is for MSME & non-MSME

42
NPCI/RFP/2023-24/IT/09 

dated 22nd Nov 2023
27 7.3 Size of the deployment in terms of number of Endpoints and Servers (5)

What does it mean by No. of Endpoints and 
Servers . Do you mean the infrastructure needed 
for deployment?

Set-4
Bidder past experience in terms of deployment of 
IDAM solution for number of users & application 
integrated (Refer corrigendum 1)

43
NPCI/RFP/2023-24/IT/09 

dated 22nd Nov 2023
31 8.1

Installation and commissioning of IDAM solution should be completed within next 2 
weeks.

This is not possible, should be continue to bid and 
state our terms or back out?

Set-4 No change in RFP

44
NPCI/RFP/2023-24/IT/09 

dated 22nd Nov 2023
35 8.17 (B)

Penalty for Severity 1 Incidents: Any violation in meeting the above SLA requirements 
which leads to Severity 1 incident, NPCI shall impose a penalty of INR 10,000/- (Indian 
Rupees Ten Thousand only) for each hour of delay up to 12 hours, beyond 12 hours 
penalty would be INR 20,000 for each hour with a max cap of 5% of total PO value.

We do not accept liability of data breaches. should 
be continue to bid and state our terms or back 
out?

Set-4 No change in the RFP clause

45
NPCI/RFP/2023-24/IT/09 

dated 22nd Nov 2023
35 8.17 (F)

If a breach occurs even after a proper policy in Identity and access management 
solution is in place, a penalty of Rs. 10,000/- per event will be deducted or the loss 
due to the breach whichever is higher.

We do not accept liability of data breaches. should 
be continue to bid and state our terms or back 
out?

Set-4 No change in the RFP clause

46
NPCI/RFP/2023-24/IT/09 

dated 22nd Nov 2023
44 Section 9 (1.5)

The Solution quoted by the bidder should be in Gartner Leader or Challenger Magic 
Quadrant for Identity and access management solution, or Forrester wave leader or 
strong performers in consecutively for last Two years (Two of last 3 years)

Start-up companies will not be in Gartner despite 
of having all the New-Age technology and more 
features which will help you achieve your business 
requirement. should be continue to bid and state 
our terms or back out?

Set-4 Refer corrigendum 1

47
NPCI/RFP/2023-24/IT/09 

dated 22nd Nov 2023
In case of the Go-Live delays by the Bidder penalty will be imposed as specified in 
section 8.1.2

Is there a provision for additional charges by 
vendor in-case of delay by NPCI to provide 
required pre-requisites

Set-4 No change in the RFP clause

48
NPCI/RFP/2023-24/IT/09 

dated 22nd Nov 2023

Non-Delivery of above mentioned Deliverables: penalty shall be imposed on Bidder at 
the rate of 0.5% of the total Purchase Order value for each week's delay beyond the 
stipulated delivery period subject to a maximum of 5% shall be payable by bidder

Is there a provision for the same additional 
charges by vendor in-case of delay by NPCI to 
provide required pre-requisites

Set-4 No change in the RFP clause

49 Scope of Work 11 3.1
Solution should be deployed in the NPCI’s DC & DR Site each in High Availability 
(Active-Active or Active-Passive) with no manual intervention required for site switch 
over.

Environments in Scope (DC)
How many Environments are in scope 
(Dev, QA, UAT, Stage, PROD) ? Please 

specify
Set-5 Prod and UAT environment

50 Scope of Work
Application Hosted (ON-

Prem/Cloud/Hybrid) With No.
Set-5 On premises in both DC and DR site with High 

availability

51 Scope of Work
Application type (Cutting edge, Legacy, 

Customized, Level of Customization)
Set-5 Details will be shared with succesful bidders

52 Scope of Work
Type of Integration (SAML, Web Based, 

Oauth/OIDC, any other)
Set-5 API and DB based Integrations with application 

using connectors
Existing Application Integration (60)
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53 Scope of Work
Please categorize the Application 

Integration Priority (Priority and Numbers 
please)

Set-5 Details will be shared with succesful bidders

54 Scope of Work
Name/Type(ERP, HRMS, ITSM etc)/List of 

Applications
Set-5 90% of applications are non API based

55 Scope of Work
What is the Time frame of each 

Application Integration
Set-5 Refer corrigendum 1

56 Scope of Work
Applications to be Hosted (ON-
Prem/Cloud/Hybrid) With No.

Set-5 On premises in both DC and DR site with High 
availability

57 Scope of Work
Application type (Cutting edge, 

Customized, Level of Customization)
Set-5 Details will be shared with succesful bidders

58 Scope of Work
Type of Integration (SAML, Web Based, 

Oauth/OIDC, any other)
Set-5 API and DB based Integrations with application 

using connectors

59 Scope of Work
Please categorize the Application 

Integration Priority (Priority and Number 
please)

Set-5 Details will be shared with succesful bidders

60 Scope of Work
What is the Name/Type(ERP, HRMS, ITSM 

etc)/List of Applications
Set-5 90% of applications are non API based

61 Scope of Work
What is the Time frame of each 

Application Integration
Set-5 Refer corrigendum 1

62 Scope of Work
Please describe about current/existing 

user repository
Set-5 Please refer Annexure N

63 Scope of Work
Current type of users (Employee, 

Contractors etc)
Set-5 Employee, contractor, non-NPCI application users

64 Scope of Work
Please specify Level and Number of 

resource, Duration 
Set-5 As mentioned in the RFP

65 Scope of Work
Please specify Location of On-Site 

(Mumbai/HYD/Chennai)
Set-5 Mumbai

66 Scope of Work
Please specify the need of 24*7*365 

dedicated resource during deployment.
Set-5 9*5 working days however 24*7 for incident 

response & product issues

67 Scope of Work 15 3.1

The bidder is expected to define the approach that will be taken to train the 
resources on the technical aspects of the solution. The quality of the Bidder’s 
approach to training shall form an integral part of the final evaluation and selection 
of the Bidder.

Training

What is the meaning of related 
certification should also be awarded to the 

trainees? (All the certifications are 
professional in nature and to be obtained 

after successful passing the exams 
conducted by OEM)

Set-5
Certification to be provided to NPCI employees 
post completion of implementation and training

68
Terms & Conditions (Delivery 

schedule)

Delivery, installation, commissioning & integrations of Identity and access 
management solution with NPCI applications as per scope define should be 
completed within 16 weeks from the date of receipt of purchase order.

All applications can not be integrated in 
given delivery schedule.  Entire project 

need to be divided into multiple phases ,  
The first phase  can be  26-30 weeks for 

first critical 10 applications  Integration ). 
Subsequent applications integration can 

be on incremental basis along with 
managed support services. Can bidder 
propose the timeline as per the scope 

given.

Set-5 Refer corrigendum 1

69
Terms & Conditions (Delivery 

schedule)
Installation and commissioning of IDAM solution should be completed within next 2 
weeks.

2 Works is not sufficient for setting up all 4 
Dev,UAT,Prod and DR. Please revise the 

timeline to 8 weeks.
Set-5 No change in RFP

70
Terms & Conditions (Delivery 

schedule)
integrations of IDAM solution with all NPCI applications should be completed within 
next 12weeks.

Time line should be revised based on 
Complexity, Priority,  Type of the 

Applications
Set-5 Refer corrigendum 1

71 Support/AMC 32 8.15
The successful bidder shall provide a dedicated-on site/remote support engineer post 
implementation of the solution for BAU activities like Application integration, 
Automating Employee lifecycle Management.

Support/AMC
Please specifiy the business hours for the 

support.
Set-5

9*5 working days however 24*7 for incident 
response & product issues

72 Payment Terms: 36 8.21 Payment Terms Payment Terms

Payment schedule does not include 
payment for "Integration of IDAM solution 

with all existing and new NPCI 
applications." Can we propose payment 
schedule for implementation separately. 

Set-5 No change in the RFP clause

73 Generic Query NA NA NA
Signatures on all the physical and email 
documents 

Please clarify the mode of signature 
Digital, handwritten or both ways are fine

Set-5

NPCI will accept digitally signed/ physical signed & 
scanned bid documents through email.
Eligibility and Technical bid.  Commercial bid 
(password protected). Refer clause 5.13 which 
clearly states that bid to be submitted through 
email.

12 3.1
The solution should have the capability to on-board & integrate the users of NPCI & 
it’s subsidiaries.

User Repository

14 3.1
Dedicated person to be assigned for complete product deployment on site or remote 
24*7 *365.

Onsite Manpower requirement

31 8.1 Delivery schedule

11 3.1
The bidder should install and integrate with all the existing application (60) and new 
applications (20).

Existing Application Integration (60)

New Application Integration (20)
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Do share the category of exisiting applications - 
Critical Vs Non-Critical, In-house Vs 3rd Party, API 
available for integration - Yes / No.

Set-6

Status of of new applications - Go Live in 3/6/9/12 
months. 

Set-6

75 11 5
Solution should be deployed in the NPCI’s DC & DR Site each in High Availability 
(Active-Active or Active-Passive) with no manual intervention required for site switch 
over.

Locations of DC and DR Set-6 Details will be shared with succesful bidders

76 12 12
The solution should have the capability to on-board & integrate the users of NPCI & 
it’s subsidiaries.

Are subsidiaries in scope, If Yes share details and 
number of users

Set-6
Including subsidiraries, 3000 users as mentioned 
in the RFPIncluding subsidiraries (Refer Annexure 
N)

Post implementation of the solution, the bidder shall perform the following activities, 
but not limited to, from time to time, in relation to maintenance and 
upgrades/updates/patches:

Set-6

(a) Firmware Upgrades Set-6
(b) Software System monitoring, Set-6
(c) Troubleshooting & Performance Tuning, Set-6
(d) Operating System Upgrades, Set-6
(e) Upgrades of supplied software, Set-6
(f) Advisories on software upgrades & vulnerabilities, Set-6
(g) Support during DR Drills, Set-6
(h) OS Administration & patching as per OEM guidelines (In case of Software image 
supplied by OEM/Bidder.

Set-6

(i) Any support required to make systems & software up and running. Set-6
Note – The list mentioned above is the indicative list, however the successful bidder 
shall provide end-to-end support, repair and upkeep related any activities and 
resolution of any issues related to solution deployment without any extra cost to the 
NPCI.

Set-6

78 12 17
Bidder / OEM should perform an annual health check-up of the deployment to ensure 
effective usage and basis on the observation, should take necessary corrective action.

Pl confirm NPCI will pay extra for the annual 
health check-up

Set-6 No, should be included in the commercial bid

79 Backup and Archiving 13 5
Backup and restoration should be on premise. Backup procedure for Application and 
Database server of the proposed solution is required and to be demonstrated

Pl confrim NPCI team will support as per proposed 
RACI

Set-6 Yes

80
Guidelines for Maintenance 

and Support
13 2

NPCI will conduct security assessment which will consist of VAPT and Risk Assessment 
of IDAM tool before production implementation. All the vulnerabilities identified in 
VAPT and risk / observations identified in risk asessment will be fixed by bidder/OEM 
prior to go-live without any additional cost to NPCI.

Do confirm NPCI will consider and help the bidder/ 
OEM factor the additional time for VAPT and Risk 
assessment and remidiation of observations prior 
to Go-Live. Refer 8.10 Delivery schedule - for 
timelines

Set-6 Should be included in project plan

81
Guidelines for Maintenance 

and Support
14 7

Bidder shall provide requirement explicitly for VM and Storage infrastructure for 
implementation of each solution as part of its bill of material(BOM). The change in 
requirement at later stage may affect the project and its timelines. The bidder shall 
own the responsibility for any such delay.

Do confirm will NPCI provide and provision the 
hardware

Set-6

Hardware will be provisioned by NPCI & will 
provide support related to Hardware only. Rest 
everything with specific to operating system & 
application has to be supported by bidder.

82 8.9 Key Deliverable 31 3 Integration of IDAM solution with all existing and new NPCI applications.
Do share what will be the impact on the scope due 
to any change in status of the applications - 
existing and new

Set-6 Please refer to the scope mentioned in section 3

83 Installation and commissioning of IDAM solution should be completed within next 2 
weeks.

Set-6

84 • integrations of IDAM solution with all NPCI applications should be completed within 
next 12weeks.

Set-6

85 Scope of work 12 17
Bidder / OEM should perform an annual health check-up of the deployment to ensure 
effective usage and basis on the observation, should take necessary corrective action.

Please specify where it should onsite or remote Set-7 Onsite or remote

86 Backup and Archiving 13 5
Backup and restoration should be on premise. Backup procedure for Application and 
Database server of the proposed solution is required and to be demonstrated.

Kindly confirm Infra for Backup will be given by 
Custmer

Set-7 Yes

87 Onsite Manpower Required 
(In total for all solutions

14 1
Dedicated person to be assigned for complete product deployment on site or remote 
24*7 *365.

Project Resource will be working 8*5 and avaiable 
if case of P1 issue

Set-7 Noted

88 Onsite Manpower Required 
(In total for all solutions+B5

14 2
In addition of above, TAM from OEM should be available to support deployed 
resource at NPCI till successful implementation of solution.

OEM TAM is required or Bidder TAM can be also 
there

Set-7 OEM TAM will be required

Details will be shared with succesful bidders

Hardware will be provisioned by NPCI & will 
provide support related to Hardware only. Rest 
everything with specific to operating system & 
application has to be supported by bidder.

Should be included in project plan, please refer to 
corrigendum 1 for Integration timeline

11 1
The bidder should install and integrate with all the existing application (60) and new 
applications (20).

12 14

Pl confirm will NPCI provide and provision the 
hardware for proposed IDAM solution.  If Yes, do 
clarify the hardware support role of the IDAM 
bidder / OEM

31
Do share how much additional timeline should be 
factored for  VAPT and Risk Assessment of IDAM 
tool before production implementation 

74

77

3.1 Scope of Work

8.10 Delivery Schedule
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89 Deployment 14 2
The bidder shall do the Configuration of IDAM Tool (Software/virtual/ appliance) and 
integrate the solution with all the available application and test IDAM functions for 
all the integrated applications.

Kindly confirm Infra for Backup will be given by 
Custmer

Set-7 Yes

90 Go Live 15 3 Bidder should provide 180 Days of hand holding support post Go-Live. Please specify where it should onsite or remote Set-7 onsite hand holding support

91 Examination of Technical Bids 27 F NPCI may interact with the Customer references submitted by bidder Kindly modify  bidder/OEM for the same Set-7 No changes in the RFP

92 Delivery schedule 31 8.1
integrations of IDAM solution with all NPCI applications should be completed within 
next 12weeks.

80 Application integration within 12 weeks is too 
strangent and provide list of application

Set-7 Refer corrifendum 1

93 Key Deliverables 31 8.9.3 Integration of IDAM solution with all existing and new NPCI applications.
apart from 80 application integration will be 
consider separate scope

Set-7 Will be considered under separate scope

94 Annexure J - Technical 
Compliance

72 1.4
The bidder should have minimum 2 skilled OEM certified staff deployed for NPCI for 
the proposed product.

Kindly modify  bidder/OEM for the same Set-7 No change in RFP

95
Annexure J - Technical 

Compliance
73 1.14

The bidder should schedule backup of full database & configuration of all 
components of Identity and Access Management Solution along with all its 
configurations on defined frequency. It should be possible to restore the backup of 
full database & configuration. The bidder shall perform the archival and purging of 
database as per laid down guidelines and policies of NPCI.

Kindly confirm Infra for Backup will be given by 
Custmer

Set-7 Yes

96 Annexure J - Technical 
Compliance

73 1.16
DR - The solution offered should be replicated at Disaster Recovery (DR) sites of NPCI 
in active or passive mode.

Kindly mention DC and DR Location Set-7 Details will be shared with succesful bidders

97 Annexure J - Technical 
Compliance

78 6.1 Proposed solution should provide APIs for integration with Legacy Applications. Kindly provide details of Legacy Applications Set-7 90% of applications are non API based

98
Annexure J - Technical 

Compliance
79 6.5

The solution should feature integration with leading PAM solution to facilitate 
visibility, governance and lifecycle management/provisioning over users with access 
to privileged accounts managed by the PAM system.

Kindly provide details of PAM OEM Set-7 Details will be shared with succesful bidders

99 Annexure J - Technical 
Compliance

84 8.29
Solution should capture all activity information as part of audit logging & forward it 
to SIEM.

Kindly provide details of SIEM OEM Set-7 Details will be shared with succesful bidders

100 Elegibility Criteria 17-18 B. 1,2 Profitibality of 3 years in a row.
Request to permit companies with 2 years 
profitibality. Because many companies have faced 
a loss in the covid 10 year.

Set-7
Bid can be submitted, however, NPCI reserves the 
right to take final decision during eligibility 
evaluation.

101
Section 9 -technical 

specification
45 1.18

The solution should be able to ingest data from an existing IDAM solution to 
determine existing access. solution should support the creation of an application risk 
model to determine the relative risk of each managed application based on pre-  
defined risk factors.

what is the exisiting IDAM system in place. Set-8 Details will be shared with succesful bidders

102
Section 9 -technical 

specification
44 1.5

The  Solution  quoted  by  the  bidder  should  be  in  Gartner  Leader   or Challenger 
Magic Quadrant for Identity and access management solution, or Forrester wave 
leader or strong performers in consecutively for last  Two years (Two of last 3 years).

1). Identity and Access Management comprises of 
three components : Access Management,Identity 
Governance and Administration(IGA) and Privilege 
Access Management. All the current requirements 
are from IGA.

The clause no. 1.5  should be dropped. Set-8 Refer corrigendum 1

103
Section 9 -technical 

specification
44 1.5

The  Solution  quoted  by  the  bidder  should  be  in  Gartner  Leader   or Challenger 
Magic Quadrant for Identity and access management solution, or Forrester wave 
leader or strong performers in consecutively for last  Two years (Two of last 3 years).

Gartner has abolished the magic quadrant for IGA 
in 2020. hence the question of being in the magic 
Quadrant doesn't arise.

The clause no. 1.5  should be dropped. Set-8 Refer corrigendum 1

104
Section 9 -technical 

specification
44 1.5

The  Solution  quoted  by  the  bidder  should  be  in  Gartner  Leader   or Challenger 
Magic Quadrant for Identity and access management solution, or Forrester wave 
leader or strong performers in consecutively for last  Two years (Two of last 3 years).

2). Your requirements also contains Access 
Management (AM) in the future. Vendors who are 
in forrester wave leader document do not carry 
Access Management.

The clause no. 1.5  should be dropped. Set-8 Refer corrigendum 1

105
Section 9 -technical 

specification
44 1.5

The  Solution  quoted  by  the  bidder  should  be  in  Gartner  Leader   or Challenger 
Magic Quadrant for Identity and access management solution, or Forrester wave 
leader or strong performers in consecutively for last  Two years (Two of last 3 years).

3). Kuppingercole is acknowlegded as one of the 
top3 anaylst in IAM. They also have equivalent of 
magic quadrant (Leadership Compass) for both 
AM & IGA.

Kuppingercole should also be included in 
the evaluation.

Set-8 Refer corrigendum 1

106 Section 9 -technical 
specification

45 1.16
Solution should  also  support  Single sign  on feature.  In  case of  future requirement, 
NPCI can enable SSO on same console with license upgrade.

1). What is the current SSO solution in use? Set-8 Currently there is no SSO solution deployed at 
NPCI

107

2). The real integration between AM and IGA is for 
them to be in a common code base.This is the 
latest technology known as "Converged IAM" and 
is highly recommended by Gartner.

Requirements should contain "Converged 
IAM".

All public sector undertakings are 
preferring to take "Make in India" 

solution. This is due to security and 
support concerns.There is no mention of 
"Make in India" stipulation in the RFP. It 

should be included.

Set-8 Refer corrigendum 1

108 Section 9 -technical 
specification

49 4.19
The bidder shall either provide or design a customizable ‘landing page’ for all external 
access.

What level of customization is expected/required? Set-8 Details will be shared with succesful bidders
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109
Section 9 -technical 

specification
49 4.22 The solution must allow to easily identify high-risk via reporting and analytics.

what kind of risk is expected to be identified by 
the solution?

Set-8
Solution should be able to show the dormant, 
orphan users, high risk due to multi access or any 
kind of risk analysis done by IDAM tool

110 Section 9 -technical 
specification

49 5.6
Admin should be able to build custom workflows to integrate with application from 
frontend.

Do you mean that integration of application using 
the frontend?

Set-8 Yes, good to have

111
Section 9 -technical 

specification
49 6.1 Proposed solution should provide APIs for integration with Legacy Applications

API's for Integration with legacy application for 
account lifecycle management(CRUD Operations)? 

Set-8
API integration supported by the tool to integrate 
with reporting, analytics & administrative tools of 
NPCI

112 Section 9 -technical 
specification

51 7.16
The solution shall automatically scale to accommodate spikes in usage, such as 
quarterly or annual certifications.

What is the concurrency expected during the 
spikes or high load period?

Set-8 Concurrent connection expected in around 500+

113
what kind of recommendations are expected for 
the certifiers?

Set-8
Access recommendation should be provided to 
the certifiers which can make more informed 
access decision.

114 For example - % of retain or revoke for the specific 
access

Set-8 Details will be shared with succesful bidders

115 Section 9 -technical 
specification

52 7.26
The solution must provide reports which outlines defined security risks by 
application.

Provide the sample report of security risk defined 
by the application

Set-8 Solution should be able to provide report and 
notify based on policy defined by security risk. 

116
Section 9 -technical 

specification
52 7.27

The solution must provide approvers with additional support for access certification 
decision making. I.e., Context and recommendations.

what kind of recommendations are expected for 
the approvers?

Set-8

Solution should provide access recommendations 
to empowers users and certifiers in our 
organization to make more informed access 
decisions.

117 SOW 1 3.1 Point 6
Solution proposed should be completely on-premises with hybrid support 
deployment. The public Cloud based solutions should not be proposed under this RFP 
and if proposed, will not be considered.

Dedicated Cloud hosting will be considered, if it is 
hosted on OEM AWS Cloud (Dedicated to only 
NPCI)?

Set-8
No, solution deployment has to be completely on-
prem setup

118 SOW 2 3.1 Point 13
The bidder shall assign project manager and associated support personnel to be 
positioned at NPCI site for complete project deployment in order to ensure smooth 
completion of this project within the agreed timelines.

Project manager , Implementation team should be 
onsite for the full project or only need basis? 
Support resource should be full time onsite post 
the implementation?

Set-8
Implementation team should be on-site till 
deplyment is completed

119
Non Functional Requirement- 

Backup and Archiving
3 3

The methodology or strategy used should be in alignment with NPCI’s Backup and 
Archival strategy. NPCI will share the Backup, archival and restoration policy with the 
successful bidder. It is standard process which aims for zero data loss during failure.

what is the NPCI’s Backup and Archival policy. 
Based on this information hardware specifications 
will be provided along with the proposal.

Set-8 Details will be shared with succesful bidders

120
Non Functional Requirement- 

Backup and Archiving
3 6 Data retention period will be shared with the successful bidder only.

To arrive at the hardware specifications, it is 
required to understand the data retention period.

Set-8 6 months

121
Non Functional Requirement- 

Backup and Archiving
3 7

Bidder shall provide requirement explicitly for VM and Storage infrastructure for 
implementation of each solution as part of its bill of material(BOM). The change in 
requirement at later stage may affect the project and its timelines. The bidder shall 
own the responsibility for any such

Data retention period and Backup and Archival 
policy is required to provide the accurate 
hardware specifications for DC and DR 
Environment.

Set-8 Details will be shared with succesful bidders

122 Scope of work 12 or 92 8
The solution should include deployment of Directory Service, User Life Cycle 
Management functionality, Single Sign On (SSO), Identity governance module, Access 
certification and request

Is this RFP to implement Identity Governance and 
Administration or it requires us to bring and  
implement SSO and MFA solution

The understanding is that it’s an IGA RFP 
and hence MFA and SSO are not to be part 

of this RFP
Set-9 Refer corrigendum 1

123 Scope of work 12 or 92 13 Resources location

Can we have project manager and minimal 
resources deployed at NPCI location during 
implementation and rest of the project personnel 
in remote location and will NPCI provide remote 
access connection to project personnel?

Set-9 Noted

124 Scope of work 11 or 92 Required Hardware and software other than IDAM software

Point 7 in page 11 of 92 says,  "All components of 
the solution offered should run on NPCI’s servers, 
at NPCI’s premises.", point 7 in page 14 of 92 says 
bidder should provide VM and storage BOM,  at 
the sametime point 14 in page 12 of 92 says 
bidder shall perform "Firmware Upgrades, 
Software System monitoring, Operating System 
Upgrades, OS Administration & patching, Any 
support required to make systems & software up 
and running"

Set-9

Hardware will be provisioned by NPCI & will 
provide support related to Hardware only. Rest 
everything with specific to operating system & 
application has to be supported by bidder.

125 Scope of work 11 or 92 Required Hardware and software other than IDAM software
These two statements are contradicting. pls clarify 
what will be provided by NPCI (other than IDAM 
software that we will bring).

Set-9

Hardware will be provisioned by NPCI & will 
provide support related to Hardware only. Rest 
everything with specific to operating system & 
application has to be supported by bidder.

52 7.21
The solution provides certifiers AI-based recommendations to help provide guidance 
around access within a certification.

Section 9 -technical 
specification
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126 Scope of work 11 or 92 Required Hardware and software other than IDAM software

Shall we assume, will NPCI provide all required 
hardware like server/VM, Network devices, 
storage units, network connections, Application 
server software, DB software, DB cluster software, 
backup software and manage underlying 
infrastructure as per the specification provided us 
or expects the bidder to bring them and manage 
them?

Set-9

Hardware will be provisioned by NPCI & will 
provide support related to Hardware only. Rest 
everything with specific to operating system & 
application has to be supported by bidder.

127 Scope of work 11 or 92 Required Hardware and software other than IDAM software
incase if Bidder is expected to bring and manage, 
will NPCI provide racks to mount servers? how the 
network connectivity, storage etc will be provided

Set-9

Hardware will be provisioned by NPCI & will 
provide support related to Hardware only. Rest 
everything with specific to operating system & 
application has to be supplied & supported by 
bidder.

128 Scope of work 11 of 92 3.1 Scope of work Type of application and number of application on each type

Its mentioned to integrate totally 80 applications 
with IDMA solution. Kindly provide type of 
integration/interface avilable and number of 
application under such type.

Set-9 Details will be shared with succesful bidders

129 Scope of work 11 of 92 3.1 Scope of work Authoritative source

Shall we assume all employees identity details can 
be sorced from HRMS. Do you have a single source 
from we can consume non-employees 
(contractors, thirdparties, vendors etc). If not, pls 
elaborate on the non-employee source, how to 
consum such non-employees details

Set-9 Active Directory/ Application specific

130 Scope of work 11 of 92 Point # 5
Solution should be deployed in the NPCI’s DC & DR Site each in High Availability 
(Active-Active or Active-Passive) with no manual intervention required for site switch 
over

Providing auto failover with no manual 
intervention required won't be possible in on-
premises solution. Can this clause be removed?

Set-9 No change in RFP

131 Scope of work 16 of 92 Acceptance Its mentioned as 1 month of testing will be performed by NPCI before Go-Live

Does this 1 month time to be considered as user 
acceptance testing duration? If yes, shall we 
consider this 1 month time is outside 
implementation of 16 weeks? If not pls clarify the 
meaning of 'Acceptance' clause

Set-9 Yes, UAT will be outside implementation plan

132 Scope of work 31 of 92 and 11 of 92
8.10 Delivery schedule 

& 3.1 Scope of work
Integration of IDAM solution timeline

Section 3.1 clause 1 says 60 existing applications 
and 20 new applications to be integrated with 
IDAM.  Section 8.10 says the integration should be 
completed with in 16 weeks which includes 
delivery of software, installation and commission 
of IDAM software and integration of application to 
be completed within 16 weeks or expected time 
for integration is 12 weeks.

Set-9 Refer corrigendum 1

133 Scope of work 31 of 92 and 11 of 92
8.10 Delivery schedule 

& 3.1 Scope of work
Integration of IDAM solution timeline

We feels its too stringent timeline.  Also its highly 
depends on the target application availability, 
clarity that target application team can provide to 
the technical and non technical questions, review 
and sign-off by NPCI team, availability of 20 new 
application (assumed its yet ot be developed), etc. 
Could to pls explain the rationale behind for such 
very limited timelines for integration?  what 
usecases are expected to implement within 12 
weeks?

Set-9 Refer corrigendum 1
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134 Scope of work 31 of 92 and 11 of 92
8.10 Delivery schedule 

& 3.1 Scope of work
Integration of IDAM solution timeline

We would prefer to have quality time to integrate 
and test. Shall we integrate a portion of 
applications, say 15 applications within this 16 
weeks, Go-Live and integrate remaining 
applications (from total 80 applications) be 
integrated during operational support period. 
Kindly provide clarity

Set-9 Refer corrigendum 1

135 Scope of work 15 of 92 Go Live Go-live time
Is it expected to have Golive during week day or 
weekend?

Set-9 non India business hours

136 Scope of work 33 of 92
8.16 Service Level 

Requirements (SLA)
Severity Levels

Kindly provide number of tickets for each serverity 
level per month expected to address per 

Set-9 Details will be shared with succesful bidders

137 Scope of work 11 of 92 3.1 scope of work DC & DR Site each in High Availability What is the RTO and RPO are expected. Set-9 Details will be shared with succesful bidders

138 Scope of work 15 of 92 Training Training mode and location
Shall we provide product training based on web 
sesssion or on-site training is expected? If onsite 
training is expected what city to be considered

Set-9 Mumbai

139
Prepartion of System 

Requirement Document
15 of 92 Training Training mode and location

Does NPCI expect the training to be provided by 
the bidder or OEM? Is NPCI expecting a a 
confirmation stating training has been completed 
from bidder or OEM?

Set-9 OEM has to provide training to NPCI officials

140 Indemnity 37 of 92 Indemnity Indemnity

We propose to that the bidder’s liability to 
indemnify the client as per the provisions of clause 
8.24 would be limited to the total contract value. 
Is this acceptable to NPCI?

Set-9 No change in RFP clause

141 Obligations of the Bidder 38 of 92 General

We shall be allowed to retain sufficient 
documentation as part of our professional records 
to support and evidence the work performed by 
us. Such retention shall be subject to obligations 
of confidentiality mentioned herein. Pls confirm is 
this is acceptable to NPCI.

Set-9 No change in RFP clause

142 Bid process 22 of 92
5.13 Envelope/Folder 

bidding process
Format of bid submission

Is it must to submit the bid documents in 
hardcopy/paper version in addition to electronic 
version through email or bid submission through 
email is sufficient.

Set-9

NPCI will accept digitally signed/ physical signed & 
scanned bid documents through email.
Eligibility and Technical bid.  Commercial bid 
(password protected). Refer clause 5.13 which 
clearly states that bid to be submitted through 
email.

143 Bid process 22 of 92
5.13 Envelope/Folder 

bidding process
Format of bid submission

For the electronic version of document, is it must 
to degitally sign?

Set-9 Yes. (refer above response for further clarity)

144 Technical Scoring Matrix 27 of 92 7.3
Customer BFSI reference in India-Minimum 2 Size of the deployment in terms of 
number of Endpoints and Servers 

Would it be okay to have the BFSI references from 
bidder/OEM for global deployments having  
deployed in India as one of the overall deployment 
locations

Set-9
Customer reference needs to have from both OEM 
& Bidder

145 Successful Evaluated Bidder 28 of 92 7.5
The bidder with lowest commercial bid as per Clause 7.4 will be declared as the 
successful bidder. 

What if L1 is not T1? What will be the weightage 
of both? If a bidder is L1 but T2, would it be 
considered as the successful bidder?

Set-9
The RFP outlines bidder evaluation process. Pls 
refersection 7.

146 Annexure-N 87  of 92 Qty=3000
How many users have access to less than or equal 
to 5 applications out of the 3000. How many are 
employees and non employees?

Set-9 Details will be shared with succesful bidders

147
Section 9 - Technical 

Specifications
1.8 Solution should provide a facility to back up all the configuration and export in a file.

This is for the exporting some of the places not the 
whole solution? Please put some more light

Set-9
Policies and SOD defined in the IDAM solutions 
need to be exported. 
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148
Section 9 - Technical 

Specifications
1.1

The suite should support integration with all leading database servers including 
Oracle RDBMS, IBM DB2, Microsoft SQL Server, SAP Sybase ASE, Teradata, ADABAS, 
MySQL, FileMaker, Microsoft Access, Informix, SQLite, PostgresSQL, AmazonRDS, 
MongoDB, Redis, CouchDB, Neo4j, OrientDB, Couchbase, Toad, phpMyAdmin, SQL 
Developer, Seqel PRO, Robomongo, Hadoop HDFS, Cloudera, MariaDB, Informix 
Dynamic Server, Altibase, DbVisualizer

What all DB are being used by NPCI and which one 
is more critical?

Set-9 Details will be shared with succesful bidders

149
Section 9 - Technical 

Specifications
1.14

The bidder should schedule backup of full database & configuration of all 
components of Identity and Access Management Solution along with all its 
configurations on defined frequency. It should be possible to restore the backup of 
full database & configuration. The bidder shall perform the archival and purging of 
database as per laid down guidelines and policies of NPCI. 

I am assuming DB backup and restore is going to 
takencare by the NPCI and Bidder will help to do 
so.

Set-9
DB back up and restore has to be taken care by 
OEM / Bidder

150 Section 9 - Technical 
Specifications

2.2 User ID Lock/Unlock - locking and unlocking of users manually or automatically based 
on event or workflow and mass lock & unlock. 

I believe you are looking either of one or both? Set-9 We are looking for the both ID lock and Unlock

151
Section 9 - Technical 

Specifications
2.5

User ID Merging - Ability to merge user ID / identities in cases where multiple 
identities are created for a single person. 

Does it mean IDs are created on same application 
with different name or same userID and want to 
merge?

Set-9 Refer corrigendum 1

152
Section 9 - Technical 

Specifications
2.15

User ID provisioning and de-provisioning based on event - Provisioning and de- 
provisioning of users based on events such as approval and updation of all dependent 
target department. 

Can please explain this use case? Set-9
Solution should be able to provison and de 
provision user ID automatically by providing the 
features of creating workflows. 

153
Section 9 - Technical 

Specifications
2.28

The solution should support provisioning/de-provisioningof users as well if the user ID 
of the users in the application is different from the user ID in the Active Directory.

Please put some more light on this use case? Set-9 Refer corrigendum 1

154
Section 9 - Technical 

Specifications
3.4

Solution should support MFA capabilities including FIDO2/Web Authentication, OA 
TH (TOTP/HOTP) for access management in IDAM solution 

I assume this is for Password reset, Please confirm 
if it related to password reset or Login into the 
Portal?

Set-9 Password reset or login into the portal

155
Section 9 - Technical 

Specifications
3.5

The solution should have authentication options for users/groups, it should supports 
authentication of users via Integrated Windows Authentication (Kerberos) or NTLM 
(NTLM v1 and v2 in Session Security), or LDA 

Please confirm if this is for IGA solution or It is 
more towards authentication of application in 
SSO?

Set-9 Refer corrigendum 1

156
Section 9 - Technical 

Specifications
3.6 Solution should allow for secure passwordless authentication of users. 

I assume this is more related to authentication, do 
we mean when user login into the application 
portal?

Set-9 Refer corrigendum 1

157 Section 9 - Technical 
Specifications

4.4 The solution should be able to ingest data from an existing IDAM solution to 
determine existing access.

Is it limited when I do migration from existing 
IDAM to New IDAM ?

Set-9 Yes

158
Section 9 - Technical 

Specifications
6.11

Solution should allow users provisioned to a target system based on a “Rules”, 
“Roles” or “Workflow”. Solution should provide a single connected system allow for 
more than one method simultaneously. 

Please explain "Solution should provide a single 
connected system allow for more than one 
method simultaneously. "

Set-9 Refer corrigendum 1

159 Section 9 - Technical 
Specifications

7.16 The solution shall automatically scale to accommodate spikes in usage, such as 
quarterly or annual certifications. 

Are we talking about spike in infra. Set-9 Platform should able to effortlessly scalable to 
millions of identities. 

160
Section 9 - Technical 

Specifications
7.24

Solution should validate data entered both manually and through data feeds 
(through user interaction and bulk loads) 

Please explain type of validation and on which 
fields

Set-9
Solution should have validation rule or script 
which can be used to validate the data entered on 
a reports. 

161
Section 9 - Technical 

Specifications
8.7

solution should contain governance administration capabilities integrate tightly with 
the provisioning solution so that any access that is denied is immediately revoked?

I assume this is related to access revocation when 
id is being disabled or any access certification 
happened and approved selected revoke so access 
or entitlement access can be revoked. Please 
confirm

Set-9

Solution should provide access revocation when id 
is being disabled or any access certification 
happened and approved selected revoke so access 
or entitlement access can be revoked.

162 Section 9 - Technical 
Specifications

8.2 Solution should be able to manage segregation of duties in applications as well as 
infrastructure systems. 

Please elaborate SOD on Infrastucture System? Set-9 Refer corrigendum 1

163
Section 9 - Technical 

Specifications
8.23

Solution should track and monitor the risk of each user based on that user’s access to 
sensitive applications and data (identity risk scoring). 

is it related to Access Management in SSO? Set-9
Solution should be able to determine overall 
Identity Risk Scores based on role, entitlement, 
and policy

164 Section 9 - Technical 
Specifications

8.29 Solution should capture all activity information as part of audit logging & forward it 
to SIEM. 

Which SIEM tool being used? Set-9 Details will be shared with succesful bidders

165 Section 9 - Technical 
Specifications

8.3 The solution must support granular access control and authorization to facilitate 
gathering of logs of users access. 

If possible please provide business use case as an 
example.

Set-9 User access review

166 Delivery schedule 8.10 Delivery schedule
Delivery, installation, commissioning & integrations of Identity and access 
management solution with NPCI applications as per scope define should be 
completed within 16 weeks from the date of receipt of purchase order.

Delivery, installation, commissioning & 
integrations of Identity and access management 
solution with NPCI applications as per scope 
define should be completed within 20 weeks from 
the date of receipt of purchase order.

Set-10 Refer corrigendum 1
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167
RFP for procurement of 

identity and access 
management (IDAM) solution

87 Annexure N Total number of licenses. The table indicates 3000 licenses. 

What is the total number of users? Please provide 
a break down:
* Internal users
* 3rd party vendors
* temp users
* expected growth per year

Set-11 Details will be shared with succesful bidders

168 Delivery schedule 31 8.1
Delivery, installation, commissioning & integrations of Identity and access 
management solution with NPCI applications as per scope define should be 
completed within 16 weeks from the date of receipt of purchase order.

The schedule of 16 weeks is an optimistic one. We 
would like to propose a phased approach to 
complete the deliverables 

Set-11 Refer corrigendum 1

169
RFP for procurement of 

identity and access 
management (IDAM) solution

72 1.5
The Solution quoted by the bidder should be in Gartner Leader or Challenger Magic 
Quadrant for Identity and access management solution, or Forrester wave leader or 
strong performers in consecutively for last Two years (Two of last 3 years).

In the latest Magic Quadrant for Access 
Management, we are only mentioned in 
Honorable Mentions section. However this is for 
access, not Identity management.

Set-11 Refer corrigendum 1

170
RFP for procurement of 

identity and access 
management (IDAM) solution

72 1.5
The Solution quoted by the bidder should be in Gartner Leader or Challenger Magic 
Quadrant for Identity and access management solution, or Forrester wave leader or 
strong performers in consecutively for last Two years (Two of last 3 years).

Wasn't able to find anything recent from Forrester 
with regards to identity management.

Set-11 Refer corrigendum 1

171
RFP for procurement of 

identity and access 
management (IDAM) solution

72 1.5
The Solution quoted by the bidder should be in Gartner Leader or Challenger Magic 
Quadrant for Identity and access management solution, or Forrester wave leader or 
strong performers in consecutively for last Two years (Two of last 3 years).

We would request to consider Kuppinger Cole IGA 
report.

Set-11 Refer corrigendum 1

172
RFP for procurement of 

identity and access 
management (IDAM) solution

11 3.1
The bidder should install and integrate with all the existing application (60) and new 
applications (20).

Could you please supply a list of application 
names along with the available integration 
approaches for each, such as LDAP, SCIM, JDBC, 
API, CSV, etc.?

Set-11 Details will be shared with succesful bidders

173
RFP for procurement of 

identity and access 
management (IDAM) solution

45 1.18
The solution should be able to ingest data from an existing IDAM solution to 
determine existing access.

What is the existing IDAM solution used by NPCI? Set-11 Details will be shared with succesful bidders

174

Dedicated person to be 
assigned for complete 

product deployment on site 
or remote 24*7 *365.

14 1 We will be positioning 1 dedicated resource 9*6 (Monday to Saturday) for a year. Set-11 Noted

175 Scope of Work 11 3.1

IDAM solution should also facilitate access to underlying infrastructure components 
such as application servers, databases, big data stores, middleware & messaging 
components, web servers, web services, ERP packages, virtual systems and cloud 
resources.

Understand is that this will require IGA platform to 
be integrated with a Privileged Access 
Management (PAM) platform; is a PAM solution 
already available? If yes, which PAM platform is 
being leveraged?

Set-12 Details will be shared with succesful bidders

176 Scope of Work 11 3.1.5
Solution should be deployed in the NPCI’s DC & DR Site each in High Availability 
(Active-Active or Active-Passive) with no manual intervention required for site switch 
over.

Understanding is Bidder will share the Hardware 
Sizing, NPCI will provision the required servers. 
Confirm whether our understanding is correct

Set-12 Yes

177 Scope of Work 12 3.1.12
The solution should have the capability to on-board & integrate the users of NPCI & 
it’s subsidiaries.

Are users from subsidiaries part of a different 
authoritative source?

Set-12 No 

178 Technical Specifications 50 9.6.7
The solution must support the ability to integrate with business-oriented chat 
systems - such as Microsoft Teams.

What use-cases needs to be supported using MS 
Teams integration?

Set-12 Integration with MS Office apps for access request 
to approve or reject. 

179 Technical Specifications 51 9.7.16
The solution shall automatically scale to accommodate spikes in usage, such as 
quarterly or annual certifications.

Does NPCI infrastructure support these 
functionalities? 

Set-12 Platform should able to effortlessly scalable to 
millions of identities. 

180 Scope of Work 12 3.1.8

The solution should include deployment of Directory Service, User Life Cycle 
Management functionality, Single Sign On (SSO), Identity governance module, Access 
certification and request with different back-end systems and should be integrated 
with our MFA solution.

Our understanding is that the IGA platform must 
support Single Sign On (SSO) capability;  there is 
no separate deployment of a Single Sign On (SSO) 
product involved. Please confirm

Set-12 Refer corrigendum 1
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181 Scope of Work 12 3.1.14

Post implementation of the solution, the bidder shall perform the following activities, 
but not limited to, from time to time, in relation to maintenance and 
upgrades/updates/patches:
(a) Firmware Upgrades
(b) Software System monitoring,
(c) Troubleshooting & Performance Tuning,
(d) Operating System Upgrades,
(e) Upgrades of supplied software,
(f) Advisories on software upgrades & vulnerabilities,
(g) Support during DR Drills,
(h) OS Administration & patching as per OEM guidelines (In case of Software image 
supplied by OEM/Bidder.
(i) Any support required to make systems & software up and running.

If hardware will be provided by NPCI then what is 
the expectation in terms of
(a) Firmware Upgrades
(d) Operating System Upgrades
Can NPCI's existing Software System Monitoring 
be leveraged?

Set-12

Hardware will be provisioned by NPCI & will 
provide support related to Hardware only. Rest 
everything with specific to operating system & 
application has to be supported by bidder.

182 Instruction to Bidders 23 5.14.14 RFP document duly sealed and signed by the authorized signatory on each page

How is this different from Point 5.14.12 on the 
same page?
Should RFP response be documented in a 
Word/PowerPoint/PDF?

Set-12

NPCI will accept digitally signed/ physical signed & 
scanned bid documents through email.
Eligibility and Technical bid.  Commercial bid 
(password protected). Refer clause 5.13 which 
clearly states that bid to be submitted through 
email.

183 Bid Schedule and Address 8 1.6 Last date and time for Bid Submission Can Bid Submission be extended by 2 weeks? Set-12 Refer Corringendum-1

184
RFP Reference No: 

NPCI/RFP/2023-24/IT/09 
dated 22nd Nov 2023

11 3.1 Scope of work:

IDAM solution should also facilitate access to underlying infrastructure components 
such as application servers, databases, big data stores, middleware & messaging 
components, web servers, web services, ERP packages, virtual systems and cloud 
resources

Kindly inform us whether access to these 
components is required or if only the integration is 
needed

Set-13 Only Integration is needed. 

185
RFP Reference No: 

NPCI/RFP/2023-24/IT/09 
dated 22nd Nov 2023

11 3.1 Scope of work: General

Kindly provide information on the expected total 
number of users and concurrent users for the 
IDAM application, as well as the anticipated year-
over-year growth.

Set-13
Expected no of user shared in RFP on Annexure N, 
other Details will be shared with succesful bidders

186
RFP Reference No: 

NPCI/RFP/2023-24/IT/09 
dated 22nd Nov 2023

31 8.10 Delivery schedule
• integrations of IDAM solution with all NPCI applications should be completed within 
next 12weeks.

1. Does this include both existing applications (60) 
and new applications (20)? Kindly confirm.

Set-13 Yes

187
RFP Reference No: 

NPCI/RFP/2023-24/IT/09 
dated 22nd Nov 2023

31 8.10 Delivery schedule
• integrations of IDAM solution with all NPCI applications should be completed within 
next 12weeks.

2. Is there a possibility of extending the 
integration timeline, given the challenge of 
integrating a total of 80 applications? As there is a 
penalty associated with timeline extensions.

Set-13 Refer corrigendum 1

188
RFP Reference No: 

NPCI/RFP/2023-24/IT/09 
dated 22nd Nov 2023

11 3.1 Scope of work:
1. The bidder should install and integrate with all the existing application (60) and 
new applications (20).

Kindly confirm whether all the applications that 
need to be integrated with the IDAM solution are 
compatible with SAML 2.0 or not.

Set-13 90% of applications are non API based

189
RFP Reference No: 

NPCI/RFP/2023-24/IT/09 
dated 22nd Nov 2023

44
Section 9 - Technical 

Specifications
The bidder should have minimum 2 skilled OEM certified staff deployed for NPCI for 
the proposed product.

Please specify the time durations during which 
certified engineers will be stationed.

Set-13 As mentioned in the RFP

190
RFP Reference No: 

NPCI/RFP/2023-24/IT/09 
dated 22nd Nov 2023

45
Section 9 - Technical 

Specifications
1.18 The solution should be able to ingest data from an existing IDAM solution to 
determine existing access.

Kindly provide us with details regarding the 
existing IDAM application. Additionally, please 
inform us of the protocol supported for the 
migration activity.

Set-13 Details will be shared with succesful bidders

191
RFP Reference No: 

NPCI/RFP/2023-24/IT/09 
dated 22nd Nov 2023

45
Section 9 - Technical 

Specifications
solution  should  support  the  creation  of  an  application  risk  model  to determine 
the relative risk of each managed application based on pre- defined risk factors.

We assume that NPCI is looking for Risk-based 
authentication module, Kindly confirm

Set-13 Understanding is correct

192
RFP Reference No: 

NPCI/RFP/2023-24/IT/09 
dated 22nd Nov 2023

46
Section 9 - Technical 

Specifications
2.16 Solution should be able to manage previously disparate data repositories, 
applications, and user data stores anywhere in the infrastructure stack.

Please provide information on the protocols 
supported by the respective data repositories, 
applications, and user data stores. 

Set-13 Details will be shared with succesful bidders

193
RFP Reference No: 

NPCI/RFP/2023-24/IT/09 
dated 22nd Nov 2023

76
Section 9 - Technical 

Specifications
3.8 Solution   should   have   SDK   and   APIs   that   support   authentication 
management and integration with external applications.

Need to know the protocol supported by the 
external application

Set-13 Details will be shared with succesful bidders
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194
RFP Reference No: 

NPCI/RFP/2023-24/IT/09 
dated 22nd Nov 2023

69
Section 9 - Technical 

Specifications
6.1 Proposed  solution  should  provide  APIs  for  integration  with  Legacy 
Applications

Kindly inform us of the number of legacy 
applications that need to be integrated with the 
IAM solution and the supported protocols of those 
applications.

Set-13 Details will be shared with succesful bidders

195
RFP Reference No: 

NPCI/RFP/2023-24/IT/09 
dated 22nd Nov 2023

79
Section 9 - Technical 

Specifications
6.15 System should be able to integrate with legacy applications that have no API's 
(both, native as well as web applications)

Please inform us if Header-based Single Sign-On 
(SSO) would suffice for this requirement

Set-13
Solution should be able to integrate with 
database or connectors, if legacy application 
dosen't support APIs for IDAM.

Point No.07 - Address of Bid Submission - Electronic bid response submission is 
acceptable to the following email address:

Envelope/Folder A (Eligibility) & Envelope/Folder B (Technical):

benny.joseph@npci.org.in
mazahir.poonawala@npci.org.in
Envelope/Folder C:
Commercial bid should be password protected.
The password to Commercial bid needs to be shared only upon notification of 
technical qualification.

Non-Functional 
Requirements

1. There shall be a provision for taking backups and archive the replica of the systems’ 
database and the application as well. There should be a provision of adequate 
Business Continuity Management (BCM).

Set-13

2. The methodology for the backing up of data and its archival may be indicated and 
provided by the bidder.

Set-13

3. The methodology or strategy used should be in alignment with NPCI’s Backup and 
Archival strategy. NPCI will share the Backup, archival and restoration policy with the 
successful bidder. It is standard process which aims for zero data loss during failure.

Set-13

4. The Application should have a capability for easy retrieval and restore of the 
backed-up data (both application and the database) with least amount of manual 
intervention with no data Loss events.

Set-13

5. Backup and restoration should be on premise. Backup procedure for Application 
and Database server of the proposed solution is required and to be demonstrated.

Set-13

6. Data retention period will be shared with the successful bidder only. Set-13
7. Backup & restore process should be smooth in case of both site failure & bidder 
should able to support for complete restoration, configuration & Integration with 
different application.

Set-13

198
RFP for procurement of 

identity and access 
management (IDAM) solution

27
7.3 Technical Scoring 

Matrix:
Customer BFSI reference in India- Minimum 2 (15)

Can a bidder submit references from both OEM 
/bidder 

Set-14
Bidder and OEM should have the same BFSI 
reference

199
RFP for procurement of 

identity and access 
management (IDAM) solution

27
7.3 Technical Scoring 

Matrix:
Size of the deployment in terms of number of Endpoints and Servers (5)

Instead of endpoints and servers this should be for 
number of applications and users

Set-14 Refer corrigendum 1

200
RFP for procurement of 

identity and access 
management (IDAM) solution

14
Onsite Manpower 

Required (In total for all 
solutions)

In addition of above, TAM from OEM should be available to support deployed 
resource at NPCI till successful implementation of solution.

Request to modify it as - TAM from the OEM 
certified bidder/partner

Set-14 OEM TAM will be required

201
RFP for procurement of 

identity and access 
management (IDAM) solution

12 8

8. The solution should include deployment of Directory Service, User Life Cycle 
Management functionality, Single Sign On (SSO), Identity governance module, Access 
certification and request with different back-end systems and should be integrated 
with our MFA solution.

Please clarify if the SSO solution to be included as 
a mandatory or optional component 

Set-14 Refer corrigendum 1

202
RFP for procurement of 

identity and access 
management (IDAM) solution

44 1.3
The bidder should have support offices in Mumbai, Hyderabad and Chennai in case of 
supply of Hardware module.

As per the RFP, all the hardware will be supplied 
by NPCI and hence there is no hardware 
component to be included as part of solution  
supplied and should be removed. We will provide 
the sizing requirement for proposed solution.

Set-14
Hardware will be provisioned by NPCI,  
requirements will be provided by the successful 
bidder

No change in RFP clause

NPCI has backup solution- details will be shared 
with succesful bidder

196
RFP Reference No: 

NPCI/RFP/2023-24/IT/09 
dated 22nd Nov 2023

Set-13

197

8
Section 1 - Bid Schedule 

and Address

We kindly request and recommend that you 
release the Request for Proposal (RFP) or bid on 
GeM or an e-procurement portal. Sharing a 
password-protected proposal via email poses a 
risk, as there are several tools that can easily 
bypass the password protection.

RFP Reference No: 
NPCI/RFP/2023-24/IT/09 

dated 22nd Nov 2023
13

We would request you to elobrate this clause, 
whether NPCI need any specific backup solutions 
like Veeam/Veritas/Commvault?

Backup and Archiving
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203
RFP for procurement of 

identity and access 
management (IDAM) solution

44 1.5
The Solution quoted by the bidder should be in Gartner Leader or Challenger Magic 
Quadrant for Identity and access management solution, or Forrester wave leader or 
strong performers in consecutively for last Two years (Two of last 3 years).

Request change as - The Solution quoted by the 
bidder should be part of Gartner Magic Quadrant 
for Identity and access management solution in 
any of Two years out of last 3 reports.

Gartner has published report for only 
2019,2021,2022. While Forrester Wave 

has non relevant reports for year 2021 & 
2022 so request drop Forrester wave 

reference

Set-14 Refer corrigendum 1

204
RFP for procurement of 

identity and access 
management (IDAM) solution

44 1.6
Solution should also support Single sign on feature. In case of future requirement, 
NPCI can enable SSO on same console with license upgrade. 

Please clarify if the proposed IDAM solution 
should also have capability of SSO which NPCI can 
procure in future as and when required and 
should not be included as part of proposed 
solution in response to this RFP.  

Set-14 Understanding is correct

205
RFP for procurement of 

identity and access 
management (IDAM) solution

45 1.18
The solution should be able to ingest data from an existing IDAM solution to 
determine existing access.

Please provide more details in terms of versions 
and OEM of IDAM solution.

Set-14 Details will be shared with succesful bidders

206
RFP for procurement of 

identity and access 
management (IDAM) solution

46 2.1
Delegated Group Management in Active Directory - Allows group creation, deletion, 
and management to be performed by identified users based on authority delegation 
by administrators.

Are you looking for Active Directory Administrative 
solution which provide feature as mentioined in 
the clause. 

Set-14
Solution should be able to Delegated Group 
Management in Active Directory

207
RFP for procurement of 

identity and access 
management (IDAM) solution

47 2.25
The solution should be able to generate unique attributes at provisioning time based 
on data collected, or by calling the system to validate attribute values.

Request clarify on the exact use case and 
expectation. 

Set-14
During onboarding process, solution should be 
able generate unique id's for users.

208
RFP for procurement of 

identity and access 
management (IDAM) solution

47 3.4

Solution should support MFA capabilities including FIDO2/Web Authentication, OATH 
(TOTP/HOTP) for access management in IDAM solution and Solution should also 
support federation protocols: SAML, Liberty, WS-Federation, ADFS, Oauth, OpenID 
Connect.  

The use cases in the clause are related to Access 
management and MFA, hence please confirm if 
the proposed solution needs to comply with any 
existing MFA solution or it need to be 
incorporated as part of overall IDAM solution 
proposed.

Set-14 Solution should be able to integrate with MFA

209
RFP for procurement of 

identity and access 
management (IDAM) solution

48 4.11
The solution offers the ability to define your own identity attributes and control the 
data mappings and values.

Request clarification on the requirement. Set-14

Solution should have an exhaustive data mapping 
architecture which can allows mapping of 
attributes in a very uder friendly manner and also 
allows for creation of custom attributes.

210
RFP for procurement of 

identity and access 
management (IDAM) solution

49 4.18
Solution should incorporate a consolidated user management facility to "front-end" a 
variety of systems, allowing a security administrator to manage one user across a 
variety of systems with a single program / GUI

Request clarification on the requirement and 
confirm if It is referred to IGA/IM Admin interface

Set-14

solution should provide a centralized access 
request management portal for administrators to 
manage user accounts and accesses across 
multiple application. 

211
RFP for procurement of 

identity and access 
management (IDAM) solution

49 5.7
Solution should provide Azure Admin connector or able to build the connectors to 
assign licenses to employees, vendors, and external user’s on O-365 Apps based on 
various categories of licenses. 

Request clarify if O365 and Azure applications are 
in the scope of this RFP and needs to be 
incorporated as part of the overall solution.

Set-14
Solution should be able to integrate with azure AD 
for assigning O365 licesnes to employee and 
vendors. 

212
RFP for procurement of 

identity and access 
management (IDAM) solution

50 6.9
Solution should provide the ability to grant system "authority" to particular Identity 
attributes, i.e. designate different authoritative sources for different attributes.

Request provide more clarification on the entire 
use case and expectation from RFP clause and 
which are vthe possible authoritative source for 
for different attributes.

Set-14
Solution should support attribute updates from 
authoritative sources using a attribute mapping 
and  fully configurable data reconciliation

213
RFP for procurement of 

identity and access 
management (IDAM) solution

50 6.16
System should allow a combination of UI automation, DB queries and Api's to 
integrate with each application.

Request clarification on UI automation and are 
you referring it to RPA solution and will NPCI be 
providing  RPA solution.  Please share on NPCI 
existing RPA solution.

Set-14
Solution should be able to integrate with 
application via UI automation for SSO, good to 
have UI automation as a mode of integration. 

214
RFP for procurement of 

identity and access 
management (IDAM) solution

51 7.7
Access requests should be able to be extended into a custom platform of choice - like 
MS Teams, or even custom portals.

Request provide more clarification on extending 
into custom platform of choice like MS-Teams or 
custom portals.  Also confirm if MS-Teams is 
integrated with Active Directory and User 
management API details for custom portal. 

Set-14
Integration with MS Office apps for access 
approve or reject request

215
RFP for procurement of 

identity and access 
management (IDAM) solution

51 7.14
A comprehensive user-friendly interface for conducting certification campaigns, 
including access reviews and certification-triggered remediations such as access 
revocation from target systems shall be included in the cloud identity solution.

Request clarification on the requirement and as 
per RFP NPCI is looking for onprem IDAM soluion 
so why 'Cloud Identity Solution' referred in the 
clause. 

Set-14 Refer corrigendum 1
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216
RFP for procurement of 

identity and access 
management (IDAM) solution

51 7.15
The certification process must provide closed-loop validation that revoked access of 
the user’s if provisioned directly by passing IDAM solution to the target application. 

Kindly elaborate on closed-loop validation and its 
use case.

Set-14

Solution should have a closed loop remediation 
feature which can utilizes a seperate provisioning 
system to automatically revoke roles and 
entitlements based on the results of the  
certification process.

217
RFP for procurement of 

identity and access 
management (IDAM) solution

52 7.28
The solution must provide signals for filtering certifications based on a defined risk 
score.

Kindly provide more clarification on signals for 
filtering certifications and its use case.

Set-14
The solution should supports filtering 
certifications to target specific identities and 
accesses.

218
RFP for procurement of 

identity and access 
management (IDAM) solution

52 7.28
The solution must provide a signal for the automation of certifications based on 
defined risk score, both on a bulk and individual item basis.

Kindly provide more clarification on signal for 
automation and its use case.

Set-14
solution should be able to allows certifiers to 
make bulk actions on any reviews.  

219
RFP for procurement of 

identity and access 
management (IDAM) solution

53 8.10
The solution must support the definition of account or identity attribute access 
policies.

Kindly provide more clarification on definition of 
account or identity attribute access policies and its 
use case.

Set-14
solution should be able to  integrate with an 
application and access the attributes that will be 
used to make authorization decisions. 

220
RFP for procurement of 

identity and access 
management (IDAM) solution

53 8.14
solution should support bulk corrective or mitigating actions (such as an ad hoc 
certification) be taken against high-risk user populations discovered via reporting or 
analytics.

Kindly provide more clarification on the RFP clause 
and its exact use case

Set-14
solution should be able to allows certifiers to 
make bulk actions on any reviews. 

221
RFP for procurement of 

identity and access 
management (IDAM) solution

54 8.20
Solution should be able to manage segregation of duties in applications as well as 
infrastructure systems.

Kindly elaborate on infrastructure systems as 
Infrastructure system and their access should be 
managed by PAM solution.  Request to provide 
more detailed information  on the exact use case.

Set-14 Refer corrigendum 1

222
RFP for procurement of 

identity and access 
management (IDAM) solution

54 8.25
The system should have the capability of actioning policy violations in an automated 
manner. 

Please clarify on the point as automated action 
can be destructive

Set-14
As mentioned in the RFP, solution should have 
capability to take actions on policy violation in 
automated manner.

223
RFP for procurement of 

identity and access 
management (IDAM) solution

54 8.27
solution should recommend risk mitigation actions for high-risk users, such as activity 
monitoring, ad hoc certifications, or remediation of policy violations.

Please clarify on the exact use case from an user 
activity monitoring perspective as user activity 
information will be available from Access 
Management solution which as per RFP is an 
optional component.

Set-14
Solution should have the capability to perform 
access reviews on an ad-hoc or event-driven basis, 
such as when a user changes roles. 

224
RFP for procurement of 

identity and access 
management (IDAM) solution

54 8.30
The solution must support granular access control and authorization to facilitate 
gathering of logs of users access.

Please provide clarity on the exact use case 
requirement mentioned in the RFP.

Set-14

Solution should support attribute-based access 
control which can allows use of multiple 
attributes for authorization to provide a more 
granular approach to access control

225 8.10 Delivery Schedule 31/92 3 Installation & Commissioning of the IDAM Soln to be completed in 2 weeks Request you to extend this 4 weeks
Installation is to be done in HA both in DC 

& DR and would need time
Set-15 No change in RFP

226 8.24 Idemnity 37/92 8.24 Indemnity would be limited to court or arbitration awarded damages
Can the indemnity be limited to the value of the 
order

Keeping it open would discourage bidders 
from bidding

Set-15 No change in RFP clause
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227 Payment Term 36

Software:
• Payment of Software component of Deliverables will be released within 30 days 
after delivery and successful Software activation along with submission of correct 
invoice, necessary supporting documents and Software activation report duly signed 
by NPCI officials.
Installation:
• Payment shall be made within 30 days after installation of the aforementioned 
Software at NPCI DC & DR site along with submission of correct invoice and 
installation report signed by NPCI officials.
Support:
• Support charges shall be paid quarterly in arrears after availing support services. 
Payment will be released within 30 days of receipt of correct invoices along with 
necessary documents / Certificates duly signed by authorized NPCI official.
• The recurring support charges will be paid quarterly in arrears after submission of 
necessary invoice and submission of quarterly reports including SLA and after 
deduction of penalties if any. For the purpose of payment, the end of the quarter will 
be June, Sept, Dec and March. The quarterly bills for the solution should be 
submitted to NPCI within 10 days of the last day of the relevant quarter.
• Invoice shall contain all details regarding PAN & registration number for GST. In the 
event there is any discrepancy in the Invoice and/or any in case of any incorrect 
invoice sent to NPCI by Bidder; Bidder would be suitably informed by NPCI to send a 
rectified invoice. The payment to such rectified invoice shall be made within 30 
working days from date of receipt of the rectified invoice.
Licenses and Support
• 100 % yearly payment in advance within 30 days after delivery of the deliverables 
along with submission of original tax invoice and delivery challan duly verified by 
NPCI officials.

Please share more clarity on the mentioned 
payment terms 

Set-16
The payment terms outlined are well articulated 
and self explainatory. No change in RFP clause.

228 General Query
How many users do you intend to manage using 
this solution?

Set-16 As per RFP (Annexure N)

229 General Query
Please mention the count of users under each 
category

Set-16 Details will be shared with succesful bidders

230 General Query Internal Users - Employees Set-16 Details will be shared with succesful bidders

231 General Query Internal Users - Vendors / Service Providers Set-16 Details will be shared with succesful bidders

232 General Query External Users Set-16 Details will be shared with succesful bidders
233 General Query << Add other types also if required>> Set-16 Details will be shared with succesful bidders

234 General Query
Mention the system that can be considered as 
authoritative source of information for following 
types of internal users

Set-16 Active Directory/ Application specific

235 General Query Internal Users - Employees Set-16 Active Directory/ Application specific

236 General Query Internel Users - Vendors / Service Providers Set-16 Active Directory/ Application specific

237 General Query External Users Set-16 Active Directory/ Application specific

238 General Query

Is there a centralized authentication directory for 
users in scope? Example - For employees, the 
authentication directory is corporate AD; external 
users are authenticated at a separate LDAP 
directory.

Set-16 Active Directory/ Application specific

239 General Query

Is there a centralized HRMS system that can be 
considered as authoritative source of information 
for all employees? If Yes please provide the 
details, authoritative source for vendors?

Set-16 Details will be shared with succesful bidders

240 General Query How many Active Directory domains are presents? Set-16 Details will be shared with succesful bidders

241 General Query
What is the email system used? E.g. Microsoft 
Exchange, Lotus Notes, etc.

Set-16 Details will be shared with succesful bidders

242 General Query
Is there an existing multifactor authentication 
system? Is yes, please provide the name and 
version details

Set-16
This will be rest API based MFA solution already 
deployed at NPCI

243 General Query
What is current IDAM solution NPCI has and it’s 
existing deployment details as mentioned in Anex 
1.18?

Set-16  Details will be shared with succesful bidders
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244 General Query How many user’s lifecycle events are generated ? Set-16 Need more clarity on the query

245 General Query Approximate number of new joiners in a month? Set-16  Details will be shared with succesful bidders

246 General Query
Approximate number of user modifications in a 
month?

Set-16 Details will be shared with succesful bidders

247 General Query
Approximate number of user terminations in a 
month?

Set-16 Details will be shared with succesful bidders

248 General Query
How many accounts/accesses to applications 
(under this project scope) does an average user 
have?

Set-16 Details will be shared with succesful bidders

249 General Query
We recommend Go-live in phases and releases? Is 
that acceptable to NPCI?

Set-16 Yes

250 Delivery schedule 31

Delivery, installation, commissioning & integrations of Identity and access 
management solution with NPCI applications as per scope define should be 
completed within 16 weeks from the date of receipt of purchase order.
• Delivery of software and licenses should be within 2 weeks.
• Installation and commissioning of IDAM solution should be completed within next 2 
weeks.
• integrations of IDAM solution with all NPCI applications should be completed within 
next 12weeks.
• Installation Certificate for each installation should be signed by NPCI and the 
bidder.
• Training and certification has to be completed within 16 weeks of time from date of 
issuance of PO.

Request Honourble tendering commitee to revist 
the clause :-                      Delivery, installation, 
commissioning & integrations of Identity and 
access management solution with NPCI 
applications as per scope define should be 
completed within 20 weeks from the date of 
receipt of purchase order.
• Delivery of software and licenses should be 
within 6 weeks.
• Installation and commissioning of IDAM solution 
should be completed within next 6 weeks.
• integrations of IDAM solution with all NPCI 
applications should be completed within next 16 
weeks.
• Installation Certificate for each installation 
should be signed by NPCI and the bidder.
• Training and certification has to be completed 
within 20 weeks of time from date of issuance of 
PO.

Set-16 Refer corrigendum 1

251 Scope of Work 3 1

IDAM solution should also facilitate access to underlying infrastructure components 
such as application servers, databases, big data stores, middleware & messaging 
components, web servers, web services, ERP packages, virtual systems and cloud 
resources.

Understanding is that this will require IGA 
platform to be integrated with a Privileged Access 
Management (PAM) platform; is a PAM solution 
already available? If yes, which PAM platform is 
being leveraged?

Set-16 Details will be shared with succesful bidders

252 Scope of work 11 1
The bidder should install and integrate with all the existing application (60) and new 
applications (20).

Please help us with a list of applications. 

Please provide atleast COTS applications 
list and SaaS apps list. This will help us 
reduce the efforts if SailPoint provides 

connectors for integrations. Also, there are 
places like SAP, ServiceNow where 

SailPoint licenses for connectors. This will 
help in licensing as well.

Set-17 Details will be shared with succesful bidders

253 Backup and Archiving 13 1
There shall be a provision for taking backups and archive the replica of the systems’ 
database and the application as well. There should be a provision of adequate 
Business Continuity Management (BCM).

Would the customer setup database backup with 
the help of datacenter operations assisted by 
guidance from bidder if the servers are provided 
by the customer in customer's datacenters?

This will allow customer to streamline 
datacenter operations rather than having 

identity management solution related 
backup & operations in separate silo.

Set-17
No, Bidder has to support for complete 
application, database & backup

254 Onsite manpower required 14 1
Dedicated person to be assigned for complete product deployment on site or remote 
24*7 *365

Is this mentioned only in production deployment 
and implementation perspective? Would the 
customer be fine with remote deployment for 
support activities

Set-17 Okay

255
Section 9 - Technical 

Specifications
1.1

The suite should support integration with all leading database servers including 
Oracle RDBMS, IBM DB2, Microsoft SQL Server, SAP Sybase ASE, Teradata, ADABAS, 
MySQL, FileMaker, Microsoft Access, Informix, SQLite, PostgresSQL, AmazonRDS, 
MongoDB, Redis, CouchDB, Neo4j, OrientDB, Couchbase, Toad, phpMyAdmin, SQL 
Developer, Seqel PRO, Robomongo, Hadoop HDFS, Cloudera, MariaDB, Informix 
Dynamic Server, Altibase, DbVisualizer

What all DB are being used by NPCI and which one 
is more critical?

Set-17 Details will be shared with succesful bidders
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256
Section 9 - Technical 

Specifications
1.1

The suite should support integration with all leading database servers including 
Oracle RDBMS, IBM DB2, Microsoft SQL Server, SAP Sybase ASE, Teradata, ADABAS, 
MySQL, FileMaker, Microsoft Access, Informix, SQLite, PostgresSQL, AmazonRDS, 
MongoDB, Redis, CouchDB, Neo4j, OrientDB, Couchbase, Toad, phpMyAdmin, SQL 
Developer, Seqel PRO, Robomongo, Hadoop HDFS, Cloudera, MariaDB, Informix 
Dynamic Server, Altibase, DbVisualizer

What all DB are being used by NPCI and which one 
is more critical?

Set-17 Duplicate query

257
Section 9 - Technical 

Specifications
1.14

The bidder should schedule backup of full database & configuration of all 
components of Identity and Access Management Solution along with all its 
configurations on defined frequency. It should be possible to restore the backup of 
full database & configuration. The bidder shall perform the archival and purging of 
database as per laid down guidelines and policies of NPCI. 

I am assuming DB backup and restore is going to 
takencare by the NPCI and Bidder will help to do 
so.

Set-17
No, Application has to support out of the box 
backup configuration & bidder is liable to 
configure the same as per NPCI requirement

258
Section 9 - Technical 

Specifications
1.14

The bidder should schedule backup of full database & configuration of all 
components of Identity and Access Management Solution along with all its 
configurations on defined frequency. It should be possible to restore the backup of 
full database & configuration. The bidder shall perform the archival and purging of 
database as per laid down guidelines and policies of NPCI. 

I am assuming DB backup and restore is going to 
takencare by the NPCI and Bidder will help to do 
so.

Set-17 Duplicate query

259
Section 9 - Technical 

Specifications
1.8 Solution should provide a facility to back up all the configuration and export in a file.

This is for the exporting some of the places not the 
whole solution? Please put some more light

Set-17
Application should have feature to do policy & 
configuration backup

260
Section 9 - Technical 

Specifications
1.8 Solution should provide a facility to back up all the configuration and export in a file.

This is for the exporting some of the places not the 
whole solution? Please put some more light

Set-17 Duplicate query

261 Training 15 2

The Bidders shall provide professional training by OEM or its Certified Training 
partner to the identified team (minimum 5 in number) on the solution(s) (for 
minimum 3 days) for features / service architecture, and functionality during and 
after implementation. The related certification should also be awarded to the 
trainees.

Would the customer be fine with the training 
proof of completion certificate from OEM 
(SailPoint)? Or is customer expecting a exam 
based certification?

Exam based certifications are very 
challenging and usually requires 6 months 

of experience with product + significant 
efforts. This is to ensure that we are not 
trying for the exam based certifications 

etc.

Set-17
Training proof of completion certificate can be 
accepted

262
Section 9 - Technical 

Specifications
2.15

User ID provisioning and de-provisioning based on event - Provisioning and de- 
provisioning of users based on events such as approval and updation of all dependent 
target department. 

Can please explain this use case? Set-17
Solution should be able to provison and de 
provision user ID automatically by providing the 
features of creating workflows. 

263
Section 9 - Technical 

Specifications
2.15

User ID provisioning and de-provisioning based on event - Provisioning and de- 
provisioning of users based on events such as approval and updation of all dependent 
target department. 

Can please explain this use case? Set-17 Duplicate query

264 Section 9 - Technical 
Specifications

2.2
User ID Lock/Unlock - locking and unlocking of users manually or automatically based 
on event or workflow and mass lock & unlock. 

I believe you are looking either of one or both? Set-17 We are looking for the both ID lock and Unlock

265 Section 9 - Technical 
Specifications

2.2
User ID Lock/Unlock - locking and unlocking of users manually or automatically based 
on event or workflow and mass lock & unlock. 

I believe you are looking either of one or both? Set-17 Duplicate query

266
Section 9 - Technical 

Specifications
2.28

The solution should support provisioning/de-provisioning of users as well if the user 
ID of the users in the application is different from the user ID in the Active Directory.

Please put some more light on this use case? Set-17 Refer corrigendum 1

267
Section 9 - Technical 

Specifications
2.28

The solution should support provisioning/de-provisioning
of users as well if the user ID of the users in the
application is different from the user ID in the Active
Directory.

Please put some more light on this use case? Set-17 Duplicate query

268
Section 9 - Technical 

Specifications
2.5

User ID Merging - Ability to merge user ID / identities in cases where multiple 
identities are created for a single person. 

Does it mean IDs are created on same application 
with different name or same userID and want to 
merge?

Set-17 Refer corrigendum 1

269
Section 9 - Technical 

Specifications
2.5

User ID Merging - Ability to merge user ID / identities in cases where multiple 
identities are created for a single person. 

Does it mean IDs are created on same application 
with different name or same userID and want to 
merge?

Set-17 Duplicate query

270 Scope of work 11 3
Solution should be deployed in the NPCI’s DC & DR Site each in High Availability 
(Active-Active or Active-Passive) with no manual intervention required for site switch 
over.

Is customer fine with 50% of production for 
installation in DR site. 

Set-17 No change in RFP

271 Implementation 15 3
VAPT and Risk assessment exercise shall be conducted by the NPCI, it shall be the 
bidder’s responsibility to rectify the risk /observations unearthed during the VAPT 
and risk assessment at no additional cost to the NPCI during the contract period.

When shall this VAPT be planned? Would separate 
time be catered during UAT for this?

This is to ensure that timeline is not 
missed.

Set-17
Should be included in project plan, please refer to 
corrigendum 1 for Integration timeline

272 Go Live 15 3 Bidder should provide 180 Days of hand holding support post Go-Live.
Would the support and related SLAs be activated 
once this handholding period is completed?

This can be considered as stabilization 
period and we can cater efforts 

accordingly.
Set-17 Duplicate query

273 Go Live 15 3 Bidder should provide 180 Days of hand holding support post Go-Live.
During the handholding period, is there a need for 
24 * 7 prescense as well?

This is to cater the efforts required 
accordingly.

Set-17 9*5 working days however 24*7 for incident 
response & product issues

274
Section 9 - Technical 

Specifications
3.4

Solution should support MF A capabilities including FIDO2/Web Authentication, OA 
TH (TOTP/HOTP) for access management in IDAM solution 

I assume this is for Password reset, Please confirm 
if it related to password reset or Login into the 
Portal?

Set-17 Password reset or login into the portal
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275
Section 9 - Technical 

Specifications
3.4

Solution should support MF A capabilities including FIDO2/Web Authentication, OA 
TH (TOTP/HOTP) for access management in IDAM solution 

I assume this is for Password reset, Please confirm 
if it related to password reset or Login into the 
Portal?

Set-17 Duplicate query

276
Section 9 - Technical 

Specifications
3.5

The solution should have authentication options for users/groups, it should supports 
authentication of users via Integrated Windows Authentication (Kerberos) or NTLM 
(NTLM v1 and v2 in Session Security), or LDA 

Please confirm if this is for IGA solution or It is 
more towards authentication of application in 
SSO?

Set-17 Refer corrigendum 1- Point to be remove

277
Section 9 - Technical 

Specifications
3.5

The solution should have authentication options for users/groups, it should supports 
authentication of users via Integrated Windows Authentication (Kerberos) or NTLM 
(NTLM v1 and v2 in Session Security), or LDA 

Please confirm if this is for IGA solution or It is 
more towards authentication of application in 
SSO?

Set-17 Duplicate query

278
Section 9 - Technical 

Specifications
3.6 Solution should allow for secure passwordless authentication of users. 

I assume this is more related to authentication, do 
we mean when user login into the application 
portal?

Set-17 Refer corrigendum 1- Point to be remove

279
Section 9 - Technical 

Specifications
3.6 Solution should allow for secure passwordless authentication of users. 

I assume this is more related to authentication, do 
we mean when user login into the application 
portal?

Set-17 Duplicate query

280
Guidelines for maintenance 

and support
13 4

Configuration items such as computers and other devices, software contracts and 
licenses, third party tools and business services which are related to the application 
should be disclosed.

Does this require an additional guide for 
customer?

Efforts need to be catered accordingly. Set-17 As per scope defined

281 Section 9 - Technical 
Specifications

4.4
The solution should be able to ingest data from an existing IDAM solution to 
determine existing access.

Is it limited when I do migration from existing 
IDAM to New IDAM ?

Set-17 Yes

282 Section 9 - Technical 
Specifications

4.4
The solution should be able to ingest data from an existing IDAM solution to 
determine existing access.

Is it limited when I do migration from existing 
IDAM to New IDAM ?

Set-17 Duplicate query

283
Section 9 - Technical 

Specifications
6.11

Solution should allow users provisioned to a target system based on a “Rules”, 
“Roles” or “Workflow”. Solution should provide a single connected system allow for 
more than one method simultaneously. 

Please explain "Solution should provide a single 
connected system allow for more than one 
method simultaneously. "

Set-17 Refer corrigendum 1

284
Section 9 - Technical 

Specifications
6.11

Solution should allow users provisioned to a target system based on a “Rules”, 
“Roles” or “Workflow”. Solution should provide a single connected system allow for 
more than one method simultaneously. 

Please explain "Solution should provide a single 
connected system allow for more than one 
method simultaneously. "

Set-17 Duplicate query

285 Scope of work 11 7
All components of the solution offered should run on NPCI’s servers, at NPCI’s 
premises.

If the list of servers required is provided to 
customer, would customer provide these servers, 
databases and applications in their data center as 
per the data center policy? Or should these be 
explicitly provided by bidder for additional cost.

Operations and cost is streamlined with 
data center if the customer provides these 

resources by themselves. 
Set-17

NPCI will provide only Hardware for application, 
however operating system, database & 
application licenses has to be factor by bidder

286 Section 9 - Technical 
Specifications

7.16
The solution shall automatically scale to accommodate spikes in usage, such as 
quarterly or annual certifications. 

Are we talking about spike in infra. Set-17 Platform should able to effortlessly scalable to 
millions of identities. 

287 Section 9 - Technical 
Specifications

7.16
The solution shall automatically scale to accommodate spikes in usage, such as 
quarterly or annual certifications. 

Are we talking about spike in infra. Set-17 Duplicate query

288
Section 9 - Technical 

Specifications
7.24

Solution should validate data entered both manually and through data feeds 
(through user interaction and bulk loads) 

Please explain type of validation and on which 
fields

Set-17
Solution should have validation rule or script 
which can be used to validate the data entered on 
a reports. 

289 Section 9 - Technical 
Specifications

7.24
Solution should validate data entered both manually and through data feeds 
(through user interaction and bulk loads) 

Please explain type of validation and on which 
fields

Set-17 Duplicate query

290 Technical Scoring Matrix 27 of 92 7.3
Customer BFSI reference in India-Minimum 2 Size of the deployment in terms of 
number of Endpoints and Servers 

Would it be okay to have the BFSI references from 
bidder/OEM for global deployments having  
deployed in India as one of the overall deployment 
locations

Set-17
Customer reference needs to have from both OEM 
& Bidder

291 Technical Scoring Matrix 27 of 92 7.3
Customer BFSI reference in India-Minimum 2 Size of the deployment in terms of 
number of Endpoints and Servers 

Would it be okay to have the BFSI references from 
bidder/OEM for global deployments having  
deployed in India as one of the overall deployment 
locations

Set-17 Duplicate query

292 Successful Evaluated Bidder 28 of 92 7.5
The bidder with lowest commercial bid as per Clause 7.4 will be declared as the 
successful bidder. 

What if L1 is not T1? What will be the weightage 
of both? If a bidder is L1 but T2, would it be 
considered as the successful bidder?

Set-17
The RFP outlines bidder evaluation process both 
on technical and commercial front. Refer section 7

293 Successful Evaluated Bidder 28 of 92 7.5
The bidder with lowest commercial bid as per Clause 7.4 will be declared as the 
successful bidder. 

What if L1 is not T1? What will be the weightage 
of both? If a bidder is L1 but T2, would it be 
considered as the successful bidder?

Set-17 Duplicate query

294 Scope of work 12 8

The solution should include deployment of Directory Service, User Life Cycle 
Management functionality, Single Sign On (SSO), Identity governance module, Access 
certification and request with different back-end systems and should be integrated 
with our MFA solution.

What is the SSO solution currently used by the 
customer? Does the current SSO solution present 
with customer support SAML integrations?

This is required for understanding whether 
SAML integration is supported.

Set-17 Refer corrigendum 1
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295 Scope of work 12 8

The solution should include deployment of Directory Service, User Life Cycle 
Management functionality, Single Sign On (SSO), Identity governance module, Access 
certification and request with different back-end systems and should be integrated 
with our MFA solution.

Can SSO be implemented by bidder as part of 
separate proposal in the future? 

SailPoint as product integrates with SSO 
but is not an SSO itself. 

Set-17 Duplicate query

296 Scope of work 12 8

The solution should include deployment of Directory Service, User Life Cycle 
Management functionality, Single Sign On (SSO), Identity governance module, Access 
certification and request with different back-end systems and should be integrated 
with our MFA solution.

Is there a requirement for directory server is 
mentioend in this point? Can we skip the directly 
server if we don't need it for our solution and 
integrate with your existing directory directly like 
Active Directory?

This is to eliminate any assumed 
components in the solution if those are 

not required.
Set-17 Duplicate query

297 Scope of work 12 or 92 8
The solution should include deployment of Directory Service, User Life Cycle 
Management functionality, Single Sign On (SSO), Identity governance module, Access 
certification and request

Is this RFP to implement Identity Governance and 
Administration or it requires us to bring and  
implement SSO and MFA solution

The understanding is that it’s an IGA RFP 
and hence MFA and SSO are not to be part 

of this RFP
Set-17 Refer corrigendum 1

298 Scope of work 12 or 92 8
The solution should include deployment of Directory Service, User Life Cycle 
Management functionality, Single Sign On (SSO), Identity governance module, Access 
certification and request

Is this RFP to implement Identity Governance and 
Administration or it requires us to bring and  
implement SSO and MFA solution

The understanding is that it’s an IGA RFP 
and hence MFA and SSO are not to be part 

of this RFP
Set-17 Duplicate query

299 Delivery Schedule 31 8.1
integrations of IDAM solution with all NPCI applications should be completed within 
next 12weeks.

Would customer be fine with an approach where 
first release with 5 applications is deployed in 3-4 
months and then rest of the applications are 
released incrementally.

Identity Management projects based on 
our experience dealing with multiple 

projects are not plug and play solutions. 
They would require significant efforts due 

to a lot of factors. Some of them are 
mentioend below. These are independent 
of number of resources that are deployed 

in the project.
1. Understanding and formalizing 

customer processes takes a lot of time.
2. Resolution of customer dependencies, 

both functional and technical takes 
significant amount of time.

3. Development should be aligned with 
customer requirements and technical 
application integrations. Such systems 
integrations would take considerable.

4. We don't believe in comprimising on 
quality. Hence, full software development 
life cycle will be followed. Processes bring 

in quality and reliability in the solution.

Set-17 Refer corrigendum 1

300 Section 9 - Technical 
Specifications

8.2
Solution should be able to manage segregation of duties in applications as well as 
infrastructure systems. 

Please elaborate SOD on Infrastucture System? Set-17 Refer corrigendum 1

301 Section 9 - Technical 
Specifications

8.2
Solution should be able to manage segregation of duties in applications as well as 
infrastructure systems. 

Please elaborate SOD on Infrastucture System? Set-17 Duplicate query

302
Section 9 - Technical 

Specifications
8.23

Solution should track and monitor the risk of each user based on that user’s access to 
sensitive applications and data (identity risk scoring). 

is it related to Access Management in SSO? Set-17
Solution should be able to determine overall 
Identity Risk Scores based on role, entitlement, 
and policy

303 Section 9 - Technical 
Specifications

8.23
Solution should track and monitor the risk of each user based on that user’s access to 
sensitive applications and data (identity risk scoring). 

is it related to Access Management in SSO? Set-17 Duplicate query

304 Section 9 - Technical 
Specifications

8.29
Solution should capture all activity information as part of audit logging & forward it 
to SIEM. 

Which SIEM tool being used? Set-17 Details will be shared with succesful bidder

305 Section 9 - Technical 
Specifications

8.29
Solution should capture all activity information as part of audit logging & forward it 
to SIEM. 

Which SIEM tool being used? Set-17 Duplicate query

306 Section 9 - Technical 
Specifications

8.3
The solution must support granular access control and authorization to facilitate 
gathering of logs of users access. 

If possible please provide business use case as an 
example.

Set-17 User access review

307 Section 9 - Technical 
Specifications

8.3
The solution must support granular access control and authorization to facilitate 
gathering of logs of users access. 

If possible please provide business use case as an 
example.

Set-17 Duplicate query

308
Section 9 - Technical 

Specifications
8.7

solution should contain governance administration capabilities integrate tightly with 
the provisioning solution so that any access that is denied is immediately revoked?

I assume this is related to access revocation when 
id is being disabled or any access certification 
happened and approved selected revoke so access 
or entitlement access can be revoked. Please 
confirm

Set-17

Solution should provide access revocation when id 
is being disabled or any access certification 
happened and approved selected revoke so access 
or entitlement access can be revoked.
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309
Section 9 - Technical 

Specifications
8.7

solution should contain governance administration capabilities integrate tightly with 
the provisioning solution so that any access that is denied is immediately revoked?

I assume this is related to access revocation when 
id is being disabled or any access certification 
happened and approved selected revoke so access 
or entitlement access can be revoked. Please 
confirm

Set-17 Duplicate query

310 Scope of work 12 10
The bidder should provide updates, upgrades version of software, new vulnerability 
updates as and when released within the term of contract.

Would the customer be happy with one major 
version upgrade and minor patches as & when 
required?

Upgrade processes when we follow best 
practices recommended by SailPoint 

require significant efforts in testing and 
analysis. Hence, the efforts need to 
catered accordingly to provide best 

services. 

Set-17
Bidder should support for complete term of 
contract as per RFP

311 Scope of work 12 12
The solution should have the capability to on-board & integrate the users of NPCI & 
it’s subsidiaries.

What are the different HRMS systems and user 
stores present in the customer environment? Also, 
would there be additional applications that come 
in scope when other subsidaries are brought in 
scope?

This is required for fairly catering the 
efforts required for integrations.

Set-17 Details will be shared with succesful bidder

312 Scope of work 12 13
The bidder shall assign project manager and associated support personnel to be 
positioned at NPCI site for complete project deployment in order to ensure smooth 
completion of this project within the agreed timelines.

Where shall the project be executed? Would the 
data center at Hydeabad be sufficient?

Set-17 Duplicate query

313 Scope of work 12 13
The bidder shall assign project manager and associated support personnel to be 
positioned at NPCI site for complete project deployment in order to ensure smooth 
completion of this project within the agreed timelines.

Is it sufficent if project manager and a consultant 
are present at NPCI site and rest of the people 
support the project remotely?

Set-17 Yes

314 Scope of work 12 or 92 13 Resources location

Can we have project manager and minimal 
resources deployed at NPCI location during 
implementation and rest of the project personnel 
in remote location and will NPCI provide remote 
access connection to project personnel?

Set-17 Noted

315 Scope of work 12 or 92 13 Resources location

Can we have project manager and minimal 
resources deployed at NPCI location during 
implementation and rest of the project personnel 
in remote location and will NPCI provide remote 
access connection to project personnel?

Set-17 Duplicate query

316 Scope of work 12 14 - a,c,d, h

Post implementation of the solution, the bidder shall perform the following activities, 
but not limited to, from time to time, in relation to maintenance and 
upgrades/updates/patches:
(a) Firmware Upgrades
(b) Software System monitoring,
(c) Troubleshooting & Performance Tuning,
(d) Operating System Upgrades,
(e) Upgrades of supplied software,
(f) Advisories on software upgrades & vulnerabilities,
(g) Support during DR Drills,
(h) OS Administration & patching as per OEM guidelines (In case of Software image 
supplied by OEM/Bidder.
(i) Any support required to make systems & software up and running.

Would the customer take care of firmware 
upgrades, software system monitoring, operating 
systems upgrades and OS administration in case if 
the customer is providing the servers?

This will help customer in streamlining the 
operations across the customers  as layers 
below the application are managed as per 

the data center policy?

Set-17

Hardware will be provisioned by NPCI & will 
provide support related to Hardware only. Rest 
everything with specific to operating system & 
application has to be supported by bidder.

317 Scope of work 11 of 92 3.1 Scope of work Type of application and number of application on each type

Its mentioned to integrate totally 80 applications 
with IDMA solution. Kindly provide type of 
integration/interface avilable and number of 
application under such type.

Set-17 Details will be shared with succesful bidder

318 Scope of work 11 of 92 3.1 Scope of work Authoritative source

Shall we assume all employees identity details can 
be sorced from HRMS. Do you have a single source 
from we can consume non-employees 
(contractors, thirdparties, vendors etc). If not, pls 
elaborate on the non-employee source, how to 
consum such non-employees details

Set-17 Active Directory/ Application specific

319 Scope of work 11 of 92 3.1 scope of work DC & DR Site each in High Availability What is the RTO and RPO are expected. Set-17 As per SLA terms
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320 Scope of work 11 of 92 3.1 Scope of work Type of application and number of application on each type

Its mentioned to integrate totally 80 applications 
with IDMA solution. Kindly provide type of 
integration/interface avilable and number of 
application under such type.

Set-17 Duplicate query

321 Scope of work 11 of 92 3.1 Scope of work Authoritative source

Shall we assume all employees identity details can 
be sorced from HRMS. Do you have a single source 
from we can consume non-employees 
(contractors, thirdparties, vendors etc). If not, pls 
elaborate on the non-employee source, how to 
consum such non-employees details

Set-17 Duplicate query

322 Bid process 22 of 92
5.13 Envelope/Folder 

bidding process
Format of bid submission

Is it must to submit the bid documents in 
hardcopy/paper version in addition to electronic 
version through email or bid submission through 
email is sufficient.
For the electronic version of document, is it must 
to degitally sign?

Set-17

NPCI will accept digitally signed/ physical signed & 
scanned bid documents through email.
Eligibility and Technical bid.  Commercial bid 
(password protected). Refer clause 5.13 which 
clearly states that bid to be submitted through 
email.

323 Scope of work
31 of 92 and 11 

of 92
8.10 Delivery schedule 

& 3.1 Scope of work
Integration of IDAM solution timeline

Section 3.1 clause 1 says 60 existing applications 
and 20 new applications to be integrated with 
IDAM.  Section 8.10 says the integration should be 
completed with in 16 weeks which includes 
delivery of software, installation and commission 
of IDAM software and integration of application to 
be completed within 16 weeks or expected time 
for integration is 12 weeks.
 
We feels its too stringent timeline.  Also its highly 
depends on the target application availability, 
clarity that target application team can provide to 
the technical and non technical questions, review 
and sign-off by NPCI team, availability of 20 new 
application (assumed its yet ot be developed), etc. 
Could to pls explain the rationale behind for such 
very limited timelines for integration?  what 
usecases are expected to implement within 12 
weeks?
We would prefer to have quality time to integrate 
and test. Shall we integrate a portion of 
applications, say 15 applications within this 16 
weeks, Go-Live and integrate remaining 
applications (from total 80 applications) be 
integrated during operational support period. 
Kindly provide clarity

Set-17 Refer corrigendum 1

324 Scope of work 33 of 92
8.16 Service Level 

Requirements (SLA)
Severity Levels

Kindly provide number of tickets for each serverity 
level per month expected to address per 

Set-17 Details will be shared with succesful bidder

325 Scope of work 16 of 92 Acceptance Its mentioned as 1 month of testing will be performed by NPCI before Go-Live

Does this 1 month time to be considered as user 
acceptance testing duration? If yes, shall we 
consider this 1 month time is outside 
implementation of 16 weeks? If not pls clarify the 
meaning of 'Acceptance' clause

Set-17 Yes, UAT will be outside implementation plan

326 Scope of work 16 of 92 Acceptance Its mentioned as 1 month of testing will be performed by NPCI before Go-Live

Does this 1 month time to be considered as user 
acceptance testing duration? If yes, shall we 
consider this 1 month time is outside 
implementation of 16 weeks? If not pls clarify the 
meaning of 'Acceptance' clause

Set-17 Duplicate query

327 Scope of work 15 of 92 Go Live Go-live time
Is it expected to have Golive during week day or 
weekend?

Set-17 non India business hours
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328 Scope of work 15 of 92 Go Live Go-live time
Is it expected to have Golive during week day or 
weekend?

Set-17 Duplicate query

329 Indemnity 37 of 92 Indemnity

We propose to that the bidder’s liability to 
indemnify the client as per the provisions of clause 
8.24 would be limited to the total contract value. 
Is this acceptable to NPCI?

Set-17 No change in RFP clause

330 Acceptance 16 Not applicable

Acceptance: A one-month test period will be used by NPCI to evaluate the selected 
Identity & Access Management (IDAM) Solution. After the selected solution has been 
successfully tested and implemented, NPCI and the bidder shall agree on the start 
date of the Go-LIVE.

Is this UAT period required for every release of 
identity manaagement project or only first 
release?

This is to ensure that efforts are catered 
accordingly. 

Set-17 UAT period will be applicable on every release

331 Acceptance 16 Not applicable

Acceptance: A one-month test period will be used by NPCI to evaluate the selected 
Identity & Access Management (IDAM) Solution. After the selected solution has been 
successfully tested and implemented, NPCI and the bidder shall agree on the start 
date of the Go-LIVE.

What is the assistance required from bidder during 
UAT? 

Please help us understand in terms of the 
following.

Developing UAT test cases in coordination
Assistance in testing the solution
Bug fixes for the bugs identified.

Set-17 Duplicate query

332 Support / AMC 32 Not applicable
The successful bidder shall provide a dedicated-on site/remote support engineer post 
implementation of the solution for BAU activities like Application integration, 
Automating Employee lifecycle Management.

Is there a need for mandatory onsite prescense 
during the support process?

Support for 80 applications requires 
significantly huge team. This is required 

for catering the efforts accordingly.
Set-17

Implementation team should be on-site till 
deplyment is completed

333 Scope of work 11 of 92 Point # 5
Solution should be deployed in the NPCI’s DC & DR Site each in High Availability 
(Active-Active or Active-Passive) with no manual intervention required for site switch 
over

Providing auto failover with no manual 
intervention required won't be possible in on-
premises solution. Can this clause be removed?

Set-17 No change in RFP

334 Scope of work 11 of 92 Point # 5
Solution should be deployed in the NPCI’s DC & DR Site each in High Availability 
(Active-Active or Active-Passive) with no manual intervention required for site switch 
over

Providing auto failover with no manual 
intervention required won't be possible in on-
premises solution. Can this clause be removed?

Set-17 Duplicate query

335 Severity Levels 34 Severity 2 - point 3 Users face severe functional restrictions in the application irrespective of the cause. 
Is this applicable to unforeseen or untested or 
undocumented scenarios as well?

Sometimes customer can try to utilize the 
product in unexpected ways and failures 

can occur during this time. Or there can be 
situations where the usage can be 

restricted due to scenarios that are not 
discussed, documented or tested earlier. 

In such scenarios, we need to discuss, 
document and test the solution 

accordingly before we utilize such aspects 
of the solution. One such example could 

be HRMS systems or user stores or 
applications providing incorrect data to 

Identity Management system.

Set-17 As mentioned in RFP

336 Scope of work 15 of 92 Training Training mode and location
Shall we provide product training based on web 
sesssion or on-site training is expected? If onsite 
training is expected what city to be considered

Set-17 OEM on-site/remote

337
Prepartion of System 

Requirement Document
15 of 92 Training Training mode and location

Does NPCI expect the training to be provided by 
the bidder or OEM? Is NPCI expecting a a 
confirmation stating training has been completed 
from bidder or OEM?

Set-17
OEM, Training proof of completion certificate can 
be accepted

338 Scope of work 15 of 92 Training Training mode and location
Shall we provide product training based on web 
sesssion or on-site training is expected? If onsite 
training is expected what city to be considered

Set-17 Duplicate query

339
Prepartion of System 

Requirement Document
15 of 92 Training Training mode and location

Does NPCI expect the training to be provided by 
the bidder or OEM? Is NPCI expecting a a 
confirmation stating training has been completed 
from bidder or OEM?

Set-17 Duplicate query
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340 Scope of work 11 or 92 Required Hardware and software other than IDAM software

Point 7 in page 11 of 92 says,  "All components of 
the solution offered should run on NPCI’s servers, 
at NPCI’s premises.", point 7 in page 14 of 92 says 
bidder should provide VM and storage BOM,  at 
the sametime point 14 in page 12 of 92 says 
bidder shall perform "Firmware Upgrades, 
Software System monitoring, Operating System 
Upgrades, OS Administration & patching, Any 
support required to make systems & software up 
and running"

These two statements are contradicting. pls clarify 
what will be provided by NPCI (other than IDAM 
software that we will bring).
Shall we assume, will NPCI provide all required 
hardware like server/VM, Network devices, 
storage units, network connections, Application 
server software, DB software, DB cluster software, 
backup software and manage underlying 
infrastructure as per the specification provided us 
or expects the bidder to bring them and manage 
them? 

incase if Bidder is expected to bring and manage, 
will NPCI provide racks to mount servers? how the 
network connectivity, storage etc will be provided

Set-17

Hardware will be provisioned by NPCI & will 
provide support related to Hardware only. Rest 
everything with specific to operating system & 
application has to be supported by bidder.

341 Obligations of the Bidder 38 of 92 General

We shall be allowed to retain sufficient 
documentation as part of our professional records 
to support and evidence the work performed by 
us. Such retention shall be subject to obligations 
of confidentiality mentioned herein. Pls confirm is 
this is acceptable to NPCI.

Set-17 No change in RFP clause

342 Annexure-N 87  of 92 Qty=3000
How many users have access to less than or equal 
to 5 applications out of the 3000. How many are 
employees and non employees?

Set-17 Details will be shared with succesful bidder
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343 Scope of work 11 or 92 Required Hardware and software other than IDAM software

Point 7 in page 11 of 92 says,  "All components of 
the solution offered should run on NPCI’s servers, 
at NPCI’s premises.", point 7 in page 14 of 92 says 
bidder should provide VM and storage BOM,  at 
the sametime point 14 in page 12 of 92 says 
bidder shall perform "Firmware Upgrades, 
Software System monitoring, Operating System 
Upgrades, OS Administration & patching, Any 
support required to make systems & software up 
and running"

These two statements are contradicting. pls clarify 
what will be provided by NPCI (other than IDAM 
software that we will bring).
Shall we assume, will NPCI provide all required 
hardware like server/VM, Network devices, 
storage units, network connections, Application 
server software, DB software, DB cluster software, 
backup software and manage underlying 
infrastructure as per the specification provided us 
or expects the bidder to bring them and manage 
them? 

incase if Bidder is expected to bring and manage, 
will NPCI provide racks to mount servers? how the 
network connectivity, storage etc will be provided

Set-17 Duplicate query

344 Annexure-N 87  of 92 Qty=3000
How many users have access to less than or equal 
to 5 applications out of the 3000. How many are 
employees and non employees?

Set-17 Duplicate query
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