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Good evening to you all! 

I am delighted to be here at this Conclave organised by FinCrime Expert. It is truly an honour 

to interact with and share my thoughts with the distinguished guests from financial institutions, 

law enforcement agencies, BFSI financial crime agencies, FinTech industries, press & media 

and gathering of dedicated professionals committed to combatting financial crime.  

Today, we shall also recognize the outstanding achievements and contributions made by 

individuals and entities across sectors in protecting the integrity of our financial systems. Your 

collective efforts, from developing financial crime compliance frameworks and implementing 

cybersecurity measures to forging strategic partnerships, have significantly strengthened our 

defences against financial crime threats. These contributions deserve our heartfelt 

commendation.  

The Role of Financial and Payment Systems  

 As Warren Buffett wisely noted, "It takes 20 years to build a reputation and five minutes 

to ruin it." This underscores our immense responsibility in maintaining the integrity of our 

financial systems. Financial and payment systems are central to economic development of 

any country, which drives investments and ensures stability. In India, as we aim for a $5 

trillion economy and pursuing the Vikshit Bharat Vision, financial systems play a crucial role 

in achieving that. The economic significance of our financial systems lies in their ability to 

provide trusted environment & facilitate seamless transactions, promote investments, and 

maintain financial stability. Payment systems, in particular, are critical in ensuring the smooth 

functioning of financial markets and commerce. 

With the increasing digitalisation, availability of various real- time payment options and deeper 

mobile phone penetration, the fraud trend has evolved from conventional fraud 

methodologies to a more complex and technologically driven approach. Digital frauds 

committed by unscrupulous agents not only affect financial well-being of an individual, but also 

adversely affect businesses and the national economy.  It has the potential to impede the 

digital adoption rate, reduce consumer confidence in digital payments and other financial 

products, decrease e-commerce transactions, lower the pace of evolution of innovative digital 

products, and adversely impact the economy of a jurisdiction.  

 Current Landscape of Financial Crime  

In today's digital world, the BFSI sector faces risks like cybersecurity threats and system 

disruptions. Additionally, the 2024 Global Threat Report by Association of Certified Anti- Money 

Laundering Specialists (ACAMS) also highlights cyber fraud and sanctions evasion as one of 

the primary concerns. Financial crime has emerged as a multi-trillion-dollar epidemic that 

threatens the integrity of the global financial systems. According to a report by Nasdaq, 

financial crime fuels many of society’s most insidious offenses, from human trafficking to 



 

terrorism, exploiting the vulnerable and threatening the financial and economic stability. 

Globally, more than three trillion dollars in illicit funds flowed through the financial system 

in 2023 alone, fuelling destructive crimes like drug trafficking, human trafficking, and terrorist 

financing. In India alone, over 1,750 crore rupees were lost to cybercriminals in the first 

four months of 2024. Criminals exploit technological advancements, using AI and 

cryptocurrencies for sophisticated frauds. Reports from the World Economic Forum and 

INTERPOL also highlight increasing financial fraud complexity. 

Money Laundering/ Terrorist Financing (ML/TF)  

Criminals have, over the years, developed numerous methods to disguise illicit money and 

are constantly on the lookout for opportunities to exploit. Every new product design undergoes 

meticulous risk assessment and mitigation planning. However, more needs to be done to 

identify related upstream and downstream infrastructure utilisation and plug any exploitation 

opportunities. Building an AML/CFT architecture to identify and prevent layering must be 

complemented with onboarding controls to restrict malafide account opening and 

preventive measures to restrict eventual exit from the system as bonafide proceeds.  

Money Mules 

They have become key enablers for a lot of frauds and other scams which impact 

customers and banks across the industry. Criminals recruit money mules to help launder 

proceeds derived from online scams and frauds. Money mules add layers of distance between 

crime victims and criminals, which makes it harder for law enforcement to accurately trace 

money trails. Some of the common mule traps in use are Job ads or social media posts that 

offers easy work in exchange of good money; fake employment schemes often involve 

handing over accounts/ credentials for access to imposters. 

Global Implications and use of newer Technologies in Financial Crime 

Financial crimes have global implications. Criminal networks operate across borders, 

exploiting regulatory differences. They adapt rapidly to new defences, leveraging technologies 

like AI and cryptocurrencies to perpetrate sophisticated frauds at minimal cost. Reports from 

the World Economic Forum and INTERPOL highlight the increasing complexity of financial 

fraud, with schemes such as pig-butchering scams and ransomware-as-a-service by 

models becoming more prevalent. These activities compromise institutions' reputations and 

weaken financial systems.     

Emerging trends like cryptocurrencies and deepfake fraud present new challenges. 

Cryptocurrencies obscure illicit activities, while human-operated ransomware attacks exploit 

technological advancements.  

Measures Taken by the Indian Financial System and NPCI  

India has established a robust regulatory framework, with initiatives like the Prevention of 

Money Laundering Act (PMLA) of 2002 and the Indian Cyber Crime Coordination Centre 

(I4C).  

I may also like to mention here that the National Risk Assessment (NRA) 2022, assessing 

the ML/TF Risk faced by our country, introduced and defined a risk-based approach to 

AML/CFT as: 

1. Identification of the ML/TF risks to which an entity is exposed to 



 

2. Assessment and understanding of those risks 

3. Taking AML/CFT measures commensurate to those risks in order to mitigate 

them effectively. 

This three-point ML/TF risk mitigation methodology should be the starting point of devising the 

AML transaction monitoring process. There is also a need to identify, apprise and educate the 

ecosystem of the ‘Indicators of Crime’ in financial transactions which will help in factoring the 

risk assessment in Financial Crime Risk Management.  

National Payments Corporation of India (NPCI) plays a crucial role in securing payment 

infrastructure. Our comprehensive cybersecurity framework follows the best standards 

available globally. NPCI also collaborates with regulatory bodies, financial institutions, and law 

enforcement agencies to address emerging threats. By engaging with global organizations 

like FATF, we also contribute to shaping international standards.  

Advanced Fraud Detection and Prevention Measures Taken at NPCI 

Our Real-time Fraud Risk Monitoring and Management (FRM) solution exemplifies our 

commitment to combating fraud. This system leverages Machine Learning and Artificial 

Intelligence to process transactions in real-time to monitor and detect alerts and help in 

preventing fraud effectively.  Further, a pilot is also being run on identification of mule accounts 

and banks are now being sensitised on the outcome of these models.  

We also conduct workshops and training sessions to support our stakeholders in 

understanding and utilizing these systems, reinforcing the collaborative effort required to 

combat financial crime. We have also launched initiatives to educate the public about common 

fraud schemes, safe digital payment practices, and how to report suspicious activities. 

Through targeted campaigns and partnerships with financial institutions, we aim to empower 

individuals with the knowledge and tools needed to protect themselves from financial fraud.  

Embracing New Technology in Fight against Money Laundering 

While the number of Suspicious Transaction Reports (STRs) filed would run into millions of 

reports, however, globally only 15% of STRs filed are eventually found useful. There is a need 

to be proactive and effective in the identification of suspicious transactions for the two-pronged 

objective of preventing ML/TF attempts and remaining cost effective in the process of doing 

so. Evaluation of STRs from cost of STR perspective, so to speak, is an important 

consideration today as it involves resource deployment across the AML/CFT ecosystem from 

the Reporting Entity (RE) to the FIU to the Law Enforcement Agencies (LEAs). 

Anomaly Detection algorithms can analyse large volumes of transaction data to identify 

unusual patterns or anomalies that may facilitate in identifying mule accounts and curbing 

money laundering activities. This includes deviations from typical transaction behaviour, such 

as unexpected large transactions, frequent transactions below reporting thresholds, or 

unusual transaction patterns. Graph Technology can assist in identifying complex 

relationships and networks among individuals or entities engaged in money laundering. By 

analysing transactional data alone, machine learning algorithms can uncover hidden 

connections and patterns that may not be immediately apparent through traditional methods. 

 

 



 

Conclusion  

In conclusion, Bruce Schneier reminds us that "Security is a process, not a product." The 

fight against financial crime is a collective responsibility requiring continuous adaptation. By 

fostering collaboration, embracing technology, and strengthening regulatory frameworks, we 

can protect our financial systems from insidious threats. Let us continue to inspire and support 

each other as we navigate future challenges. Together, we can build a resilient financial 

ecosystem that empowers individuals, promotes growth, and upholds integrity.  

Thank you. 

-END- 
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