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NPCI/2022-23/QC/PD/001 7™ September, 2022
To,

All Members participating in various NPCI Products

Sub: Inifiation of Self Attestation in PCOMP Portal for FY 2022-23

Dear Sir/Madam,

With reference to our OC NPCI/UPIfQC-89/2020-21 dated 12" January,2021 regarding
adherence to NPCI guidelines by members/participants, this is to inform you that we have
initiated the process of Compliance confirrmation i.e. Self-Attestation on our PCOMP (Product
Compliance) Portal for FY 2022-23.

Self-Attestation is a process where members/participants are declaring themselves as
compliant with NPCI guidelines. The Self Attestation check-list is based on documents-
Procedural Guidelines, Operating Circulars, Technical Data Specifications.
Members/participants shall submit self-attestation through the PCOMP portal confirming
Compliance. The Self Attestation activity shall be on periodic basis such as annually / quarterly
or as and when required.

Updates:

1. Self-Attestation portal has been re-named as PCOMP (Product Compliance) Portal.

2. Bank has been now given Admin Access where they can themselves create Maker
and Checker for their bank. (Maker is the one who updates/modify the directives
assigned in Portal and Checker is the one who validates and is authorised to approves
the status submitted by Maker in the Portal)

3. The process of attestation will be an on-going process. All compliance directives will
be updated in the portal every quarter or as-an-when there is an addition and same
will be intimated to members/participants.

4. Members to attend training workshops organised by NPCI on functionality and use of
Paorial. The daies shall be communicated separately by NPCI.

5. Non-adherence to compliances will be taken up by the Surveillance and Enforcement
Team (S&E) team post intimation to the members through official communication.
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To be Actioned:

1. Any pending Self Attestation Compliance of FY 21-22 must be completed by
30t September 2022. Members who fail to do so will be liable for corrective actions
further leading to Penalty.

Self-Attestation FY 22-23 has been initiated on 25% July, 2022.

3. All members to complste the self-attestation for FY 22-23 Q1 New Checklist by
30" September 22.

4. Adherence to complete the compliance self-attestation within timelines as per each
quarterly update.

Keeping in mind the user experience and faster resolution, NPCI has introduced ‘The Admin’
Access to each Member {Single User). This access will help create /update / modify maker &
checker user id for your bank. This initiative will now reduce the time taken for creation of user
id's. Please refer (Annexure A) for user guide.

The Admin will have access to below functionality.

i) Create New user

i) Update existing user

iii) Activate/Inactivate existing user
iv) Reset Password

v) Unlock userid

vi) Assign Products to respective users

Please noie any non-adherence io completion of self-attestation process and non- compliance
observed will be liable for proper remedial actions and may further lead to penal actions by
Surveillance and Enforcement Team (S&E) as per Circular no "NPCI/UPL/OC-99/2020-217
(Annexure B) and Circular no “NPCI/UPI/OC-103/2020-21 (Annexure C).

Please make a note of the contents herein and disseminate the information contained herein
to the official concerned.

Yours Truly,
SD/-
Kunal Kalawatia

Chief of Product



Annexure A

Step wise User Guide for Bank Admin

)] Steps to Create user id

Please use below URL

https://ap.cflowapps.com/npcicflow/npcient

Step 1. Enter your user name and Password. Fill the captcha and click login button. If you are a first
time user, then system will send OTP to your registered email address.

cflow

Automation at its best

Pzt Prisnoa?

Initiate & Approve
requests easily from anywhere.
Use cflow Mobile App today.

Step 2 : After the login user can see their own bank’s users.
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Step 3: Here Bank Admin can add a new user with checker or Maker access by clicking on small red
plus button.
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Step 4: Add the user details and select the role.
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Step 5: Select the Product and add the categories. Finally save it.
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Step 6: Once the id is created, user will get automated mail from “certify2prod.otp@npci.org.in”
along with user id and Password.

1H] Steps to Update user id

Step 1: Click on small box to the ieft which will allow you to Edit the details of user
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Step 2 : You can update Name and Email id of the user, however ‘Login Id’ will remain same, It
cannot be changed.

feflow-user

ICICI Bank Ltd
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Step 3 : Click on Save button.
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The user id will be updated.
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1)) Steps to add Products

Step 1: Click on ‘Add new’ button and select Product that you want to assign.
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Step 2: Select the Product Category that you want to assign.

ICICI Bank Ltd

Siatus
DOCUFENt CANTRr ACC0ss Bulk tpIead Atess
L L
BPCI Repler Bk
SEC Chiegker - KYZ Bank LTD Y
Acquirer
Designation
Alfa
$A fapuar
HUA
Adtion Products SubeAiA
] aEws . .

n S Type beve 1o search




N

U sl g et
NATKNAL EXREENTS (OTAORATION OF 220A

V) Steps to add Reset the Password

Step 1 : Click on Reset Password.
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Step 2: Click on ‘Generate Password’. A 10 digit password will be generated and an Auto mail will be
sent to user from ‘certify2prod.otp@npci.org.in’ on registered email id with temporary password
and a link to generate new password.
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Annexure B

NPCHUPIIOC-99/2020-21 12" January, 2021
To,
All Members participating in various NPCI Products

Madam / Dear Sir,

Sub: Adherence to NPCI quidelines by members/participants

NPCI, an umbrella organization for retail payments system, has the responsibility to oversee the
adherence to various guidelines of NPCI by the members/participants for all NPCI Products. Itis also in
the interest of the eco-system that the members/parlicipants observe the rules and regulations set by
NPCI through Procedural Guidelines (PG} and Operating Circulars (OC) to ensure that the eco-system

runs on the same standards and principles of integrity and credibility.

With the continuous evolution and increased pace of development of payment landscape in the country
including the participants leveraging the technoiogical developments, and also the requirement to ensure

safe, secure and efficient payment systems, it is incumbent on all participants to ensure strict adherence

of the various NPCI guidelines.

NPCI shall ensure thal the members/participants are adhering to PGs and OCs of all producis of NPCI.
Though such activity are presently monitored/tracked at our end and raised to participant concerned
when issues are observed, there is no formal process of recording members/participants self-attestation
confirming adherence to all NPCI guidelines and take correclive measuresfactions for cases where
continucus non-adherence is observed. Also, it becomes quite difficult to track the status and progress
of non-compliance. The impact due to non-adherence by one participant that affects another participant
or the customer need hardly be emphasized here. To address this gap, we are implementing the process
of obtalning a self-attestation from members that they are complying with the NPCI guidelines. We attach
herewith the Annexure A which covers responsibilities of members/participants and Annexure B which
covers NPCI guidelines to be adhered as on date and will include any guidelines issued from time to
time. Ye shail be obtaining a self-certification from each member/participants that they are adhering to
such guidelines. A communication detailing the modalities of such certification shall be shared separately.
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NPCI shall also be tracking from various reports, data, etc. to review that members/participants are

adhering to the guidelines.

We have also set up Surveillance & Enforcement (S&E) Division within the Risk Management Department
of NPCI to handle cases where non-compliance is ocbserved so that proper remedial action can be taken.
This will further maintain the smooth functioning of payment systems.

Please make a note of the contents herein and disseminate the information contained herein to the

officials concerned.

Yours faithfully,

| P A
1 "‘t‘:/’

Praveena Rai
Chief Operating Officer

Encl;
1. Anpexure A - Responsibilities of Members/Participants
2. Annexure B - List of Compliance Documents Checklist
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Annexure C
NPCI/UPIIOC-103/2020-21 03 March, 2021

To,

All Members participating in various NPCI Products

Madam / Dear Sir,

Sub: Guidelines for Self-attestation by members/participants

We refer to our OC. NPCHUPI/OC-99/2020-21 dated 12 January, 2021 regarding adherence to NPCI
guidelines by members/participants. In this connection, we are pleased to inform that we are
implementing a system based of self-attestation which shall simplify the task of confirming by

members/participants on adherence to various NPCI guidelines/circulars.

The self-attestation check-ist is based on documents such as Procedural Guidefines, Operating
Circulars. Technical/Data specifications, etc. Members/participants shall submit self-attestation through
the portal confirming compliance. The Self-attestation activity shall be on a periodic basis such as

annually or as and when required.

User details need to be submitted in the format given in Annexure A for allowing access to the system
by members/participants. This has also been shared in the email dated 12% January, 2021.
Members/participants who have still not taken access to the portal are requested to submit the details in

the format URGENTLY.
Members/participants are expected to submit self-attestation by 30 April, 2021.

Please maké a note of the contents herein and disseminate the information contained herein to the
officials concerned.

Yours truly,”
/ &
) v
Praveena Rai
Chief Operating Officer

Encl: 1. Annexure A - Member/Participant User registration form
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Annexure A

Responsibilities of Members / Participants

The responsibilities of the members/participants to various NPCI products are as follows:

» To comply with the on boarding & certification process.
» Adherence to the rules, regulations, instructions, etc. as per -
- OCsissued by NPCI
- PGsof NPCI
- NPCI data specifications for sending/processing transactions
» Prepare master list of compliances applicable to various products in co-ordination with NPCI &
ensure periodic review of the list.
» To monitor the adherence of regulations within the organization and take corrective steps in case
of any deviation.
The following corrective steps shall be taken for any non-adherence to NPC! regulations.

Level 1
« Letter shall be issued to the members/participants against any deviation observed.

Letter may be issued based on the severity of the non-compliance advising the
members/participants to explain why action cannot be taken on such members/participants for

the non-compliance.

= Members/Participants shall provide response within 15 working days from the date of letter.

» If the response is acceptable, then the observation shall be closed at NPCl end.

Level 2
e [ the response is not received within 15 working days or the response is not acceptable, then
- Letter shall be issued addressed to the senior official of the members/participants.
- Members/participants shall be given one to three months’ time from the date of issuance
of such leiter to take remedial action based on the severity.
- If not remedied within the said time lines, the members/participants will be served with a
notice for taking action by way of penalty.
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- The penalty shall be imposed basis the severity of non-compliance (i.e.
low/medium/high}.
lL.evel 3

« After imposing the penalty, if it is observed that the member/participant has not taken corrective
steps or still not responded to NPC! letter, then the issue shall be escalated, as the case may be,
to:- '

- Top management of the member/participants
- Regulator (RB!)

+ The member/parficipant shali be put under temporary suspension post the above activities with
appropriate internal approval. The pertiod of temporary suspension shall be based on the severity
of the non-compliant event.

¢ The non-compliant member/participant shall be provided with suitable time to remedy the non-
compliant event and it shall be monitored for closure. Post completion of initial temporary
suspension period, confirmation shall be sought from the members/participants for the corrective
steps taken at their end.

¢ In case member/participant has remedied the non-compliant event, the suspension shall be
revoked after validating remedial measure taken by such membet/participant.

» In case the member/participant has not remedied the non-compliant event, the suspension will
be continued till such time it is not remedied.

s After considering the following factors, the case shall be taken up for permanent termination of
membership for the product.

- severity of the case
- number of times the temporary suspension has been extended
- failure to implement remedial measures during the suspension period

» In case the remedial measures are implemented by the member/participants, then the
termination shal! be put on hold and status of non-compliance shall be monitored. If status found
to be compliant, then the case shall be closed,

Process for penal action

The penalty shall depend upen the severity of the non-compliance. The S&E Division shall assess each
non-compliance by members/participants and classify the severity of such case as low/medium/high.
NPCI shall inform the member/participants the severity level for any one or more events of non-adherence
to the NPCI guidelines. Based on the seveiity, the penalty shall be determined. In case proper
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explanation (acceptable to NPCI) is provided by the member/participant within the 30 days from the date
of communication of imposing penalty, in such case, the penalty shall not be applicable. Any decision
by NPCI, in this connection, shall be final and binding of such member/participant.



