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[bookmark: _Toc6911719][bookmark: _Toc6911817][bookmark: _Toc42185104]Introduction
This document details the requirement of banks to use the NPCI NACH system. The document talks about the digital signing and encryption in NACH
As per RBI compliance, any personally identifiable information (PII) data that could potentially identify a specific individual needs to be protected. Any information that can be used to distinguish one person from another and can be used for de-anonymizing anonymous data can be considered PII. Sensitive PII is information which, when disclosed, could result in harm to the individual whose privacy has been breached. Sensitive PII should therefore be encrypted in transit and when data is at rest. Such information includes biometric information, medical information, personally identifiable financial information (PIFI) and unique identifiers such as Aadhaar Number, Account Number, Mobile Number, Customer Name etc.
[bookmark: _Toc42185105] Current Process:
NPCI and member banks exchange files for processing of NACH financial and non-financial transactions, recon and settlement reports. In the existing process, all the financial and non-financial files are signed using the signing certificate.
[bookmark: _Toc42185106] Proposed Process:
All the financial, non-financial transactions files will be digitally signed and encrypted. Reconciliation and settlement reports will be encrypted using PGP encryption standards. This is achieved using public and private key mechanism between member banks and NPCI.




[bookmark: _Toc343957559][bookmark: _Toc330543822][bookmark: _Toc330556620][bookmark: _Toc330563610][bookmark: _Toc330589415][bookmark: _Toc330543823][bookmark: _Toc330556621][bookmark: _Toc330563611][bookmark: _Toc330589416][bookmark: _Toc330543824][bookmark: _Toc330556622][bookmark: _Toc330563612][bookmark: _Toc330589417][bookmark: _Toc330543825][bookmark: _Toc330556623][bookmark: _Toc330563613][bookmark: _Toc330589418][bookmark: _Toc330543826][bookmark: _Toc330556624][bookmark: _Toc330563614][bookmark: _Toc330589419][bookmark: _Toc330543827][bookmark: _Toc330556625][bookmark: _Toc330563615][bookmark: _Toc330589420][bookmark: _Toc330543828][bookmark: _Toc330556626][bookmark: _Toc330563616][bookmark: _Toc330589421][bookmark: _Toc330543829][bookmark: _Toc330556627][bookmark: _Toc330563617][bookmark: _Toc330589422][bookmark: _Toc330543830][bookmark: _Toc330556628][bookmark: _Toc330563618][bookmark: _Toc330589423][bookmark: _Toc330543831][bookmark: _Toc330556629][bookmark: _Toc330563619][bookmark: _Toc330589424][bookmark: _Toc330543832][bookmark: _Toc330556630][bookmark: _Toc330563620][bookmark: _Toc330589425][bookmark: _Toc330543833][bookmark: _Toc330556631][bookmark: _Toc330563621][bookmark: _Toc330589426][bookmark: _Toc330543834][bookmark: _Toc330556632][bookmark: _Toc330563622][bookmark: _Toc330589427][bookmark: _Toc330543835][bookmark: _Toc330556633][bookmark: _Toc330563623][bookmark: _Toc330589428][bookmark: _Toc330543836][bookmark: _Toc330556634][bookmark: _Toc330563624][bookmark: _Toc330589429][bookmark: _Toc330543837][bookmark: _Toc330556635][bookmark: _Toc330563625][bookmark: _Toc330589430][bookmark: _Toc42185107][bookmark: _Toc6911720][bookmark: _Toc6911818]Signing and Encryption process 
[bookmark: _Toc42185108] Transaction files 
Transaction files includes financial and non-financial files other than reports processed in NACH. Files should be first digitally signed and then the signed file will be encrypted using Pretty Good Privacy (PGP) encryption program.
[image: ]
Source to NPCI
Signing Using Private key certificate of the Source Bank
Encryption would be done using the public key of the certificate shared by NPCI.
NPCI to Destination Bank
Signing Using Private key certificate of NPCI
Encryption would be done using the Public Key of the certificate shared by destination Bank.
Destination Bank to NPCI
Signing Using Private key certificate of Destination Bank
Encryption would be done using the Public Key of the certificate shared by NPCI.
NPCI to Source
Signing Using Private key certificate of NPCI
Encryption would be done using the Public Key of the certificate shared by the Source bank.




[bookmark: _Toc42185109] Reports
All the reports sent to the banks will be encrypted using PGP encryption. 
[image: ]
NPCI to Banks
Encryption would be done using the Public Key of the certificate shared by destination Bank.
1.3 [bookmark: _Toc6911729][bookmark: _Toc6911827][bookmark: _Toc42185110] Digital Certificates for signing
1. Class II certificates for users of ACH and MMS & class III certificated for banks coming through Host-to-Host
2. Procure certificates from IDRBT or any of the CAs approved by IDRBT
3. Procure standard crypto tokens supporting PKCS#7
[bookmark: _Toc6911730][bookmark: _Toc6911828][bookmark: _Toc42185111] Digital File Signing
The following section provides details of how the file signing and verification needs to be done by the banks for NPCI ACH project. The format needs to be used for all files that are being sent to NPCI ACH system.
Similarly, for all files received from NPCI ACH system will be digitally signed. Bank needs to validate the signed file using the NPCI certificate using public key.
The purpose of a digital signature is to ensure data authenticity and that the data is coming from an authentic source. The signature is to be generated based on SHA 256 algorithm. The signature along with data and certificate are to be sent in single file which is an XML envelope.
Following process is to be followed by the bank and corporates (direct corporate) for signing the file and creating the XML envelope with data, signature and certificate:
1. Create signature with original data
2. Base 64bit encoding of original data and certificate
3. Enveloping all three 64 bit base encoded content (original data, signature and certificate) into single XML file using the below mentioned format.
4. The format and tags to be used for the XML envelope is provided below.
5. The XML envelope thus generated is then sent across by bank and from ACH.

The XML file will look like - 
<?xml version="1.0" encoding="UTF-8" standalone="yes" ?>
<Envelope>
	<OrgContent>
		.
		.
	</OrgContent>
	<Signature>
		Y7z1Y+c+u80a9vhUSi 
			.			.
			.
		u80a9vhUSi==
	</Signature>
	<Certificate>
		MIIExjCCA66gAwIBAgIJNv5
			.			.
			.
		66gAwIBAgIJNv5=
	</Certificate>
</Envelope>
In the above file structure, the actual data after base 64 encoding is put under “OrgContent” tags of XML envelope.
Reference - Approach for Creating Signature using Java APIs
[bookmark: _Toc6911731][bookmark: _Toc6911829][bookmark: _Toc42185112] ACH File Signing using PKCS#7 Signature in Java
Steps Involved in Signing:
Creating Signature
Java security packages can be used for the signature creation.
Following are the steps we need to follow for signature creation.
1. Use a PKCS keystore (pfx file) (as specified by the certificate vendor)
2. Specify  the signature algorithm (SHA256WITHRSA)
3. Read the file from system (original file)
4. Create an instance of Bouncy Castle's CMSSignedDataGenerator call addSigner API by passing private key, certificate and digest algorithm(SHA256WITHRSA)
5. Create an instance of the java.security.Signature class with specified signature algorithm.
6. Use initSign method of  java.security.Signature to initiate a signature with the private key of the user (private key extracted from the pfx file)
7. Use update method of  java.security.Signature and pass the original file (without Base64 encoded)
8. Now use sign method of  java.security.Signature which will return the signature in bytes
9. Now encode the signature with Base64 encoder
10. Extract the public key certificate from the keystore and encode it to Base64.
11. Encode the original file also into Base64.

Signed Envelope has following three components: 
1. OrgContent- Original data is encoded in Base64.
2. Signature- Generate detached signed data by using the private key and certificate. SHA256 digest algorithm is used. DER Encoded signed data is retrieved from the signed data and Base64 encoded.
3. Certificate- Certificate matching the above signer id is retrieved from the store and Base64 encoded.
Verification of Signed data
1. Original data and signature data are Base64 decoded. Signer instance is created using both data.
2. Certificate data is Base64 decoded and passed to the signer for verifying.
For the verification process to verify whether the data that was sent is authentic and has not been tampered with, the following steps are followed during the verification process:
1. The data is received in the form of a XML envelope. The XML file is parsed to get the signature, the original data and the certificate.
2. The public key of the certificate and the data is then used to verify the signature.
3. If the data has been tampered, the signature verification fails. Thus allowing checking the authenticity of the data.
4. Original data can be extracted from the “OrgContent” node in the XML file.

[bookmark: _Toc330543850][bookmark: _Toc330556649][bookmark: _Toc330563639][bookmark: _Toc330589444][bookmark: _Appendix_1_–][bookmark: _Appendix_2_–_1][bookmark: _MON_1432370358][bookmark: _MON_1432372874][bookmark: _MON_1581249726][bookmark: _MON_1435165533][bookmark: _MON_1447856074][bookmark: _MON_1404306247][bookmark: _MON_1434888888][bookmark: _Appendix_2_–][bookmark: _MON_1462697221][bookmark: _Appendix_3_–][bookmark: _Toc330543855][bookmark: _Toc330556654][bookmark: _Toc330563644][bookmark: _Toc330589449][bookmark: _Toc330543856][bookmark: _Toc330556655][bookmark: _Toc330563645][bookmark: _Toc330589450][bookmark: _Toc330543857][bookmark: _Toc330556656][bookmark: _Toc330563646][bookmark: _Toc330589451][bookmark: _Toc330543858][bookmark: _Toc330556657][bookmark: _Toc330563647][bookmark: _Toc330589452][bookmark: _Appendix_4_–][bookmark: _Appendix_5_–][bookmark: _Toc42185113] PGP Encryption
Pretty Good Privacy (PGP) is an encryption program that provides cryptographic privacy and authentication for data communication. PGP is used for encrypting, and decrypting files which will be shared with Member Banks from NPCI and Vice-Versa.
Public and private keys play a vital role in PGP to encrypt and decrypt the data. Public key is used to encrypt the data and private keys issued to decrypt the data. NPCI will share the tool and the Key corresponding to Bank for PGP encryption / Decryption.

Get the PGPPrivateKey and PGPPublicKey from the PKCS keystore (pfx file)  and x.509 certificates respectively for the PGP encryption and decryption process, however pgp internally uses compression and symmetric key encryption process.
Compression (ZIP) used for the reduce the size of the final output file and symmetric key (AES 256) for faster encryption process.
 











2.5.1 Encryption and Decryption Coding in java:

Converting public key to PGPpublickey in java:

(new JcaPGPKeyConverter().getPGPPublicKey(PGPPublicKey.RSA_GENERAL, <PublicKey object>, new Date()))

Converting Privatekey to PGPPrivatekey in java:

(new JcaPGPKeyConverter().getPGPPrivateKey(<PublicKey object>, <PrivateKey object>))

Certificate extenstions:

Application would support .CER or *.CRT certificate extensions

Encryption sample code in java:




Decryption sample code in java:
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    Encrypt_SampleCode.java
    
    


Encrypt_SampleCode.java    public static void rsaEncryptFile(OutputStream out, String fileName,  PGPPublicKey encKey, boolean armor,
            boolean withIntegrityCheck)  {
        
        try {
            Security.addProvider(new BouncyCastleProvider());

            if (armor) {
                out = new ArmoredOutputStream(out);
                
            }

            ByteArrayOutputStream bOut = new ByteArrayOutputStream();
        

            PGPCompressedDataGenerator comData = new PGPCompressedDataGenerator(PGPCompressedData.ZIP);

            PGPUtil.writeFileToLiteralData(comData.open(bOut), PGPLiteralData.BINARY,new File(fileName));
            

            comData.close();

            JcePGPDataEncryptorBuilder c = new JcePGPDataEncryptorBuilder(PGPEncryptedData.AES_256)
                    .setWithIntegrityPacket(withIntegrityCheck).setSecureRandom(new SecureRandom()).setProvider("BC");

            PGPEncryptedDataGenerator cPk = new PGPEncryptedDataGenerator(c);

            JcePublicKeyKeyEncryptionMethodGenerator d = new JcePublicKeyKeyEncryptionMethodGenerator(encKey)
                    .setProvider(new BouncyCastleProvider()).setSecureRandom(new SecureRandom());

            cPk.addMethod(d);

            
            byte[] bytes = bOut.toByteArray();

            OutputStream cOut = cPk.open(out, bytes.length); 
            
              cOut.write((bytes));
//            bw.write(Base64.getEncoder().encodeToString(bytes));
//            FileUtils.copyFile(new File("D:\\Development_Docs\\PGP\\Bulk\\plain-text-common.pgp"), cOut);
            
              
              
              cOut.close();
              out.close();
             // bw.close();
            
        }catch (Exception e) {
            // TODO: handle exception
            e.printStackTrace();
        }
        
    }
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Decrypt_SampleCode.java
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Decrypt_SampleCode.java    @SuppressWarnings("unchecked")
    public void rsaDecryptFile(InputStream in, OutputStream out, PGPPrivateKey priK)  {
        try {
            Security.addProvider(new BouncyCastleProvider());
            
            in = org.bouncycastle.openpgp.PGPUtil.getDecoderStream(in);
            PGPObjectFactory pgpF = new PGPObjectFactory(in);
            PGPEncryptedDataList enc;
            Object o = pgpF.nextObject();
            //
            // the first object might be a PGP marker packet.
            //
            if (o instanceof PGPEncryptedDataList) {
                enc = (PGPEncryptedDataList) o;
            } else {
                enc = (PGPEncryptedDataList) pgpF.nextObject();
            }

            //
            // find the secret key
            //
            Iterator<PGPPublicKeyEncryptedData> it = enc.getEncryptedDataObjects();
            PGPPrivateKey sKey = null;
            PGPPublicKeyEncryptedData pbe = null;

            while (sKey == null && it.hasNext()) {
                pbe = it.next();
//              sKey = findSecretKey(pubK, pbe.getKeyID(), priK);
                sKey = priK;
                

            }

            if (sKey == null) {
                throw new IllegalArgumentException("Secret key for message not found.");
            }

            
            
            
            PublicKeyDataDecryptorFactory b = new JcePublicKeyDataDecryptorFactoryBuilder().setProvider("BC")
                    .setContentProvider("BC").build(sKey);

            InputStream clear = pbe.getDataStream(b);
            PGPObjectFactory plainFact = new PGPObjectFactory(clear);

            Object message = plainFact.nextObject();
            System.out.println("Secret key info 3:: " + pbe.getKeyID() + new Date());
            if (message instanceof PGPCompressedData) {
                PGPCompressedData cData = (PGPCompressedData) message;
                PGPObjectFactory pgpFact = new PGPObjectFactory(cData.getDataStream());

                message = pgpFact.nextObject();
            }
            
            if (message instanceof PGPLiteralData) {
                PGPLiteralData ld = (PGPLiteralData) message;
                InputStream unc = ld.getInputStream();
                int ch;
                

                
                /*
                 * while ((ch = unc.read()) >= 0) { out.write(ch); }
                 */
                 

                FileUtils.copyInputStreamToFile(unc, new File("D:\\Development_Docs\\PGP\\Bulk\\target.txt"));

                
            } else if (message instanceof PGPOnePassSignatureList) {
                throw new PGPException("Encrypted message contains a signed message - not literal data.");
            } else {
                throw new PGPException("Message is not a simple encrypted file - type unknown.");
            }
            

            if (pbe.isIntegrityProtected()) {
                if (!pbe.verify()) {
                    throw new PGPException("Message failed integrity check");
                }
            }
            
            
        }catch (PGPException e) {
            // TODO: handle exception
            e.printStackTrace();
        }catch (Exception e) {
            // TODO: handle exception
            e.printStackTrace();
        }
        
        
    }
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