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1. OVERVIEW

a. Context

Chegue Truncation Solution (CTS) hosted by NPCl is intended to provide cheque settlement
and clearing services to banks in India. The solution is live in the country with existing model
of Clear House (CH) and Clearing House Interface (CHI).

The CTS solution is planned for an upgrade in year 2018. With this upgrade, CH is made
capable to provide business functionalities of CHI centrally. This provides option of replacing
CHI with a low-cost Data Exchange Module (DEM) to the banks.

Below are the key functionalities expected from DEM:
- Upload outward files to CH after signing and encryption

- Download inward files from CH and make them available to Capture System after
signature verification and decryption

- Download master files (CHM) from CH and make them available to Capture System.
- Provide file reconciliation information to CH periodically
- Perform switchover to secondary CH as and when DR is invoked at CH

- Perform key and certificate exchange with CH to ensure usage of valid keys for file
exchange

b. Purpose of the Document

The Data Exchange Module (DEM) is offered as an open specification option to the banks as
opposed to existing single vendor CHI. This empowers banks to opt for vendor of their choice
to provide DEM or develop and maintain in-house.

This document is intended to provide detailed specifications of DEM as a guideline to realize
the same. The specifications in this document are categorized in two buckets:

1. Mandatory: These are required to be implemented for a smooth exchange of data with
CH. Such specifications are given in bold.

2. Optional: These are guidelines for efficient and elegant functioning. Such specifications
are given in normal text.
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c. Component Diagram

Secondary CH
(DR Site)

Note: Banks can have multiple DEM installed and operational.

Legend ’ Description ’ Details

o Data Exchange Module (DEM) | Software component owned and operated by Bank at
their premises. Responsible for PKI security and data
exchange with CH

o Primary CH GRID CH from where processing is live
o Secondary CH GRID CH as DR site to primary CH
Presenting outward files DEM pushes outward files by sending a HTTPS
° message followed by SFTP of actual files
Receiving inward files DEM monitors remote folders at Primary CH for
o available inward files and pulls the same to bank
location over SFTP as and when available
Monitoring and processing DR DEM  monitors folder at Secondary CH for DR
o switchover file and swaps between primary and

secondary sites as and when switchover is signaled

NPCI’ Confidential, Restricted @Ncr
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2. Functional Requirements

a. Registration of DEM

Being a financial system, it is mandatory to white list each individual installation of DEM at CH.
CH will not exchange files with an un-registered DEM. This section details the registration process
along with requirements to be implemented at DEM.

ID ‘ Details ’ Owner

1. It is mandatory for banks to submit a registration request for each DEM Bank
installation with mandatory fields filled in. Separate web-portal will be hosted by
NPCI for this purpose.
Following is the list of fields for registration of a DEM installation. Mandatory
fields are denoted by *.
e DEM Name
e DEMID
e Bank Routing Number *
o Access |dentifier *
e Access Type *
e IP Address *
e Primary & Secondary PKI certificates *
e SFTP login credentials *
e Contact details: *
o Name
o Email
o Phone Number
e DEM Vendor *
2. DEM Name: Display Name for the DEM. This will be assigned by NPCI during
approval of registration request and is non-editable field for banks.
3. DEM ID: Auto generated by CTS application. It can be alphanumeric up to length
10 (VARCHAR 10)
4. Bank Routing Number: Routing number of the bank as per CTS masters for the
GRID
5. Access Identifier: This can be one of the following:
Bank Routing number: Routing number of the bank as per CTS masters for the
GRID in case the DEM is expected to process outward and inward for the entire
bank.
Branch Routing Number: Nine-digit branch routing number as per CTS masters
for the GRID in case the DEM is expected to process outward and inward for a
specific branch of a bank.
City Code: Valid city code from the GRID CH masters for which the DEM is

NPEI’ Confidential, Restricted @Ncr
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expected to process outward and inward. In case the DEM is expected to
process inward for multiple cities, please provide city code of primary city.

Note: The access identifier will be used to provide access to the respective inward files.
Hence, appropriate inward breakup option should be requested to CH to support this.
E.g., in case the Access Identifier is a branch, the breakout option should be set to
branch at CH. Similarly, if the Access Identifier is a City, the breakout option should be
set to City at CH.

In either scenario, bank is expected to provision DEM for each branch or City, as
applicable.

6. Access Type: Shall be one of the following:

e Bank
e Branch
° City

7. IP Address: The IP address which will be used for sending HTTPS messages and
SFTP requests.

Note: This IP address will be whitelisted at CH. Hence, should be the same as which will
be used in the requests. IP NAT, if any, should be considered while providing this value.

8. Primary & Secondary PKI certificates: Certificates to be used for PKI security.
Please refer Security requirements for details of the certificate format.

9. SFTP login credentials: user ID and password for SFTP login.

The SFTP user ID shall be unique across all registered DEMs.

10. = Contact details: Contact details of the responsible person - Name, email and
phone number

11.  DEM Vendor: Name of the vendor who is providing DEM. The list of known
vendors will be readily available in drop down to choose from. In case the vendor
is not available, please select "Other” and enter the name in text box provided.

12. | After receiving the registration request at CH, NPCI shall verify and process the CH
registration. A unique URL will be provided on the same Ul as approval to the
registration request.

13.  After the installation and configuration is completed at bank premises, bank = Bank
must access the unique URL to activate the registration. DEM cannot exchange
data with CH unless the installation is activated.

It is mandatory to access the URL from the IP address provided during
registration process.
The URL provided is unique per registration request and can be used only once.
14.  Accessing the URL will provide following details to the bank: CH
e [P address to send HTTPS message to Primary CH
e [P address to send HTTPS message to Secondary CH
e List of IP addresses to send SFTP requests to Primary CH
e List of IP addresses to send SFTP requests to Secondary CH

NPEI’ Confidential, Restricted @Ncr
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e SFTP folder name at remote locations to exchange inward and outward
files. Two separate FTP locations:
o Upload FTP location for Outward files
o Download FTP location for Inward files
e SFTP directory location to download Clearing House Masters (CHM) file
e URL to access CH for HTTPS messages and key exchange in the format:
"nttps:\\CH/token1/token2....
o Same URL needs to be used to communicate to CH by replacing
“CH" with primary or secondary CH IP, as applicable
15. | Above details needs to be configured in DEM for future usage. Bank
16. | This completes the registration process for DEM.

NPEI» Confidential, Restricted
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b. Submitting Outward Files
i. Outward Files from Capture system

Outward files are the files coming from Capture System and to be submitted to CH for further
processing. Below is the list of such files.

Important:  the details of individual file naming and format requirements are available in CHI

Specifications document. Please refer the same for further details.

Bank DEM should not allow to present outward files for banks other than Self or
Sub members under it (based on latest CHM). DEM should restrict the files at DEM
itself and should not transmit to CCH.

File Type ‘ BEEIS

CXF Outward presentment file containing details of items

CIBF Outward presentment file containing images of the items in a CXF. Each CIBF is
corresponding to a CXF and cannot exist on its own as independent file

RRF Outward return file containing details of items to be returned

DONE DONE files are used to indicate that transmission of a given file is completed to

DEM from capture.

ii. Outward Files from CPPS Bank

Outward files are the files coming from CPPS enabled Bank and to be submitted to CH for
further processing. Below is the list of such files.

Important:

The details of individual file naming and format requirements are available in CPPS
Specifications document. Please refer the same for further details.

Bank DEM should not allow to present outward files for banks other than Self or
Sub members under it (based on latest CHM). DEM should restrict the files at DEM
itself and should not transmit to CCH.

File Type ‘ BEEIS

CIIF Outward CPPS presentment file containing details of items.

NPEI’ Confidential, Restricted
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Below diagram provides the steps involved in uploading outward files to CH:

| & |

App Servers

HTTPS IP

DEM

HTTPS Request SETP

Capture Sign Encrypt =

Outward File

Details

DEM will receive the outward files from Capture System. Bank

DEM shall have no or minimum delay to pick up the files from Capture Bank

DEM shall digitally sign the entire contents of individual file using bank's private = Bank
key. Please refer Security requirements for details of digital signing. Sample
content of a file after signature and encryption are as given below:;

Trans.Signature.Data
Alias=X-167CHG_Syetmcert
ThumbPrint=
Routing_Number=070100
Sign-Algo=SHA256
Data=pw/OWTGGozX4tHwiBDFYNVGSECELmz FUGWYgsDIY20gQYQ/gz7C/ Yg3EPT26GE+2 tCELwKKREF1 TRgXSQYOLQ1KrS94bxX/ ruck9gj0oI8TRp411v1Z2IhEs
+dOHtoJ+MR60VT5gBn4QnxTHVMHruNgAlu5dh3gp3KPDLSMDLY 5crKrLEZXWEzTAhgQo71UV4 jgdhTPL4 /A0t /nzmdFiwy8 4n9Ep TnYMAYSnfRAx TNwhu7gg2rLa
wkiEMcmCIJDGI7H5/ 6gxRrxYg==
Trans.Signature.Data==
I»;<?xml version="1.0" encoding="utf-g"?2>
<FileHeader zmlns="urn:schemas-ncr-com:ECPIX:CXF:FileStructure:040001" VersionNumber="040001" TestFileIndicator="P" Creation
FileID="0023120">
<Item ItemSegNo="00000001780826" PayorBankRoutNo="040100" Amount="1239703" AccountNo="9040002394787" SerialNo="461142" Tra
PresentmentDate="02012018" CycleNo="01" NumOfImageViews="2" ClearingType="01" DocType="D" CurrencyInd="GHS" IQAIgnoreInd="0"
TruncatingRTNo="000000" SpecialHandling="00" RepresentmentCnt="0" MICRRepairFlags="000000">
<AddendA BOFDRoutNo="070100" BOFDBusDate="17012018" DepositorAcct="999999" />
<ImageViewDetail ViewFormat="TIFF" CompressionType="JPEG" ViewSideIndicator="Front Gray" ViewDescriptor="Full" ImageAval
ReplacementDocIndicator="N" ImageCreatorRoutNo="901020" ImageCreationDate="17012018">
<ImageViewData ImageDatalength="0000109433" ImageDataOffset="0" FileName="CIBF_070100_17012018_192542 01_0023120_1.IMG
ImageReferenceData="2018011709010201168011710200019" ClippingOrigin="0" />
</ImageViewDetail>
<ImageViewDetail ViewFormat="TIFF" CompressionType="JPEG" ViewSideIndicator="Back Gray" ViewDescriptor="Full" ImageAvail
ReplacementDocIndicator="N" ImageCreationDate="17012018">
<ImageViewData ImageDataLengt'rF“0000054834" ImageData0ffset="109433" FileName="CIBF_070100_17012018_192542_01_0023120_
ImageReferenceData="201801170901020118011710200019" clippingOrigin="0" />

</ImageViewDetail>
</Item>
NPEI’ Confidential, Restricted @Ncr
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Sample of CIBF file after signature and encryption:

Routing Number=110300300

Algo=TDES

Fey=CVkxJQdSVEEkBrSFhAzowSzsmMmEgMbBxoJq/wOc4WIHGG] 3VQIGR+£2+YAZ1 BwZ2t8MebaGF/ rQdenC9EVI/gN4aUG2Yenml ] 38
L5v40fLuaJBSQF/ JI48MvMIYMU7/ coHAxTNBeCnc7 2ueW/ rY0TxBp2 5+bWpVbmgCOO0L 9wasj O/ xHzWajy4/ j3etAdbowpbYYSviwAAED
WIVYLZXyGfHE6S1zgaT3tGG3en07teyvnYRFbGRORWER2G3k/ BzapGhaNzvEBafEItXOAYARFrfq/b30ESTvWIraBfEwr12m4pTplD/ Wx
W5 JTpXTvyl]jck3pSmd+gQDAuPRUBBAZRGRQ==

Trans.Encrypt.Data==
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OhpEExn], M<Ikii<Dyes [1e¥)-21° °koglod; OTXmcl{XaI>8UMCP 3c+ -pi<"UES, ¥ 1 "E[T LEzlhénET

/. +E2B4 BAISTF" fPesUfT

w4, \ut+>p }Ieudcsds, ﬁAa—“ziﬂﬁréazﬁ( m-S8I88%WN; —*%18d]T0Uq —.E¥| " BadrTk €>81) t2—;Lc +Ao q

_MIE] el Usa,@icE@ -EzZd

0 ef00 Lé&%[x}G5£+86T00L. 00 e  SuullldiM; BN-S>4~Fc [ v~, »—Ea~51¢ S®IHBA1GG2~E-] AT ["
“2HI6G-.ubiE]. TARhIE) ETAsF ke | ¥ |piwkEs -

G:ixI EdA33m" oTeE @&&d~ SN E-4LETALS L« 302

BIETR-]

Digital signing and encryption is not applicable for .DONE files as those are zero
kb. DEM shall ignore .Done file.

4 After successful signing, the entire contents including the digital sign shall be Bank
encrypted using public key of CH
5 After encryption, the file is ready to send. To initiate transmission, DEM must send = Bank

a HTTPS message in following format:
Request type: POST
Request String:
Reqgtype=R&Filename=&Filetype=0UT&Filesize=&Routeld=&Timestamp=&HTTPSe
ssionid=&FTPHostname=
Where:
Regtype: Fixed value “R”
Filename: name of the file to be sent in upper case. Comma separated list
in case multiple files are to be sent. Max length: 256 char
Filetype: fix value "OUT"
Filesize: Size of the file in bytes. Comma separated list in case multiple files
are to be sent. Max length: 256 char
Routeld: DEM identifier
Timestamp: Timestamp of the request, must not be a future time
HTTPSessionid: For future use. To be kept blank.
FTPHostname: For future use. To be kept blank.
6 This HTTPS request must be sent to the CH HTTPS URL received during Bank
registration process.

7 DEM shall wait for response of this message before initiating SFTP transmission. Bank
8 As a response to the HTTPS request, CH shall send details in following XML format: = CH
<handshake>
<errcode>0</errcode>

<filetype>OUT</filetype>

NPCI’ Confidential, Restricted @DNCR
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<regtype>R</reqtype>
<ftphostname>153.71.45.76</ftphostname>
</handshake>

Where:
Errcode: Indicates processing result. Please refer appendix A for list of
processing result codes and respective handling.
Filetype: Fixed value OUT
Regtype: fixed value R
Ftphostname: IP address of the FTP server to which SFTP connection shall
be established.
9 DEM shall not proceed with transmission if any of the following is true: Bank
1. The HTTPS request timed out
2. Errcode has a non-zero value
3. Filetype and Reqgtype values are not as expected
10 After receiving valid response from CH, DEM shall establish the SFTP connection = Bank
using login credentials set during registration process.
11 Upon successful connection, DEM shall send files listed in the initiation message Bank
to CH over SFTP with a temporary name.

Files received at CH are mapped against the names received in the corresponding
message. Files not listed in the message will be ignored by CH

12 After each file is transmitted successfully, DEM shall rename the file to its original = Bank
name

13 It is advised to use temporary name by appending “.tmp” at the end of original file = Bank
name. The “.tmp” string can be removed during the rename operation.

14 The file upload must be done to the upload FTP folder location for file exchange
received during registration process.

15 After successful upload of files, the SFTP connection must be closed after logging Bank
out. Also, a timeout of 5min shall be set for idle/non-responding sessions.

Not closing the login session and SFTP connection can result in exhausting SFTP
connections which will prohibit the DEM from sending files for duration set by NPCI.

16 It is recommended that DEM shall implement timeout and retries for HTTPS  Bank
messages and SFTP connection and transmission requests.

17 It is advised to send corresponding CXF and CIBF files in a single HTTPS message = Bank
to avoid delay in processing. DEM should not upload .Done file to CH.

18 It is advised that DEM should keep a local backup of all uploaded files as CH may = Bank
request them in future again.

NPEI’ Confidential, Restricted
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c. Retrieving Inward Files

Inward Files for Capture System

Inward files are the files coming from CH and to be made available to Capture System for
further processing. Below is the list of such files.

Important:  The details about naming convention and file format requirements for Capture
Interface files are available in CHI Specifications document. Please refer the same
for further details.

File | Details

Type

RES Response file for already presented outward (CXF/RRF) file. There can be multiple
response files for one presented file

PXF Inward presentment file containing details of the items.

PIBF Inward presentment file containing images of the items in a PXF. Each PIBF is
corresponding to a PXF and cannot exist on its own as independent file

RF Inward return file containing details of return items

EF Inward Extension files containing details of extensions

OACK  Outward Acknowledgement file

EOS End-Of-Session file

CHM CH Masters file

Ccsv CSV reports from CH

PDF PDF reports from CH

XLS XLS reports from CH

RPT RPT reports from CH

Inward Files for CPPS Bank

Inward files are the files coming from CH and to be made available to CPPS enabled bank for
further processing. Below is the list of such files.

Important:  The details about naming convention and file format requirements for CPPS
inward files are available in CPPS Specifications document. Please refer the same
for further details.

File Type ’ Details
CPPS_RES ' Response file for already presented outward (CIIF) file.

NPEI’ Confidential, Restricted @Ncr
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Below diagram provides the steps involved in retrieving inward files from CH:

| i |

App Servers

HTTPS IP

DEM

HTTPS Request SETP

Capture

Verify
Inward|File | Signature

Decrypt |«

ID ‘ Details ‘ Owner

1. Periodically, DEM shall check for un-retrieved inward files to be present at Bank
primary and secondary CH and shall retrieve them if present. To do so, DEM
must follow following steps.
Note: In case of multiple DEMs at one bank, individual DEM is expected to scan
respective sub-folders only. Please refer section “Multiple DEM for a Bank” for
further details.
2. It is important that DEM should check and retrieve files from primary and Bank
secondary CH to support disaster or switchover scenario
3. Toinitiate retrieval, DEM must send a HTTPS message in following format: Bank
Request type: POST
Request String:
Reqtype=R&Filename=&Filetype=IN&Filesize=&Routeld=&Timestamp=&HTTPS
essionid=&FTPHostname=
Where:
Regtype: Fixed value “R”
Filename: blank
Filetype: fix value “IN”
Filesize: blank
Routeld: DEM identifier
NPEI’ Use and DiscIoi:nsfl?;;gz:;ﬁzrsw:‘:;tl:lgﬂ Instructions
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Timestamp: Timestamp of the request, must not be a future time
HTTPSessionid: For future use. To be kept blank.
FTPHostname: For future use. To be kept blank.

4. This HTTPS request must be sent to the CH HTTPS URL received during Bank
registration process.
5. DEM shall wait for response of this message before initiating SFTP Bank
transmission.
6. | As a response to the HTTPS request, CH shall send details in following XML = CH
format:
<handshake>
<errcode>0</errcode>
<filetype>IN</filetype>
<regtype>R</reqtype>
<ftphostname>153.71.45.76</ftphostname>
</handshake>
Where:
Errcode: Indicates processing result. Please refer appendix A for list of
processing result codes and respective handling.
Filetype: Fixed value IN
Reqtype: fixed value R
Ftphostname: IP address of the FTP server to which SFTP connection
shall be established.
7. DEM shall not proceed with transmission if any of the following is true: Bank
1. The HTTPS request timed out
2. Errcode has a non-zero value
3. Filetype and Reqgtype values are not as expected
8. | After receiving valid response from CH, DEM shall download files using Bank
following options,
1. Get download file list from remote directory scan using SFTP
connection.
2. Get download file list using HTTPS message.
NOTE: 1) In case of single Bank DEM, they can use any one option at a time.
2). In case of multiple DEMs where subfolders have been configured at
CCH to segregate inwards file. They must use Option -2.
9. 1. Get File list from remote directory scan using SFTP connection: Bank
1.1. DEM shall establish the SFTP connection using login credentials set
during registration process. Upon successful connection, DEM shall
NFFI,’, Use and DiscIocsznstz)cli;;tF:3:;5:::??;20 Instructions
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check if there are any files present at the download FTP folder
locations received during registration process (for file exchange and
for CHM) matching with file name pattern as given in the CHI
specification document for inward files.

It is recommended to match maximum possible file name pattern to avoid

overheads on DEM

1.2. DEM must scan through all remote folders and subfolders to identify = Bank
files to download

Note: for multiple DEM, the subfolder needs to be configurable per DEM
installation. Please refer section “Multiple DEMs - Data Segregation” for
further details.

1.3. It is mandatory to have the file types and paths configurable to ensure = Bank
extensibility of the application. E.g., in future, DEM can be configured
to transmit new file types as well or the folder structure can be
changed.

1.4. In case any such files are present, DEM shall download all files to local = Bank
directory.

1.5. DEM must download the files efficiently. Ideally, DEM shall retrieve = Bank
one file in one FTP session. In case of multiple files per FTP session,
the number of files to be retrieved per session must be configurable.

1.6. After successful download of files, the SFTP connection must be
closed after logging out. Also, a timeout of 5min shall be set for
idle/non-responding sessions. Not closing the login session and SFTP
connection can result in exhausting SFTP connections which will
prohibit the DEM from sending files for duration set by NPCI.

1.7. Total count of FTP sessions a DEM can open with CH must be Bank
configurable and shall be set to the value advised by NPCI.

2. Get File list using HTTPS message: Bank

2.1. Bank DEM should send intermittent HTTPS message to get list of
available files for download.
Request type: POST
Request String :
Regtype=FL&Filename=&Filetype=IN&Filesize=&Routeld=

Where:
Reqtype: Fixed value “FL"
Filename: blank
Filetype: fix value “IN"

NPCI’ Confidential, Restricted @DNCR
T Use and Disclose Solely Pursuant to NPCl Instructions

PORATION GF NDA Page |15



Cheque Truncation Solution
Technical Specifications - DEM

Filesize: blank
Routeld: DEM identifier

HTTPS message Response:
As a response to the HTTPS request, CCH send details in following XML
format:

If file is available for download, below will the response
<handshake>
<errcode>0</errcode>
<filetype>IN</filetype>
<regtype>FL</reqtype>
<File_List>
1123\CXF_070200200_20022018_164332_01_0001326.XML.RE
S;070200200\BPXF_070200200_20022018_164332_01_000132
7 XML
</File_List>
</handshake>

NOTE: File_List will contain file name with relative path. In case of multiple files, it
will be semi-colon separated.

If no file is available for download, below will the response
<handshake>
<regtype>FL</regtype>
<errcode>0</errcode>
<filetype>IN</filetype>
<File_List>NO_FILES_FOUND</File_List>
</handshake>

2.2. Using DEM identifier (ID), CCH DEM retrieve available valid files for CCH
download from DB. Number of available files that will be send for
each HTTPS request will be configured by CCH. Default value is 100.

Note: In case of multiple DEM, Bank needs provide list of subfolders to CCH
operator for configuration of subjfolder as per DEM at time of installation.

In future any changes in subfolders, CCH operator needs to be informed.

Please refer section “Multiple DEMs - Data Segregation” for further details. As
per subjolder configuration CCH DEM retrieve list of files for download.

NPEI’ Confidential, Restricted @NCR
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2.3. Based on file list, Bank DEM shall prepare a Download batch of 5 files. Bank
Each download batch connect SFTP session & download the files.
DEM download the file with temporary file name and after successful
download, it renamed it back to original name.

2.4. After successful download of files, the SFTP connection must be Bank
closed after logging out. Also, a timeout of 5min shall be set for
idle/non-responding sessions. Not closing the login session and SFTP
connection can result in exhausting SFTP connections which will
prohibit the DEM from sending files for duration set by NPCI.

10. After downloading files per session, DEM must send HTTPS message in Bank
following format:

Reqgtype=A&Filename=_&Filetype=IN&Filesize=&Routeld=&Timestamp=&HTTP
Sessionid=&FTPHostname=

Where:
Regtype: Fixed value “A”
Filename: name of the file which is downloaded in upper case
including the relative subfolder path. Comma separated list in case
multiple files are downloaded. Max length: 256 char
Filetype: fix value “IN”
Filesize: Size of the downloaded file in bytes. Comma separated list in
case multiple files are downloaded. Max length: 256 char
Routeld: DEM ID
Timestamp: Timestamp of the acknowledge request, must not be a
future time
HTTPSessionid: For future use. To be kept blank.
FTPHostname: For future use. To be kept blank.

Note: Bank DEM must send acknowledgement via http message to CCH for
inward file as well as report files.
11. As a response to above HTTPS message, DEM must wait for following Bank
response before marking the retrieval as complete:
<handshake>
<errcode>0</errcode>
<filetype>IN</filetype>
<reqtype>A</reqtype>
</handshake>
For applicable error codes, please refer Appendix-A
12. DEM must ensure that above HTTPS message is sent and response with

NPCI’ Confidential, Restricted @NCR
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errcode zero is received. This is required to ensure that same file(s) is/are not
available for duplicate download. Any failure in this confirmation message
exchange may keep the file available for download and result in downloading
same file(s) multiple times.
13. DEM shall decrypt and verify signature of all files before making the files Bank

- available to Capture System. Decryption and Signature verification operations
shall be configurable per file type. This is required to support zero KB files
(e.g. EOS files).

Note: NPCI reserves the right to change the file types, naming convention and
applicability of signing, encryption (one or both) for any inward or outward file
type. Hence, this must be configurable.

14. DEM shall perform download activity sequentially in such a way that only one = Bank
download is in progress for one file at a given point in time.
Parallel download may result in corruption of files on disk

15. It is recommended that DEM shall implement timeout and retries for HTTPS ' Bank
messages and SFTP connection and transmission requests.

16. It is recommended to have the time between two successive checks for = Bank
inward files as configurable

d. Switchover of CH

D ‘ BIAEIS ’ Owner

1 | During retrieval of inward files, DEM shall also check for switchover files at primary as = Bank
well as secondary CH.
A switchover file is a zero-kb file with naming convention DEMID_switchover.txt.

2 As and when the switchover file is received, DEM shall swap the IP addresses between = Bank
primary and secondary CH. This shall result into DEM pointing to the secondary CH.

Note: Secondary CH is the CH to which DEM is not sending outward files. E.g., if a DEM in
Western GRID is sending outward to Mumbai, the DR site ie. Hyderabad becomes
secondary. Similarly, when DEM is sending outward files to Hyderabad, Mumbai site
becomes secondary.

3 | After swapping the IP addresses, DEM shall rename the remote file by appending
“processed” at the end of name of the file.

4  The switch of IP addresses shall be applicable for HTTPS IP and SFTP server IP  Bank
addresses.

e. Resend of Files

N El’ Confidential, Restricted
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ID ‘ Details ’ Owner

1 | Depending on the processing at CH, occasionally CH can request DEM to resend CH
certain files. This is required to handle scenarios of switch over and file getting
corrupted during SFTP transmission.

2 In such events, CH shall create a resend file and make it available in the SFTP folder = CH
location for DEM.

3 | Naming convention for resend file is DEMID_Resend *.txt where * can be CH
alphanumeric string up to 35 characters. This file contains list of files to be resend with
one file name on each line. Below is a sample of contents:

CXF_143123450_08052007_023102_00_0000866. XML
CIBF_143123450_08052007_023102_00_0000866_01.IMG
CXF_143123450_08052007_023102_00_0000867 . XML
CIBF_143123450_08052007_023102_00_0000867_01.IMG

4 Optionally, the resend request file may contain time in minutes as first row in the file. CH

5 DEM shall retrieve such files and as processing of this file, DEM shall first read list of Bank
files to resend and resend them to CH from local backup.

6  If the first two in the file is a time in minutes, DEM shall calculate the effective time by = Bank
subtracting the minutes from current system time.
e.g., if the resend file contents are as below:

20

CXF_143123450_08052007_023102_00_0000866 . XML
CIBF_143123450_08052007_023102_00_0000866_01.IMG
CXF_143123450_08052007_023102_00_0000867 . XML
CIBF_143123450_08052007_023102_00_0000867_01.IMG

DEM shall process as below:

1. Resend four listed files

2. Calculate effective time as:
18:00:00 - 90minuts = 16:30:00 Where 18:00:00 is current system time for
DEM

3. Resend all files sent to CH after 16:29:59

7 As a final step of processing, DEM shall rename the remote file by appending Bank
“processed” to the filename.

NPEI’ Confidential, Restricted
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f. Data Reconciliation

D ‘ BIEEIS ’ Owner

1 | For reconciliation, DEM must send count of presented and retrieved files to CH Bank
periodically.

2  ltis required to send the reconciliation file at the end of each presentment or retrieval = Bank
cycle.

3 | Optionally, DEM can have an independent routine executed periodically to send the = Bank
reconciliation file

4  Reconciliation file is a CSV file with naming convention as: Bank
DEMID_ddmmyyyy_ HHmmss.dem.csv
Where, ddmmyyyy is date of creation of file and HHmmss is creation time.
HH indicates hour in 24 hr format
Single digit values should be left padded with zero (e.g. 1-Jan-2018 is written as

01012018)
5 | The file shall contain a comma separated values which can be represented as below Bank
table:
FILE_TYPE | SESSION_NUMBER | FILE_COUNT
CXF 0 70
CIBF 0 70
PXF 1 12
PIBF 1 12
RRF 0 10
RF 2 5
RES 0 80
ERF 0 0
EF 0 0
EOS 1 1
ClIF 0 5
CIIF.RES |0 3

File count for each file type is count of files sent or retrieved by DEM for the current
System date.
Each file shall contain the header row as first row.
PXF indicates all types of PXF files.
For files which are not processed, entry with zero as file count is a must.
CIIF and CIIF_RES file type applicable only for CPPS enabled Banks.
6 | Itisrecommended to send reconciliation file every 30 seconds. Bank

NPEI’ Confidential, Restricted
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g. Multiple DEMs - Deployment models for a Bank

Banks are allowed to host multiple DEM in one GRID. In addition to serve with DR capabilities, this will
also enable banks to utilize the redundant MLPS link efficiently. Below are the different models
proposed in this regard:

i. MPLS bandwidth optimization

DEM-1: DEM utilizing one MPLS link
DEM-2: DEM utilizing the other MPLS link
DEM-3: Common DR for DEM-1 & DEM-2

DEM DR MPLS failover

NPEI’ Confidential, Restricted @NCR
Use and Disclose Solely Pursuant to NPCI Instructions

MATIONAL PAYMENTS CORPORATION OF INDIA
Pa ge | 21



Cheque Truncation Solution
Technical Specifications - DEM

ID ’ Details " Owner

1. DEM-1 & 2 can process inward and outward in parallel by utilizing bandwidth from = Bank
both MPLS providers
2. In case of failure of any DEM, common DR setup can be made operational. Banks = Bank
need to ensure data backup and replication across operational and standby DEM.
3. In case of one MPLS link failure, both DEMs can be operated through another = Bank
MPLS link

ii. Load Distribution

DEM 1 to 4: Active DEM responsible for respective inward and outward data exchange
DEM-DR: Common DR (Can be multiple)

ID ’ Details ’ Owner

1. Inthis model, banks can opt to implement multiple DEM to exchange the data with = Bank
CH
2. The basis for segregation of data across DEM will be based on the operational = Bank
model for the bank e.g., one DEM for each city, DEM for a group of cities, separate
DEM for each transaction code etc.

3. Bank can opt for single or multiple DR installations depending on total count of = Bank
DEMs
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lii. Spoke and hub

1D ’ BISE]S " Owner
1. In this model, internal DEM can connect with one (or two) DEM responsible for = Bank
data exchange with CH
2. Inthis model, the DEM installations internal to bank premises may not opt for PKI = Bank
security.
3. The DEM installations internal to bank will not be registered at CH Bank
4. | This model can provide flexibility to banks to add DEM installations as and when = Bank
required without any dependency on NPCI
h. Multiple DEMs - Data Segregation
1D ’ Details ’ Owner
1. NPCI shall provide the bank folder access for all DEMs registered at CH for a given CH
bank
2. For outward processing, each DEM must create a subfolder at CH for its outward = Bank
submission. This is required to ensure that the same DEM should get the response
files.
3. For retrieval of inward files, each DEM shall be configured to access corresponding = Bank
subfolders at CH. E.g., If the DEM is configured for given city or multiple cities, it
must be configured to retrieve inward from folder for that city or cities only.
Confidential, Restricted
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Note: the folder structure for inward generation remains same as CHI ie.
bank/city/branch/date for city-wise inward generation, bank/branch/date for branch-
wise generation and so on.
This configurability is currently available with captures as even today the inward is
generated at central location and captures pick up relevant inward files for distributed
processing model
4. | For DR DEM setup, adequate measures shall be provisioned to ensure back-up of = Bank
local file system. This is to avoid the load on DR DEM as and when switchover is
invoked.
5. | Each DEM exchanging data with CH must comply with the PKI requirements. Bank
6. | Bank can opt for same or different PKI certificates for each DEM registered at CH Bank

NPEI» Confidential, Restricted
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3. SECURITY

a. Secure Exchange

ID ‘ BISEIS ’ Owner

Cheque Truncation Solution

1 | Itis a must for DEM to use HTTPS protocol for message exchange. HTTP protocol will = Bank
be blocked at CH.

2  Itis must for DEM to use SFTP for file exchange. FTP and FTPS will be blocked at CH Bank

3 | Itis must for DEM to use Hardware Security Module (HSM) for key storage, signing and = Bank
encryption.

4 In memory encryption is not permitted for security reasons. The application is Bank
expected to send data to HSM card for signing and encryption on HSM card.

5 | The port numbers for HTTPS and SFTP communication must be configurable at DEM. Bank

6  DEM must support communication using TLS 1.1 and above. Bank

b. PKI for Data in Transit
i. Outward Files
ID ‘ Details

Supported Security algorithm:

Bank

3DES -Triple Data Encryption Algorithm is a way to reuse 3DES implementations, by chaining
three instances of DES with different keys. 3DES is believed to still be secure because it
requires 2'? operations which is not achievable with foreseeable technology. 3DES is very slow
especially in software implementations because 3DES was designed for performance in

hardware.

AES -Advanced Encryption Standard is the successor of DES as standard symmetric encryption
algorithm. AES uses keys of 128, 192 or 256 bits, although, 128-bit keys provide sufficient
strength today. It uses 128-bit blocks and is efficient in both software and hardware
implementations.

Comparison:
3DES AES
Key Length |56 bits 128,192, or 256 bits
Cipher Type | Symmetric block cipher Symmetric block cipher
Block Size |64 bits 128 bits
NPEI’ Confidential, Restricted
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Security Proven inadequate Considered secure

Has shorter and weaker encryption
keys compared to AES. Believed to still
be secure because it requires 22
operations which is not achievable with

More secure than the 3DES cipher and
is the de facto world standard.

foreseeable technology.

DEM shall use following security algorithms and topologies:

a.
b.
C.

Hash algorithm RSA SHA-256
RSA Asymmetric encryption with 2048-bit key length
Triple DES (3DES, TDES) symmetric encryption with 168-bit key length. The
Initialization vector must be a byte array initialized with value 0 to 7.
Advanced Encryption Standard (AES) with 256-bit key length. The Initialization
vector must be a byte array value 0 to 16 for AES padding.
Certificates in X.509v3 format system certificate
Certificates must be stored in HSM card / network HSM
Bank public key certificate to be shared with CCH during registration for Digital
Sign verification & Data Encryption
It is bank's responsibility to register the certificate from Ul at CH as and when
new certificate is intended to be used.
Class 3 system certificate is required for digital signing issued by IDRBT CA.
All conversion between Byte to string and vice versa shall be done using ASCII
Encoding
Line separator character must be \n’ at following places,

e Between encryption header and encrypted content

e Between Signature header and File content

2  Digital Signature header information is as given below: Bank
No
1 Trans.Signature.Data Start of signature header
2 Alias=X-167CHG_Syetmcert It is Banks Private key label
(Alias name) created in HSM
card
3 ThumbPrint= This is blank in case of HSM
PKIl operations.
4 Routing_Number=110001000 Where 110001000, is DEM
Bank Routing_Number
5 Sign-Algo=SHA256 Digital signature algorithm
name
6 Data= Digital Signature data.
pw/OWTGGozX4tHwWiBDFYNVGSECZLmzFuGW... which is wrapped in
base 64 encoding.
Confidential, Restricted @NCR
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7 Trans.Signature.Data== End of signature header

Sample screenshot of Digital Signature header is given below:

Trans. Signature Data

Alias=X-167CHG Syetmeert

ThumbPrint=

Routing Mumber={70100

Sign-Algo=SEA256

Data=pw/ O GGoz XA tEwiBDFYNVGSECZ Lz FuGYgsD9Y20qQ¥0/ g2 7C/ Tg3ERT26Gf + 24 CZLwKkRxF1 TRgx3Qy0LQiKeS 4bux  ruCxdqi0018TRp411v1 2ThBs ciVhuOBMraQaTDSREAEVD+D 6
Trans. Signature.Data=

3 | Encryption header information is as given below: Bank

No

1 Trans.Encrypt.Data Start of Encryption header

2 Alias=X-167CHG_Syetmcert It is Banks Private key label
(Alias name) created in HSM
card

3 ThumbPrint= This is blank in case of HSM
PKI operations.

4 Routing_Number=110001000 Where 110001000, is DEM
Bank Routing Number

5 Algo=3DES Where 3DES, is encryption

algorithm name.
For 3DES must be: 3DES /
TDES
For AES must be: AES

6 Key=FOSFCV8Ziof+j30SRgfVrVMiDDIUIIYMQgZ2I RSA Encrypted Symmetric

+yoZdIMLyA1D2b1b1N+GwaeU... Key which is wrapped in

base 64 encoding.
CH Public key is used for
Encryption of symmetric key.
Symmetric key is used for
encrypting Digitally signed

data.
7 Trans.Encrypt.Data== End of Encryption header
NPEI» Confidential, Restricted
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Below is sample screenshot of encryption header:

Trans.Encrypt.Data

Alias=X-167CHG_Syetmeert

ThunbPrint=

Routing Munber=070100

Algo=30ES

Key=F0SFCVBZiof+]30SRgfVrVMiDD1U11 g2 T+yoZd1MLyALD2b1b1N+GiraeU5hdoDAxnsQzyHOusqnnr 1ARypQYCCoZmpdo20Th0 fUTKHsve ThDQVvHipI +cYa2qOwt fFCUDVZQHtnh 1 AFAT Veki
Trans.Encrypt.Data==

4 | Following outward file types are required to have signing and encryption: Bank
1. CXF
2. CIBF
3. RRF
4, CIIF (Only for CPPS enabled Bank)

5  Following outward file types does not require signing and encryption: Bank
1. Reconciliation file

ii. Inward Files

I BIAEIS Owne
D r

1 | Encryption Header information is given below: CH

No

1 Trans.Encrypt.Data Start  of  Encryption
header

2 Alias=28CHG_System_PKIUtility It is CH Private key label
(Alias name) created in
HSM card

3 ThumbPrint=4549E13331FFDCA6176262BC8B64E  This is CCH Public

A0329873E39 certificate thumbprint

4 Routing_ Number=110001000 Where 110001000, is
CCH Routing number

5 Algo=3DES Where 3DES, is

encryption algorithm.
For 3DES must be:
3DES / TDES
For AES must be: AES

6 Key=WuSsO1tOLdRvk]jr8Ztl0fz2VtcH+usbSN/OL RSA Encrypted

R5ITOWXVIN...... Symmetric Key which is

wrapped in base 64
encoding.
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Banks Public key is
used for Encryption of
symmetric key.
Symmetric key is used
for  decryption  of
downloaded file.

7 Trans.Encrypt.Data== End of  Encryption
header

Below is a sample encryption header:

Trans.Encrypt.Data

Alias=28CHG System PRIVtility

ThunbPrint=4543E13331FFDCAGL 76262BCHBO4ER)329873E39

Routing Number=000100

Algo=3DES

Rey=uSs01 t0LdRvkIjeB2t 1022Vt cH+ushSH/ QLRSI 0wRViNcSNag] TdzR 1B 23wt LVORCTsdTxTquil+qyhablinaliP+E TS oVEhpaB0rd0¥Ugz I 261 hsde0zsAF2TqTiz K79 /A29KE S +kRg
Trans,Encrypt Data==

2 Digital Signature header details are given below: CH

No

1 Trans.Signature.Data Start of signature
header

2 Alias=X-167CHG_Syetmcert It is CCH Private key

label (Alias name)
created in  HSM

card

3 ThumbPrint= 549E13331FFDCA6176262BC8B64EA CCH public

0329873E39 certificate

thumbprint

4 Routing_Number=110001000 Where 110001000,
is CCH Routing
number

5 Sign-Algo=SHA256 Digital  signature
algorithm name

6 Data= Digital ~ Signature

MbzfPY8WV|XIOrsm/cmMJi9cm9DFkmlac7ZQxAykKON8S  data.  which s
wrapped in base 64
encoding.

7 Trans.Signature.Data== End of signature
header
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Below is a sample digital signature:

Trans. Signature.Data

Alias=26CHG System PRIUtility

ThurbPrint=4549E13331FFOCA6176262BCBB64EA329873E39

Routing Muxber=000100

Siqn-Algo=SHA256

Data=MbzfPYBiNIXI0rsm/ culdli SemDFknlacTZ0xAykKONBYAmgC+ne TiUNMApnB+itgVILOX511R] 16 tudivcD350gabs InlgP2MygEuoLpghfY22 En0RABC I +Haog)Y Y TRXZKAD ddRwDde IL
Trans. Signature.Data=

3  Following inward file types are required to have signature verification and decryption:  Bank

1. RES
2. OACK
3. PXF
4, PIBF
5. RF
6. EF
7. CPPS_RES (Only for CPPS enabled Bank)
8. PDF (Report from CH)
9. RPT (Report from CH)
10. XLS (Report from CH)
11. CSV (Report from CH)
4  Following inward file types does not require signature verification and decryption: Bank
1. EOS
2. RESEND
3. SWITCHOVER
4, CHM
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lii. File encryption Interfaces:

The diagrammatic representation for file exchange interfaces with required encryption
algorithms is given below:

Sr. No | Originator Receiver Encryption Algorithm
1 Bank-1 DEM CCH AES 256

2 CCH Bank-1 DEM AES 256

3 Bank-2 DEM CCH 3DES

4 CCH Bank-2 DEM 3DES

c. Dynamic Key Seeding and Revocation

I ’ BEIEIS Owne
D

1 DEM requires following keys for various PKI operations: Bank
a. Private key of DEM which is accessed by alias name created
b. Public key of CH

2 At bank, the private keys for DEM are stored on HSM card / network HSM and the key Bank
alias name is stored at CH during certificate registration
3 At application startup, DEM shall make a HTTPS call to retrieve the CH public key and = Bank
key alias name for bank key.

The URL to send the HTTPS request will be provided by NPCI at later stage.

4 The request format is: Reqtype=W&DemId=DEMID&refreshinterval=4 Bank
Where,
NPCI’ Confidential, Restricted @Ncr
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Reqtype: Constant value “W”
Demid: DEM ID used during registration of DEM instance
refreshinterval: Constant value “4"

5 | The response format is: CH
<handshake>
<errcode>0</errcode>
<regtype>W</reqtype>
<CCH_modulus>rFb+v7aHaZrnf6eWvPJ205YZgPAKEBCPOPFuUzIHAT/OIGSHMtt2y3t
RrDS2s
CW7eW2v6Qu+O4CGWER1ZJ8fnkL802CvKIO/QhrrjAXD7B/nZ+qD7K1igbyV9dINp
s4YgWB
p8fMiwjO6cDcKhcVNIOMMSICzpihnYoqOBk1by+Xo0Dw7w+RnlyPfLulLHaPPXDh1
R/nfldypn
olY8Po3LP8/EeCYeDEybRTMC4s21s/0WhS+KDF3IV73XKbyz3XYVKFH6SVMDEZIi3f
NOO6z
ZBZJPxXqyzEdhplP8XIsOWQ90DGHrAdgrRMMzj6Axzxd5tVC6il40D+ij Tpl9iXEPTS

</CCH_modulus>

<CCH_exponent>AQAB</CCH_exponent>

<CCH_validfrom>2018-04-10 00:00:00.0</CCH_validfrom>
<CCH_validtill>2020-01-01 00:00:00.0</CCH_validtill>
<CCH_thumbprint>F1A73DD3F0781BAEFOCF6E8534056CT189DAT00CT</CCH_th
umbprint>

<DEM _validfrom>2018-03-15 00:00:00.0</DEM_validfrom>
<DEM_validtill>2023-12-21 00:00:00.0</DEM_validtill>
<DEM_thumbprint>A2B44B5258B5F88DD5B305C382EC93512727BD50</DEM_t

humbprint>
<DEM_keyaliasname>ecpix_77_19032018</DEM_keyaliasname>
</handshake>
6 | The response fields are as detailed below: CH
D Tagname Descripton
1. handshake Start of response tag
2. errcode Errorcode=0 means Positive response
Errorcode not 0 means negative response
3. regtype For key exchange “W" request type is used.

4. CCH_modulus & This both values are used to get CCH public

CCH_exponent key value from HSM card.
5. CCH_validfrom & CCH Certificate validity period
CCH_validtill
Confidential, Restricted
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6. CCH_thumbprint For future use.

7. DEM_validfrom & DEM Certificate validity period
DEM validtill
8. DEM_thumbprint  For future use

9. DEM_keyaliasname It is use to identify private key details from
HSM card.
7 DEM shall stop processing of files in case the HTTPS call fails or error code is non-zero. = Bank
8 AtCH, Bank
1. Public key is refreshed at interval of 4hours
2. Certificate Revocation List (CRL) are updated at interval of 4hours

Hence, it is mandatory for DEM to refresh the keys every 4hours minimum to ensure
un-interrupted operation of DEM.
9 | Itisrecommended to have key exchange automated at DEM. Bank
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4. NON-FUNCTIONAL REQUIREMENTS

a. Performance

ID ‘ BISEIS ‘ Owner

1 DEM shall be designed to process required daily volumes for the bank Bank

2 | As astandard design basis for CTS, DEM shall be capable of processing 40% of daily = Bank
volume of the bank in one hour. This shall include processing from sending the
initiation HTTPS message till closure of SFTP session

b. Architecture

D ‘ BIAEIS ‘ Owner

1 DEM shall support scalable architecture. This should include vertical as well as = Bank
horizontal scaling

2  The file exchange with CH shall be unattended and shall not require any manual Bank
intervention after the files are available from capture

c. High Availability

D ‘ BIAEIS Owner

1 DEM shall support multiple DEM in single GRID functioning as active-active Bank
setups as detailed in section “Multiple DEMs - Deployment options”
The criteria for separation of data across multiple DEM is detailed in section
“Registration of DEM”
2 | In addition, DEM shall support DR setup which can be one-to-one or common DR ' Bank
for all DEM in a GRID,
1. DR DEM shall be registered at CH with distinct DEM ID
2. Itis bank's responsibility to ensure current certificates for primary and DR
installations of DEM are in sync and are registered at CH
3. DEM must be capable of replicating the retrieved files from one DEM to
corresponding DR site. Files downloaded once will not be available for
download again from CH.
4. Primary and DR DEM cannot process same file(s) in parallel as it will lead in
corruption of files at CH. However, banks can have multiple DEM dedicated
per branch or per city
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d. Resilience

D ‘ BIEEIS ‘ Owner

1 | DEM shall be capable of processing the data 24 hours on a business day Bank

2  DEM application shall sustain data processing for minimum of 24 hours without any = Bank
restart or errors

3 | The resource consumption of DEM shall be below 60% (or bank's corporate Bank
guideline, whichever is lower) of available resources.

4  DEM shall facilitate automated data and log clean-up Bank

e. Auditing and Logging

D ‘ BIAEIS ‘ Owner

1 | DEM shall create an audit log for following: Bank
1. All HTTPS communication with CH including the request and response
contents

2. Various file operations such as:
For outward:
Receiving file from Capture
Signing and encryption of file
Start and end of SFTP transmission of individual file to CH
Backup of a processed file
For inward
Start and end of retrieval for individual file from CH
Decryption and signature verification
Making the file available to Capture
Renaming of the file at remote location
3. All configuration changes
4. Startup and shutdown of application
5. Any other tasks which DEM does
2 All audit logs must have details of DEMID, IP address, User ID, timestamp (up to Bank
seconds) as applicable.
3  DEM application shall log all errors occurred along with details of the operation Bank
and/or file being processed.

QN oo
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5. Appendix-A

List of Error Codes expected from CH

Error | Significance

Code

0 Request processed successfully i.e. no error in processing

1 REQUEST_TYPE_NOT_FOUND i.e. invalid request type mentioned in the request (other
than “R” or “W")

2 CCH_CERTIFICATE_INVALID i.e. valid certificate for CH is not found.

3 BANK_CERTIFICATE_INVALID i.e. valid certificate for Bank is not found.

4 CCH_BANK_CERTIFICATE_INVALID i.e. valid certificate is not found for CH as well as Bank.

Please note that this error code is used for any error which is not covered by existing list
of error codes.
9 DB_INSERT_ERROR i.e. Any DB operation failed at CH
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6. ADFS Configuration and Work group
configuration

a. Introduction:

NPCI has hosted a centralized Ul for banks migrating from Clearing House Interface (CHI) to Data
Exchange Module (DEM). The banks can access this Ul to monitor processing at CH and to retrieve
reports.

To access the centralized Ul, banks need to carry user management locally. The user management can
be done with either of the options:
1. Inbank's corporate Active Directory (AD) with Active Directory Federation Services (ADFS)
2. By creating work group for DEM. This option can be used if bank does not have corporate AD
or does not have access to corporate AD from DEM network or cannot provide ADFS due to
any other reason.

Note: The ADFS can be configured on the AD server as additional role or can be installed as a service on a
server which can access corporate AD.
For configuration details of ADFS with Active Directory, please refer b. Configuring CCH Ul access using active

directory.
For configuration details of work group, please refer c. Work Group user and Roles Creation
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b. Configuring CCH Ul access using active directory:

Banks need to execute following steps to configure user authentication and management using active
directory and ADFS

Step-1: Configuration changes at active directory:

Banks are required to configure following user attributes of “Numeric String” type in the Active
Directory:

1. routingNumber: This will be used to store the routing number of the bank for which the
user can see the data. The routing number should be nine-digit MICR code of the bank.
2. userRole: This attribute is used to identify administrators for the bank.
a. UserRole: WEBCHI_ADMIN.
Note: The names of the user attributes are required to be exactly same as above.

Please refer section “Steps to configure user attributes in Active Directory” for details of how to
configure the user attributes

Step-2: Configuring relying party endpoint at ADFS:

Pre-requisites:

Bank is required to have ADFS role installed and configured. The ADFS role can be configured on
the active directory itself or can be configured as a service on a different machine (e.g. on the
DEM machine). However, it is required to have only one ADFS service active in one VLAN.

Follow below steps to configure relying party endpoint:

1. Navigate to ADFS Management.

Select relying party trusts.

In the middle pane, select the relying party trust created for APTRA Clear application.
Double Click on the relying party trust.

A pop-up window appears. Select endpoints Tab.

s W

I PA Sai gy 1 [ e [ | (= g e e ) 1 et e | Accepted Claams |

| Oroamizaticon Erndooirts | Prose Emvdoocsrts | | Pote= | P e ]
Specify the endpoints to use for SAML amd WS -Federstion P assive peotocobks
[T I e Birv o [ —r Fle
SAPIL Asserticon Consurmer Endpoints
ttos TSI 71 45 81 : 84993 % . o POST rNo
< men | >
Pchcd SARL
A VWS - Federstion. .. | Fermore | Ecta ]

I =1 1 | Cancel 1 | Sy |
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6. Now select the SAML assertion consumer endpoints.

}m[wlwlw|n =

| Endoocints | Prosor Endpoists || I Advancea |
Specify the endpoirts to use for SAML and WWS-Federstion Passive protocols

LR vl Barwdirng Drefa bt Re
SAarL Assertion Consurmer Endpoints

(<1 (L) I [>1

7. Click on Edit Button.

Endpoint type -

[ sAML Asserion Consumer
Bindimg:
[POosT

[ Setthe trusted URL as default

e
Trusted LUWRIL -
|!'l'lps://1 53 71 _45 818443/ "ecpoc/serviet Yecpioc Phrand Mame—aen
BExample : https . #sts contoso comuadfs.1s
Response LURL:

Endpoint type -

[ sAML Assertion Consumer
Barvwdirsg -
[POsT

[ Setthe trusted URL as default

It
Tt &

8. Select the binding type as ‘post’

9. Update the trusted URL with APTRA Clear URL which is shared by NPCI.
10. Now click on ok.
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| Prosoy Endpoirts | MNotes | Advanced |

Specify the endpoints to use for SAML and W S-Federation Passive protocols .

LRI lrvce Birvdiimg Dref aalt Re
SAML Asserticon Consurmer Endpoints
ftps: /15371 4581844372 . 0 FPOST Mo

11. Click on apply.
12. Restart ADFS services.
Step-3: Configuring administrator User:
To provide administrator access to any user, following changes are required:

1. Ensure that the user is active in the active directory and can login from the machine where
CCH access is required.

2. Set following user attributes for the user:
Routing number: nine-digit MICR code for the bank
userRole: WEBCHI_ADMIN
Note:

1. The userRole attribute value is required to be exactly same as given above.
2. Please refer section “Steps to configure user attributes in Active Directory” for details

Step-4: Configuring operations users for CCH:

As a pre-requisite, bank needs to define the user roles to be permitted to access the system.
E.g.: WEBCHI_OPERATOR can be used for normal operator.

After finalizing the user role name, follow steps below to configure access for the users:
3. Login to CCH Ul using the WEBCHI_ADMIN user credentials
4. Define the user roles finalized as the perquisite step.

Note: Please refer section “Steps to Configure User Groups at CCH” for details.

5. Map the screen access to a given user role.
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6. Ensure that following attributes are set in active directory for all operations users:
a. routingNumber: Nine-digit micr code for the bank
b. userRole: Any of the user roles finalized as pre-requisite step.

Note: For detailed steps, please refer section “Steps to configure operations users in APTRA Clear as Bank
Admin user”

Step-5: Configuration changes at CCH:
Before requesting configuration changes at CCH, bank must validate the ADFS configuration
using following steps:
1. Open the ADFS URL in browser.
https://[ADES server IP]/adfs/Is/IdplInitiatedSignon.aspx

2. Select the relying party and login to the Bank AD. Once after successful login, ADFS page will be
redirected to APTRA Clear URL which is shared by NPCI.

3. If URL re-direction is appearing in browser, which means AD Login is successful.

Banks must share above ADFS URL with NPCI to configure the bank ADFS URL in APTRA Clear.
This is last step to enable the CCH access for administrator and operations users.

5. After confirmation from NPCI, bank needs to follow further steps.

Step-6: Configuring user groups at CCH:
Please refer steps detailed in ¢. Common Steps: Steps to Configure User Groups at CCH

Step-7: Mapping tasks to user groups at CCH:
Please refer steps detailed in ¢. Common Steps: Steps to Map Tasks to User Groups

Step-8: Verifying bank operator login:
Please refer steps detailed in ¢. Common Steps: Steps to Verify Bank Operator Login
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Steps to configure user attributes in Active Directory

1. Navigate to Active Directory Users and Computers.

2. Select Users in

left pane.

3. Select a User and double click on it.

File Action View Help
e nE fO[XEEE Bm/38uTdY
T Active Directory Users and Computers [SE| Name & Type Description
b (] Saved Queries R ceH user User
4 5 CCHSITAD.com B coH usert User
» [ Buitin B CCHBanki0S User
3] c"’“ﬂ_"‘“ 8 Cert Publishers Security Group - Domain Local ~ Members of this grup ...
b & Domain cm"_“ . 8 Cloneable Domain Controllers Security Group - Global Members of this group t...
b 1 ForeignSecurityPrincipals &, DemUlAdmin User
b ] LostAndFound & DemUUser User
’ % :"'"'w:‘"'""‘“'"’“‘ 8 DemUiAdmin Secuity Group - Globel
: g syr:i:m o 8 DemUiUser Security Group - Global
= e R DEMUSerAdmin 67 User
3 NTOS Quctss R DEMUserOperator 67 User
b ] TPM Devices 8, Denied RODC Password Replication Group  Security Group - Domain Local  Members in this group c...
8 DnsAdmins Security Group - Domain Local DNS Administrators Gro...
8 DnsUpdateProxy Security Group - Global DNS clients who are per...
8 Domain Admins Security Group - Global Designated administrato...
%Ilmum Computers Security Group - Global All workstations and ser...
8 Domain Controllers Security Group - Global All domain controllers i...
8 Domain Guests Security Group - Global All domain guests
8 Domain Users Security Group - Global All domain users
;;uk_uszﬁ,skoup Securty Group - Global
ecpix_operator User
8 Enterprise Admins Security Group - Universal Designated administrato...
8 Enterprise Read-only Domain Controllers  Security Group - Universal Members of this group ...
ﬂ Group Policy Creator Owners Security Group - Global Members in this group c...
E. Guest User Built-in account for gue...
1, HOFCBANK_USER User
R [cicIBR_USER User
R icicigR_user2 User
L iciceme User
LEE DMIN
R [CICIBANK_USE User
R ICICIBANK_USER? User
B labtgt Uses Key Distibution Center .
8, MAKER_CHECKER_ADMIN_GROUP Security Group - Global
l miadmin User User for use by MOVER ...

4. Navigate to Attribute Editor Tab.

ot set >
ot set>

ot Set >
<ot set>
ward ot set>
Ec 10200 =  NORMAL __ACCOOUMNT | DOMNT_0

WWTEBC HI__ AU TN

Cancel | Aoy 1 1 Help
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Published Certificates | Member Of | Password Replication | Dialin | Object
Security I Enwironment I S s I Remote control
Remote Deslctop Services Profile | COM-= | Adtribute Editor

Walue

ot set >

AniD Ver Loc.USN
<not set >

“mot set >

ot set>

<=not set >

<“not set>

=mot set>

D022 D00
ICICIBANK_ADMIN
£05306368 = ( NORMAL_USER_ACCOUNT__ |
=mot set >

=not set>

<not set >

5. Update userRole as 'WEBCHI_ADMIN’ and Routing Number as ‘bank routing number’.
6. Click on ok button.
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c. Workgroup user & roles creation

Member banks can do the user management using Work Group, in the absence of active directory,
usage of Work Group is supported. Bank has to create the users in their Work Group module and
assign rights to the respective user groups to access the APTRA Clear 6.0 application

Bank must create following roles in the Work Group to map their users to enable the access to the
users for the above web pages to monitor/ manage.

1. WEBCHI_ ADMIN
2. WEBCHI_Operator

Step-1: Configuring administrator user:

Bank need to create WEBCHI_ADMIN group and then assign existing user to the WEBCHI_ADMIN
group. This user will act as bank administrator and below mentioned steps to be followed.

a) To open Workgroup module, go to Run Dialog , enter lusrmgr.msc and press Enter
b) On the left pane click groups.

C) The system will list all the groups.

d) Click action and create new group

e) In new group specify the following details

f) group name: WEBCHI_ADMIN

g) Specify the group description

h) Members: click Add to locate and Add members in the group

i) Click create in the specified group

) Click close in the dialog box

Step-2: Configuring operations users in Work Group:
1. In Workgroup module go to Run Dialog, type lusrmgr.msc and press Enter

On the left pane click groups.

The system will list all the groups.

Click action and create new group

In new group specify the following details

Group name for Ex: ‘Bank_Operator’

Specify the group description

Members: click Add to locate and Add members in the group

Click create in the specified group

0. Repeat step 4 to 10 if you wish to configure multiple user groups (e.g. bank_operator for
normal data view and bank_super_operator to view critical data)

11. Click close in the dialog box

= 0O 00 N U W
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Step-3: Configuration changes at CCH:

1. Banks must inform NPCI to configure the authentication type as ‘Work Group' in APTRA Clear
for the bank. This is last step to enable the CCH access for administrator and operations users.

2. After confirmation from NPCI, bank needs to follow further steps.

Step-6: Configuring user groups at CCH:

Please refer steps detailed in ¢. Common Steps: |. Steps to Configure User Groups at CCH

Step-7: Mapping tasks to user groups at CCH:
Please refer steps detailed in ¢. Common Steps: ii. Steps to Map Tasks to User Groups

Step-8: Verifying bank operator login:

Please refer steps detailed in ¢. Common Steps: iii. Steps to Verify Bank Operator Login
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d. Common Steps:

I. Steps to configure user groups at CCH
1. Open web browser and enter APTRA Clear URL.

https://<IPADDRESS>:<Port>/ecpix/servlet/ecpix?brandName=en&routineNumber=<BankRouti
ngNumber>
Note: IP address will be shared through mail.

2. If bank login details are updated at CCH, following ADFS Login screen/windows credentials
pop-up will appear.

With ADFS Authentication is enabled at bank:

& 153.71.852 - Remote Desktop Connection

File Edit View Favorites Tools Help

SEPO3VVM-
901.NPCICCH.com

With Windows Workgroup Authentication is enabled at bank:
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~—— ad
| P T s
2 aboutblank 0o~ xlo 153536369 x G ¢
14 [ APTRAGarCCH_85 &) Access Control Plus REST .. [ Suggested Sites v [ 3] APTRA ClearcCH [4] Bank [3] APTRA ClearBANK 080100 5 ~ 2 @ v Page~ Safety~ Tooks~ i@~ @

Widows Secury =)

Connecting 1o 153.53.63.69.

WINDP185103-8Z/\BANK USER

............

7] Remember my credentials

o J[amn ]

3. Please provide admin user credentials, who belongs to WEBCHI_ADMIN Group. Once after
successful login, following page appears.

@ httpsy//10.219.107.161:8843/ecpby/servlet/ecpibrandName=en P~ @0 | @ administration Module %

File Edit View Faverites Tools Help
75 @ Bank ICICI @ DEMUI (3 APTRACLEAR 600001000

fala = SOUTHERN GRID [mpa=r ot EZEIEENY I

Step 1 of 3 Select User Group

o % [Vew | sePemsis |

4. Bank admin user need to create different user groups using the administration module.
a. Login using administration credentials
b. On the administration module screen, click Add/Edit Groups.
c. click add user group

5. Now click on add user group button to create new bank group and permission.
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& https://10.219.107.161:9443/ ecpin/serviet/ecpix?ZCONTEXT = we_view_groups

File Edit View Favorites Tools Help
44 @O Bank_ICICI @© DEMUI G© APTRACLEAR_600001000

Gagg SOUTHERN GRID@

(=} Group Name

(=] ICICIBANKOPERATOR

=) coermtor

Delete Add User Group l Back
Tins + To mdd m New Grouo click on Add User Groun button

6. Now click on add user group button.

0 o FeTer——
Es

2 hitps//10219.107.161:9443 ecpin/serviet/ecpix

dit View Favorites Tools Help
& @ Bank ICICI GD DEMUI @D APTRACLEAR 600001000

[ /o= L SOUTHERN GRID

roup Name —— 1 Tes - ,arter
- page. ciick on
== z Nohaoets (1o Za 12+
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7. Click on save.

L3 (50} & https://10.219.107.161:0443/ ecpin/serviet/ecpix? CONTEXT=we_view_groups

Cheque Truncation Solution

& Group Management

Edit View Favorites Tools Help
ﬁ @ Bank_ICICI @B DEMUI G& APTRACLEAR_600001000

SOUTHERN GRID@

(Group Mame

ICICIBANKOPERATOR
OPERATORZ
operator

oooio

Tips - To add & Mew Group. dlick on Add User Group button.
- To rename detsils of & group. plesse click on the group nsme
- To delete a group, select the groups end olick on delete button
- To navigete to administration module screen, dlick on back button
- To delete all groups, select the checkbax sbove the psnel and click on Delets buttan

8. Now click on back button.

top 1 01 3.: Seloct Usor Group

Group Name: ] [ View Group Mapping | _Set Pemmisslons || AddEd Groupis) |

Tips. - Type the fiedg Select the appears, and
+ You can vorfy ignad ta ach group by cick
+ To Add or Update the Group Lis plaase cick tha Add Edil Group(z) buton

Bani: Configuration Vi Ga
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Il. Steps to map tasks to user groups:
The mapping of user groups involves 3 steps:

a) Selecting user group
b) Mapping tasks to the groups
¢) Confirm and save the data

1. Select the recently created group in group name drop down.

O~ @G| @ Administration Module  x

L2 (=0)| & hitps://10.219.107.161:9443 ecpi/serviet/ecpix

File Edit View Favorites Tools Help
i @D Bank_ICICI GD DEMUI GD APTRACLEAR_600001000

@ SOUTHERN GRID@

4083 :: Selest User
Group
N I 1 [view

Goto: EXTTZITETRY I

2. C(lick on set permissions button, then following screen will appear. The map tasks to group

screen enables the mapping of user groups to available tasks.

e https://10.219.107.161:9443/ ecpix/serviet/ecpix

P - @ ¢ || @ Administration Module x

File Edit View Favorites Tools Help
{% @ Bank ICICI @D DEMUI G© APTRACLEAR 600001000

[ o= B SOUTHERN GRID' Jimy =720

Step 2 of 2 -: Wap Tasks to Groups

Group Name OPERATOR2
m 4 Messages
7 Bulk Upload Return
- 7 View Generate Reports
- 17 Special ltems Monitor
+ 1 View Input Quiput Monitor

Select All_|| Reset || View Group Mapping || Bask || Hext |
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3. Now select the tasks to the respective group.

L) (0| & https://10.219.107.161:9443 / ecpin/serviet/ecpix

Cheque Truncation Solution

O~ @ | & Administrstion Module

File Edit View Favorites Tools Help
54 @9 Bank_ICICI @B DEMUI @D APTRACLEAR_600001000

SOUTHERNGRID CTSe |

Step 2 of 3 :: Map Tasks to Groups

OPERATOR2
= 4 Messages
1= Bulk Upload Return
1@ View Generate Reports
1 = Special ltems Monitor
1@ View Input Output Monitor

Group Name

et |[meset | [ view Grou weppig | e ] [niet |

4. Click next button.

L (| & https://10.219.107.161:9443/ ccpix/serviet/ ecpix

File Edit View Favorites Tools  Help
i @D Bank ICICI GB DEMUI G5 APTRACLEAR_S00001000

@g SOUTHERN GF{IDE

£ - @ < |[ & administration Module

Hiap S ol S Conti

Tau nave mat the faliswng Bredieges for the User GrauR you heve selectes:

Messages

Groun Name
OFERATORZ
Send Message

ow Massage
Bulk Upload Return

NBOBUNS

Tioe + The Back button lats you Medify the selected tasks for ihe selecied user Group.
© A Balactions will e loat oo Slicking the Caneel bublon. o Hawe 1 reseiect e User snd is sssocisted tasks agein
© The Cancel button cancel any selections made on last soreen

Bck || Saum || Canee

5. Now click on save.

6. Now select the role again and click on view group mapping.

N\ s/ = 3 SOUTHERN GRID! fmy =73

(X Bank Configuration

1y tasks saved |

@ View Group Mapping n SetF n Add/Edit Group(s) |
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= https://10.219.107.161:944 3 2CONTEXT=vie... | = | = - 4

Associated Task ~

Group Mamse Associated Tasks
OFPERATORZ2 Messages

View Message

Send Message
Special ltems Monitor
View Input CQuiput Monitor |
View Generate Reports
Bulk Upload Reiurn

Homk Wi

ICICIBANKOPERATOR Messages

View Message

Send Message

Special ltems Monitor
View Input Ouiput Monitor
View Generate Reports

Bulk Upload Reiurn

SOk W=

[ Cose] ™

7. Make sure all selected tasks associated for newly created user role ‘Bank_Operator’.

8. Now, Login to Active Directory and update all users with routing number as Bank Routing
Number and user role as ‘Bank_Operator'.
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Ill. Steps to verify bank operator Login:
1. Open web browser and try the below URL to login to APTRA Clear as Bank user:
https://<IPADDRESS>:<Port>/ecpix/servlet/ecpix?brandName=en&routingNumber=<BankRouti

ngNumber>
Note: IP address will be shared by NPCI through mail.

2. Enter the user credentials for operations user.
Once after successful authentication APTRA Clear bank page will be opened.

I!@ https:// i L~ a dI@Apmxcum x H_E

File Edit View Favorites Tools Help
i @O Bank ICIC| GO DEMUI GO APTRACLEAR 600001000

NCR APTRA™ Clear

@ SOUTHERN GRIDW
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7- Summary of modifications to the
previous version (1.0) of DEM
specification

Revision
ID

Date

Details

5 30-Sept-18 | Released with clarifications and detailing of requirements. Details of
individual requirements given in below table (edits/additions are in blue text)

Section Requirement Change
2.a.3 DEM ID: Auto generated by CTS application. [t can | Requirement detailed to include
be alphanumeric up to length 10 (VARCHAR 10) data type and length for DEM ID
2b.3 Appended below screenshot: Requirement detailed to include
sample content of signed and
R encrypted CIBF file
W‘;ﬂ“m,m,mF cm;;375;5:113;f&ié::ii;ﬁ;éi:5;‘ig;:?;‘i7§§§§§§§§§§§§§
e mestsriyre, - oo/ aotemt
£>81) ta—%ac+A0 g
LR MT_m,:;f:f;fn?Eﬁ&:‘;ﬂ‘f““ R
Sl e T S
2e3 Naming convention for resend file is Resend file name format
DEMID_Resend_*.txt where * can be alphanumeric | changed
string up to 35 characters. from DEMID_Resend.txt to
DEMID _Resend_*.txt
3.b.i4 Following outward file types are required to have | Newly added to list file types
signing and encryption: requiring PKI security
1. CXF
2. CIBF
3. RRF
3.b.i.5 Following outward file types does not require
signing and encryption:
Reconciliation file
3.bii.3 Following inward file types are required to have
signature verification and decryption:
1. RES
NPEI’ Use and Discloi:nsfti)cli;ntiall ot i
y Pursuant to NPCl Instructions
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2. OACK
3. PXF
4. PIBF
5 RF

6. EF

3.b.ii4

Following inward file types does not require
signature verification and decryption:

1. EOS

2. RESEND

3. SWITCHOVER
4. PDF

5. CHM

Revision Date ‘ Details
ID

6 10-July-19  Released with clarifications and detailing of requirements. Details of
individual requirements given in below table (edits/additions are in blue text)
Section Requirement Change
2.b.i Added sub section for Capture outward files Requirement detailed to add
CIIF file type for CPPS files
2.b. i Added sub section for CPPS outward files
2.C.i Added sub section for Capture Inward files
2.C. 1l Added sub section for CPPS Inward files
3.bid CIIF outward file type is added for signing and
encryption only for CPPS enabled banks.
3.b.i.3 CPPS_RES inward file type is added for signature
verification and decryption only for CPPS enabled
banks.
3.b.i.1 Added details for Initialization vector for 3DES Requirement detailed to update
Padding, New line separator and Encoding method | details for PKI security.
for Byte to string and vice versa

N
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Revision | Date Details

ID
7 4-Oct-19 Added changes for AES Encryption/Decryption algorithms.

8 10-Dec-19 = Added details of AES and 3DES algorithms

Section Requirement Change

3.b.i Added details for AES in outward files section Requirement detailed to AES
3.b.ii Added details for AES in Inward files section encrypthn SE&Descr'ptlon
3.b.iii Added sub section for file encryption interface. supportin '

Revision ’ Date ’ Details

ID
9 12-Feb-20 = Added details for upload and download path at CCH for Bank DEM.
Section Requirement Change
2.a.14 Upload and download paths added in registration | Added details for Upload and
of dem. Download paths.
2.b.14 Upload path added for outward files
2.c.9 Download path added for inward files
6 Update the format Formatted ADFS section
PEI’ Use and DiscIoiznsfti)cli;;tljz:;E:::T;tI\TSCI Instructions
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Revision ‘ Date ‘ Details
ID
10 31-May- e Updated details for. Done File and HTTP message error code 9.
2020 e Added notes to restrict files presentment of files from banks not
linked to DEM

e Updated context for CHM
e Updated Download instructions for inward file

Section Requirement Change
2.b Updated details for. Done File DEM should not upload .Done
file to CH
5 Updated Section name to Appendix-A New error code added
Added HTTP Error code 9
2.b. Added notes to restrict files from other banks for File validation at Capture DEM
CXF/ RRF to restrict other banks outward
2.b. i Added notes to restrict files from other banks for presentment.
CIIF
1.a Updated details for CHM file CHM details is updated in
context.
2.c.20 Updated Download instructions for inward file Updated Download instructions
for inward file

Revision | Date ‘ BEEIS

ID

11 28-Sept-20 = Updated details for reports file for banks

Section Requirement Change

2.C.i Updated details for report Files Reports added in encrypted file
type

2.c.16 Added note for acknowledge message After downloading report dem
bank needs to send
acknowledge message.

3.b.ii.3 Updated details for report Files Reports added in encrypted file
type
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12 8-Mar-21 HTTPS message added to get list of Inward files available for download.

Section Requirement Change

2.c.8,2.c9, Add support to get Inward file list over HTTPS HTTPS message added to get list

2.¢.10, 2.c.11, | message for download of Inward files available for

2.c12,2.c13, download.

2.c14,2518

209 2. ¢c7 HTTP failure Scenario Updated HTTP failure Scenario

2.a5,2a6 Transcode access identifier and type is not Updated Access Identifier and
required Access type of DEM

Date

Revision
ID

13 13-Oct-21

’ Details

Encryption and Signature Header updated

Section

Requirement

Change

3.b.i, 3.b.ii

Encoding method not specified for signature data
in header.

Encoding method updated for
signature data in signature
header and routing number
details is updated in signature
and encryption header

Revision
ID

’ Date

’ Details

sarveft et s A
NATIONAL PRIMENTS CORPORATION OF INDVA

14 26-May-23 | Note added for HTTP option need to follow in case inward segregation
Section Requirement Change
2.c.ii.8 Inward Segregation for multiple DEM using Note added for option needs to
subfolder configuration follow in case of inward
subfolder configuration for
Bank.
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