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NATIONAL FAYMENTS CORPORATION OF INDIA

NPCIf2019-20/CTSI037 January 21, 2020

To,
All CTS Member banks

Introduction of Advance Encryption Standard {AES)

Currently DES (Digital Encrypted Standard) Is. used for data transmission between banks and
NPCI, for better security and other enhianced benefits it has been decided to implement
Advanced Encryption Standard (AES) at CCH. The primary features of AES are

1. Symmetric key block cipher
2. Quick response compared to DES
'3.128 bit data & 256 bit keys |

The updated version of DEM specification version 8.0 is enclosed to this circular.

The summary of changes is provided below:
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1 ‘Added changes for AES Encryption/Decryption
algorithms.

In order fo facilitate smoath transition CCH is equipped with capabiiity to handle DES as well
as AES encryption in paralie therefore there is no impact on the banks. The member banks
are advised to take note of the facility and migrate to AES before February 28, 2020. Member
banks implementing DEM form now on should implement AES only.

CHi banks can continue to use the current DES encryption logic and separate communication
will be issued for AES migration.

Note that from March 01, 2020 CCH will stop ‘accepting data encrypted using DES. All the
member banks should strictly adhere to the timelines.
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