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MAIN CHANGE SHEET

Rev

Date

Description of Change

Rev 1.1

January 16, 2006

- Initial

Rev 1.2

March 8, 2006

NCR & RBI/NPCI internal review & changes

Rev 1.3

April 12, 2006

NCR & RBI/NPCI internal review & changes

Rev 1.4

April 18, 2006

NCR & RBI/NPCI internal review & changes

Rev 1.5

April 26, 2006

NCR & RBI/NPCI internal review & changes

Rev 1.6

June 27-Jul 1, 2006

NCR & RBI/NPCI internal review & changes

Rev 1.7

July 207 Aug 01,
2006

NCR & RBI/NPCI internal review & changes

Rev 1.8

17 Aug 1 28 Aug
2006

NCR & RBI/NPCI internal review & changes

Rev 1.9

08 Sepi 19 Sep
2006

Changes in response to RBI/NPCI Document Review
& discussions through 02 Sep 2006.

Rev 1.10

22 Sep 2006

1
f
1
1

Changes shown via document markups.

Change Sheets prior to Rev 1.9 reduced.

Sect 2 Step 1 Physical Endorsement clarified
Sect 7 details of security in separate document
Appendix A corrections in CHI Interface

Rev 1.11

17 Nov 2006

1
1

1

E

Changes are shown via document markups, relative
to Rev 1.10 previously released.

fixed corrupted Cover Page

sect 9.3.1 deleted extraneous paragraph re: 4GB
Memory

sect 12, deleted reference to future Government
Account Master in the CHMaster tables.

Appx 1 deleted reference to host (recon) file
Appx 2.1 clarify Extension File (EF) as well as
DREF

Appx 2.4, Appx 2.5, Appx 3.4.1, Appx 4.8, Appx
4.8.1 describe DREF

Appx 2.5, Appx 4.11.2, Appx 4.11.3.3, Appx 6 add
necessary detail for AtParBankMaster element
Appx 2.5, Appx 4.12, Appx 5.9 add detail and
example for Unwound Item File

Appx 4.11.2 redraw picture, Al adjust indent of
ABrancho

Appx 4.11.3.7 completed description of
DesignatedBranchForTransCode
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Rev 1.12

15 Feb 2007

Changes are shown via document markups,
relative to Rev 1.11 previously released.

Sect 3.8 (IQA Defect Tests) -- use Thresholds from 23
Nov 2006 Image Quality Assessment Report; Remove
"ENABLE" column

Sect 11.17 license clarification
Appx 1.2

0 C4 -- clarify Mandatory/Optional as applies to
elements and attributes. Note that Fields having
NULL or no default value are to be omitted from
input files. Default/pre-defined values for attributes
are case-sensitive

0 C8 -- clarify element tags and attribute names are
case-sensitive.

Appx 2.1 -- diagram add DREF file

Appx 2.5 -- specifically list DREF Drawee Extension
File (it was already given in the description)

Appx 3.3 -- add suggestion for better exception
processing by inclearing system, clarify purging.
Appx 4.1.2 -- diagram to swap ImageDS with

ImageViewData to agree with order in Al; corrected
legend.

Appx 4.1.3.1 -- xmins is lower case, VersionNumber
XXyyyy is lower case, added DREF file

Appx 4.1.3.3 -- IQAIgnorelnd is optional, default value
is0

Appx 4.1.3.417 MICRFingerPrint NOTE: clarified, added
A Dr awe possiblavalue

Appx 4.1.3.6 -- provided attribute descriptions, remove
ViewSidelndicator values that are not supported.

Appx 4.1.3.7 -- clarified Filename, and digital signature
attributes, StartOfProtectedData and
ProtectedDatalength are Mandatory, lengths must be
greater than O

Appx 4.1.3.8 -- clarified ImageReferenceKeylLength,
length must be greater than 0

Appx 4.1.3.9 -- described ImageViewAnalysis and IQA
interpretations.

Appx 4.3.2 -- diagram to swap ImageDS with
ImageViewData to agree with order in C1; corrected
legend.

0 C1 list multiple MICRDS and ImageDS,
ImageViewAnalysis elements

Appx 4.3.3 -- diagram to swap ImageDS with
ImageViewData to agree with order in B1; corrected
legend.

0 C1 list multiple MICRDS and ImageDS,
ImageViewAnalysis elements

0 C2 -- added Mandatory elements

Appx 4.3.4.1 -- xmins is lower case, VersionNumber
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XXYYyy is lower case

Appx 4.4.2 7 corrected diagram

Appx 4.5.2 -- diagram - corrected legend.

0 C1,C2 -- added structure and Mandatory elements

Appx 4.5.3.47 MICRDSforRRFsetssour ce = i
Appx 4.6.2 -- diagram - corrected legend.

1

= =4 -4 -

= = 4 -4 -4 -—a -

= -4 -4 A

Appx 4.6.3 -- diagram - corrected legend.
0 C2 -- added Mandatory elements
Appx 4.7.2 -- diagram added

0 C1,C2 -- properly named the file, and added
Mandatory elements

Appx 4.8.1 C1, C3 -- list EF and DREF files
Appx 4.8.2 -- diagram - corrected legend.
Appx 4.9.1 C1 -- clarify File ID is unique

Appx 4.9.3.1 -- clarify CreationDate and CreationTime,
VersionNumber xxyyyy is lower case

Appx 4.3.10.3.3.11 augment error resolution for
FileStatusCode 2

Appx 4.9.2 -- diagram to agree with C2; corrected
legend.

0 C2 -- update diagram and clarify Mandatory
elements

Appx 4.9.3.1 -- xmins is lower case, VersionNumber
XXyyyy is lower case

Appx 4.9.3.2 -- update that 2 attributes are Mandatory
Appx 4.10.2 -- diagram - corrected legend.
0 C2 added Mandatory elements

Appx 4.10.3.1 -- xmins is lower case, VersionNumber
XXyyyy is lower case

Appx 4.11.3.1 -- xmIns is lower case

Appx 4.11.3.7 -- TRANSCODE size is 3
Appx 4.11.3.18 -- CODE size is 3

Appx 5.1 -- corrected errors in CXF example
Appx 5.2 -- corrected errors in PXF example

Appx 5.3 -- corrected errors in RRF example, MICRDS
is ADraweeo

Appx 5.4 7 corrected errors in RF example, MICRDS is
AiDr aweeo

Appx 5.5 -- corrected errors in ERF example
Appx 5.6 -- corrected errors in EF example
Appx 5.7 -- corrected errors in RES example

Appx 9.1 -- C11, C22 removed extraneous NCR
transport specifics

Appx 9.2 -- table deleted as RBI/NPCI does not support
JPEG images in TIFF files.

Appx 9.3 -- C2 removed extraneous NCR transport
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specifics

1 Appx 9.4 -- C2 deleted

1 Appx9.5-- C1 deleted
Appx 9.6 new to define Required JFIF markers and
tags for grayscale JFIF images

Further changes are shown via document markups,

relative to Rev 1.11 previously released.

1 Sect11.17 remove sentence regarding separate
license

1 Appx 2.5 PXFi added that number of items is a
configurable parameter

1 Appx4.1.3.97 corrected attribute spelling

Rev 1.12 14 March 2007 LegalAmountUsability

1 Appx4.5.3.3.171 corrected to agree with RBI/NPCI
Procedural Guidelines; 39 clarified; 40 added, 82,83,84
deleted.

Appx 4.7 T corrected working in introduction paragraph
Appx 4.7.3.3.1 1 changed descriptions 01,02,03
Corrected sample files to reflect India values 1 Appxs:
5.1,5.2,53,5.4,55,5.6,5.8

1 Made a change in Section 21 Step 2 Corrected the
definition of calculation of maximum return period.
Added following words i fiCapture shall use

Rev1.13 04 July 2007 SessionDate, CLOSE_RECEIVING_TIME of the
Session and SessionExtensionHrs for the session to
calculate the maximum return period. 0

1 Updated Section 27 Step 37 Removed the FID
reference. FDD shall contain both data and images.

1 Section 7 Security i Updated the diagram that shows
the data flow through ECPIX and the digital signatures
that are applied to items and files as the data flows.

Revl.13 19 July 2007 Added AtParBankMaster reference in Section 12.
Updated Appx 3.7.1 Presentation Validations i
Wrongly Presented Item Check para.

1 Updated Appx 3.7.2 Returns and Extension Validations
Addition of a new reject reason code in section 4.9.3.3

1 Modified the description for "ltem Presentment Date vs
item session date validation" in section 3.7.1

1 Added 2 new validations in section 7.1

Rev 1.15 14 July 2010 1 Added support for 2048 bit key length in section 7

1 Modified list of reports in section 8

1 Updated TOC

1 Updated memory configuration in sections 9.1.1, 9.2.1,
9.3.1&9.4.1

1 Updated software configuration in sections 9.1.2, 9.2.2,
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9.3.2&9.4.2

Updated section 3.8 for IQA thresholds parameters as
per the site.

Rev 1.16

24 August 2010

Modified the document to replace RBI with RBI/NPCI

Modified section 1 for replacing word "pilot" with
"project"

Modified section 3.7.1 for Drawee city validation.
Added a Note in section 3.7.2

Modified section 8 for adding two reports, IQA Fail &
IQA Pass

Modified section 8 for rephrasing the statement for
manual generation of reports

Modified section 10 for updating the network capacity
planning for 85kb

Madified section 11.1 replacing "CHI" with "Bank"

Modified section 8 for synchronizing the report names
with that of the site. Also added 2 reports that were
present on site but not in the document.

Rev 1.17

7" September 2010

Added section 9.6 to mention about the CHI High
Availability.

Added a Note in section 9 for the Grid support for 32 bit
CHI.

Modified section 1 to rephrase the statement as
suggested by NPCI.

Modified section 11.1 to add the reference for
Hardware configuration of the A-CHI server.

Rev 1.18

1%t August 2011

Deleted the comment in section 7 that says that 2048
bit certificates shall be supported by means of a CR.

Modifieds i z e oSecufityKeyBizkoirfisections
Appx 4.1.3.4 and Appx 4.1.3.7 to support 2048 bit
certificates.

Rev 1.19

11" August 2011

Modi fied size of field ADi
sections Appx 4.1.3.4 and Appx 4.1.3.7 to support
SHA256 signature algorithm.

Added version (0002- for 2048 securitykey support)
and (0003 1 SHA256 algorithm support) in section
4.1.3.1 & 4.5.3.1 for CXF and RRF files.

Added the file header along with file version used in
section 4.5.3.1,4.6.4.1,4.7.3.1, 4.8.3.1.

27" Feb 2012

For CXF and RRF files added version (0002- for 2048
securitykey support) and (0003 i SHA256 algorithm
support) for xmins attribute.

Rev 1.20

22" March 2012

Modified field value for DigitalSignatureLength in
section Appx 4.1.3.7 ImageDS for SHAL1 and SHA2

Rev 1.21

27M June 2012

Modified the section 4.2.2 and 4.4.2 in appendix for
CIBF and PIBF file structure.
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Rev 1.22

22" Aug 2012

Modified the section 9.1.1,9.2.1,9.3.1,9.4.1 and 9.5.1 to
Add Windows 2008 OS and to modify Windows Disk
requirement for Windows 2008.

Modified the section 9.1.2,9.2.2,9.3.2,9.4.2 and 9.5.2 to
add new Thirdpaty software requirement for Windows
2008.

Modified the section 9.6.1 to to Add Windows 2008 OS
in CHI Cluster requirement.

Rev 1.23

9" Sep 2012

Modified the the Roxio Entries in 9.1.2,9.2.2,9.3.2,9.4.2
and 9.5.2 section. Modified the Software list in order
show the Paid Third Parties in first followed by the free
Third Parties.

Modified the section 9.1.1,9.2.1,9.3.1,9.4.1 and 9.5.1 to
separate Windows 2003 and Widows 2008 OS and
And added note for Windows clustering requirement.

Rev 1.24

30" Nov 2012

Updated section 9.1.1, 9.2.1, 9.3.1, 9.4.1 and 9.5.1 for
change in processor model

Updated section 9.1.2, 9.2.2, 9.3.2 and 9.4.2 for
change in WebSphere edition from Standard to
Express

Rev 2.0

7" Dec 2012

Updated section 9.1.1, 9.2.1, 9.3.1, 9.4.1 and 9.5.1 for
change in processor core details and model details.

Updated section 9.1.1, 9.2.1, 9.3.1, 9.4.1 and 9.5.1 for
change in disk drive details, drive configuration and
formatting changed to tabular format.

Updated section 9.1.1, 9.2.1, 9.3.1, 9.4.1 and 9.5.1 for
modification of Database backup drive size.

Updated section 9.1.2, 9.2.2, 9.3.2, 9.4.2 and 9.5.2 for
removal of Windows 2003 Thirdparty requirement and
addition of Oracle 11.2 32 bit client.

Third-Party software components grouped separately
based on license procurement. Formatting changed to
tabular format.

Updated section 9.1.2, 9.2.2, 9.3.2, 9.4.2 and 9.5.2 for
removal of Windows 2003 Third-Party software
requirement.

Updated Security Module section of 9.1.1, 9.2.1, 9.3.1,
9.4.1,9.5.19.1.2,9.2.2,9.3.2,9.4.2 and 9.5.2 for
removal of Rainbow HSM card support.

Updated section 9.1.2, 9.2.2, 9.3.2, 9.4.2 and 9.5.2 for
addition of Third-Party software additional vesrion
details and categorization of Third-Party as per there
licensing term.

Updated section 9.1.2, 9.2.2, 9.3.2, 9.4.2 and 9.5.2 for
addition of Windows 2008 vesrion details and removal
of Windows 2003.

Moved section 9.6 (High Availability for CHI) under
section 11 (High Availability and Disaster Recovery).

Modified section 7 to remove the support for SHA1
signature algorithm and 1024 security key length
support and to add support for SHA256 signature
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algorithm and 2048 security key length support.

Rev 2.1

05" OCT 2013

Addition of a new section for interface specification of
FILE for CHI Branch interf

0o Appx44FI LE for CHI Branch
bulk search

0 Appx 4.4.1 File Name Convention
0 Appx 4.4.2 Elements

0 Appx 5.10 Example of FILE for CHI Branch
interface modul eds bul k

Updated some format changes in below section.
0 Appx 4.1.3 Elements and Attributes

Addition of section 9.6 for Extra Large CHI (Between
400,000 and 550,000 items/day Inward + Outward)

Addition of section 9.7 for Extra-Extra Large CHI (XXL
CHI) (Between 450,000 and 800,000 items/day)

Modified the 3.8 sectionfori Bel ow Mi ni mu
Si zeo and fAExceeds Mauesifanu I
100DPI and 200DPI image resolution related changes.

Rev 2.1

26" DEC 2013

Maodified the change sheet section name so that it can
be distinctly differentated the following section in the
document.

0 Main Change Sheet.
0 Appendix Change Sheet.

Rev 2.1

24" Jan 2014

Madified the note in 3.8 section to remove the SRS
word, because SRS (System requirement specification)
is not meant for CHI.

Rev 2.1

28 Jan 2014

Modified the "11.2 Disaster Recovery i Alternate CHI"
section to add Oracle Data guard as optional solution
for database synchronization between Primary CHI and
Alternate CHI.

Added note in Third-Party Software section of 9.1.2,
9.2.2,9.3.2,9.4.2,9.5.2,9.6.2, 9.7.2 to use Oracle
Enterprise Edition for CHI's database if Bank's user
wants to use Oracle Data Guard feature to replicate
database between Primary and Alternate CHI.

Rev 2.2

18" Sep 2014

= —a —9

Modified Appx 4.1.3.1 FileHeader section.

Modified Appx 4.1.3.7 Image DS section.

Modified Appx 5.1, 5.3 & 5.5 ECPIX file examples
section.

Modified Appx 3.7.1 Presented ValidationsRemoved
FootNote from Appendix 4.1.3.3

Rev 2.2

10" Feb 2015

=a (==

Modified Appx 4.1.3.3 Item section.Footnote added for
AccountNo
Modifed Appx 4.3.10.3.3.1 Reject reason section.

Rev 2.2

16" Mar 2015

=a |=2

Updated section
9.1.2,9.2.2,9.3.2,9.4.2,9.5.2,9.6.2,9.7.2,for installation
of SP1 on top of Windows server 2008 R2.

Modified the section 8 for adding three reports Outward
Clearing branch wise, MICR Reject Repair Report and
Bank wise Reports
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1 Updated section 4.3.10.3.3.1 to add new item reject
reason codes for Return Reason comment validation
and validation of BOFD routing number for P2F
instrument

1 IPSwitch WS_FTP version added in Footnote for SFTP
in following section 9.2.1, 9.2.2, 9.3.2, 9.4.2, 9.5.2,
9.6.2,9.7.2.

1 Modified Appx 4.1.3.1 and Appx 5.1 section, new
schema version is added CXF for adding validations for

Rev 2.3 | 20" Nov 2015 MICRRepairFlags attributes.

1 Foot note is added for MICRRepairFlags validations.

1 Modified Appx 4.1.3.1 update validations for

th MICRRepairFlags attributes.
Rev2.3 | 11" Jan 2016 1 Foot note is updated for MICRRepairFlags validations.

1 Modified Appx 4.1.3.1 update validations for
Rev 2.4 | 10" Feb 2016 Government validations. Description for Reject reason
15 and 27 are updated
1 Modified footnote in Appx 4.1.3.3, Added Foot note for
Mandatory condition of AccountNo field
th 1 Modified Appx 4.1.3.3 Description changed for
Rev2.4 | 09" Mar 2016 MICRRepairFlags - 6 x @0t fif account is old.o

Rev 2.4 | 03RP Mar 2016

Note : This document has the following change sheet section.
1 Main Change Sheet.
This section tracks all the changes in the document excluding the changes in the Appendix
section.
1 Appendix Change Sheet.
This section tracks all the changes in the Appendix section.
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1 Introduction

The CTS Clearing House Interface (CHI) provides an easy-to-use and standardised connectivity between
the capture/drawee bank systems of a Bank to the RBI/NPCI Clearing House (CH). It provides a gateway
for conduit of data and images. It provides the required validation to ensure that the data entering the CH
is free of operational errors.

RBI/NPCI will provide or facilitate to provide each Bank participating in the clearing process with a license
to install the CHI software on a server. Each Bank should be associated with a CHI for communication to
the CH. It is the responsibility of each Commercial Bank (or its designate) intending to participate in the
Cheque Truncation System, to procure the required hardware, hardware security modules (HSM),
connectivity equipment and base platform software (Operating System, Database, Application Server etc).
It is also the responsibility of the bank to arrange for installation, connectivity as agreed between NPCI &
Banks and certification services from the vendors most suited to perform these services.

This document is intended to provide an overview of the CHI application, present the hardware platform
sizing and software required at the CHI that will allow a bank to connect itself to the CH for the CTS
system. Appendix-A in this document provides the interfacing specification between External systems
(Capture Systems & Drawee bank systems) and the CHI.

The Interface Specification in Appendix-A is subject to modification as and when errors/concerns and
enhancements are identified by RBI/NPCI, Banks or NCR.
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2 CTS Architecture
The following is the high level overview of the CTS System.
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The following paragraphs describe the high-level data content & data flow through the overall solution. The
numbers denote the steps in this process and are summarized below.

Stepl Forward Presentments
Note: The Capture system feature|function is out-of-scope for this document.

Note: The following ASSUMPTIONS apply to the Capture File set.
9 the capture files are not encrypted. They are sent in-the-clear to the CHI.

Note: The following ASSUMPTIONS apply to the captured item data.
9 the captured item data (MICR lines, images) may-or-may-not be digitally signed.

1 There will be 3 image views of each item (grayscale front, binary front, binary
back)

Note: Physi cal ltem 6endorsememgit d is to consi s
- Presentment Date of the item (ddmmyyyy) 8 N
- Clearing Type 2 N
- ISN (Item Seq No) consisting of:
o SorterID6N
0 Run Number 2 N
0 Sequence Number 6 N
- Truncating / Presenting BankBranch Routing Number 9 N (per operation
guidelines)
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Step2

Note:

Note:

- IFSC (Indian FinancialSyst em Code) 11 AN (where 6
not exist. 0)

Capture File set shall conform to Capture Interface Specification in Appendix - A. The
basic details of the Capture File set are:
1 an XML file, containing financial data for exchange, possibly capture-generated
digital signature information of MICR, and pointer into the IBF file
1 an IBF file, containing the images, possibly capture-generated digital signhature
information of images

The ECPIX Gateway (CHI) has file folders for use by the capture modules and drawee
modules of the bank, to send/receive data.

It is the responsibility of the banks capture and drawee modules to get and put files
using one of the methods as outlined in

Capture Fil e set may be e i-tbad) batch af ifemsb&udats orr t e d
60sorted6 bé&daah of i tems

Capture file shall require Bank-Of-First-Deposit ADDEND A records.

The Electronic Endorsements ADDEND C records are not required.

Note: RBI/NPCI requires that the cheques are physically endorsed, so endorsement
data is visible in the image. No electronic endorsements are needed.

Process File Set
CHI Server shall ingest/process a Capture File set.

RBI/NPCI requires the system to ensure that any data received for processing, is

unchanged throughout the life of that data. To this end, Digital Signatures are used as

follows:

1 A digital signature of the Financial data (aka MICR Fingerprint) is calculated by the
CHI

1 A digital signature of each image view is calculated by the CHI.

CHI generated digital signatures will be used in ensuring data is unchanged as per
RBI/INPCI6 s business requirement.

6Digital signature pl ac e honthihghe CTiBsysteniforon s
storage of any pre-existing (capture generated) digital signature data.

There may exist 1 6placeholderé6 for each
Fingerprint.

The Bank can choose to useffill these placeholders with digital signatures.
The ECPIX system passes along all digital signatures (CHI generated as well as capture

gener at ed 0 pthraugheuhtleelprdcessisgd The CTS Central Archive system
stores all digital signatures.

RBI/NPCI has provideda25c har acter (al phanumeric) 06U
i mportant to the commerciathbaoghdThos a
processing. This Ouser fieldbé is stored

CHI Server shall perform item data validation on each item within the Capture File set,
specified in detail in the ECPIX (CHI) Requirements section (below).
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Step3

Step4

Step5

Note:

Note:

CHI Server shall perform IQA on each item within the Capture File set, details of the IQA
tests are in later sections in this document.

For purposes of handling the same capture file that was submitted multiple times, the
CHI Server shall perform Duplicate Detection on each item within the Capture File set.

This duplicate detection is performed based on a UDK (Unique Document Key
consisting of: Presentment Date, PresentingBank Routing Number, Cycle Number and
Item Sequence Number). All items that are detected as UDK duplicates are returned to
the capture system as Orejected itemso.

The items are assigned to an appropriate clearing session that is open and inherit a
6session dated that i s t hifaherbis soiappepriate seésgidone
that is open, then those items wait at the CHI until such a session opens.

Capture shall use SessionDate, CLOSE_RECEIVING_TIME of the Session and
SessionExtensionHrs for the session to calculate the maximum return period.

A validation of the items Presentment Date vs the items session date is performed and
items that exceed a system-limit are rejected.

Outward Exchange Files (Outclearings)

CHI Server shall create an Exchange File set.
The Exchange File set shall be encrypted, and digitally signed.

Exchange File set shall contain the following:
T an ebXML containéehol d& at habsetiefiddiRiata
and Imageso6
Process File Set

CH Server shall ingest/process an Exchange File set.

CH Server shall perform decryption and digital signature validation of the Exchange File
set as standards by RBI/NPCI.

CH Server shall perform verification and digital signature validation of each item in the
Exchange File set as standards by RBI/NPCI.

For purposes of handling the same exchange file being submitted multiple times, the CH
Server shall perform Duplicate Detection on each item within the Exchange File set.
This duplicate detection is performed based on the UDK. All items that are detected as
UDK duplicates are ignored.

Inward Exchange Files (Inclearings)

CH Server shall create an Exchange File set of Financial data for transmission to the
CHI. This is done after settlement is approved.

The Exchange files for Image data are created throughout the clearing process and
transmission takes place in the background throughout the clearing process.

The Exchange File set shall be encrypted, and digitally signed.

Exchange File set details are the same as step 3 previous.
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Step6

Step7

Step8

Step9

Step10

Stepl1l

Process File Set
CHI Server shall ingest/process an Exchange File set.

CHI Server shall perform decryption and digital signature validation of the Exchange File
set as standards by RBI/NPCI.

CHI Server shall ensure valid digital signatures exist for each item in the Exchange File
set as standards by RBI/NPCI

For preventing the same exchange file from being submitted multiple times, the CHI
Server shall perform Duplicate Detection on each item within the Exchange File set.
This duplicate detection is performed based on the UDK. All items that are detected as
UDK duplicates are ignored.

Drawee Bank (Inward)

CHI Server shall create a Host/Posting File set that can be used by automated Drawee
Bank Modules for inward processing at the receiving CHI.

Host/Posting File set shall conform to details in Appendix - A.
Outward Return Request File
A_ CHI will accept returns for the presented data (within the specified return cycle) from
either: A the CHI Branch module (interactive web session); or
A from any external system via the Return Request File interface provided.
Return File set shall conform to details in Appendix i A.
Outward Exchange Files (Outward Returns)
CHI Server shall create an Exchange File set.

The Exchange File set shall be encrypted, and digitally signed.

Exchange File set shall contain the following:
T an ebXML containehol(dakat men ®@fFiDDa®N «

Inward Exchange Files (Inward Returns)

CH Server shall create an Exchange File set of Financial data for transmission to the
CHI. This is done after settlement is approved.

The Exchange File set shall be encrypted, and digitally signed.

Exchange File set shall contain the following:
T an ebXML containehol(dakat men ®@fFiDDadN «

Inward Return

A CHI will create the inward returns for external systems via the Inward Return File
interface provided.
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Inward Return File set shall conform to details in Appendix i A.
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3 CHI Feature Functionality

This section provides details of the CHI application functionality. Detailed operator manuals are available.
The key characteristics on which the CHI has been designed are as follows:

Easy to use Interface

Published Interface (Appendix i A ) to external systems

Encryption of data, signing of exchange files containing outward cheques or returns for clearing
to be sent to CH ensuring confidentiality either on network or using media (CDROM/DVD)
Validation of presentment data before transmission to the CH

Access to CH for research, report and broadcasts.

= =4 = =4 =4

Listed below is the main functionality that a CHI performs.

Accept cheque data and images in manageable lots from the Capture systems
Validate, Analyze, Sort, Merge and send batched sets of data and images to the CH
Confirm delivery and acceptance of sent batches
Provide scrutiny of session and current ongoing activities at the CH
Retrieve inward cheque data and images from the CH
Provide a file | nt erclaimgesystenoto deliver re¢eivesitlatabank 6 s i n
Accept Oreturnsdé t o c oonntothe Rresentng Barkaheopghth®@Hs dec i s
Y A drawee bank module can use the RRF file to send a list of unpaid items to the CHI (see
section 3.4 below)
f Branches can | ogin to the CHI webserver, an
Ret ur ns o emsection54 below)
' CHI Supervisor can login to the CH, navigate down through their inward files and perform
APSettl ement Returnso.
Y CH Supervisor can research items, and then mark returns. (this is only used in exceptional
circumstances, at the discretion of RBI/NPCI).
h. Accept o6éextensionsd to communicate a need to ext
through the CH.
1 A drawee bank module can use the ERF file to request extensions for items drawn upon it.
The CH extensions can be for reasons of holiday, further researching needed, physical
paper requests etc.
i. Provide external touch points to Presenting and Drawee Bank Systems.

@roooow

3.1 Daily Processing Timelines

The CHI will support the processing timelines recommended by RBI/NPCI. The session timings are
flexible and can be changed by RBI/NPCI to suit clearing requirements.

A session has a Clearing Cycle Length that does not include an Extension period. An Extension
Request will extend the return cycle period based on the clearing rules and the holiday calendar.

3.2 CHI for Outward Presentment

The Outward presentment deals with accepting forward presentment data and images from the banks
image capture system and exchanging them at the CH.

CHI performs the following steps during the outward presentment workflow.

i. Receive cheque MICR data in xml file and corresponding cheque image data in a binary file
from image based capture unit that meets the standards stipulated by RBI/NPCI.
i. Register the files received in step i and transfer them to their specified directories
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ii. Load, validate, authenticate and analyze (IQA Defect tests i See section on IQA later in this
document) the received data and images

iv. Digitally sign the Financial and each item view of the Image data

v. Sort the MICR data and their related images as per drawee bank and payment type and
create batches

vi. Validate the MICR data against the session window to which they will be added at the CH

vii. Build financial exchange files for the MICR data and image exchange files for the cheque
image data

viii. Transmit the above built exchange files via network or media

ix. Process the acknowledgement from the CH and take appropriate action for informing the
operator on the status of the transmission and loading status of the file

3.3 CHlI for Inward Presentment

The Inward presentment deals with accepting inward presentment data and images from the CH and
providing data in the f or m -dehring (drdaweesbank)eystert s e wi t hi n

CHI performs the following activities during the inward presentment workflow.

i. Receive inward financial data exchange files and image exchange files from the CH.
i. Authenticate and load the exchange file data into the system
ii. Send an error exchange file to the CH if the inward financial data exchange file or image
exchange file failed decryption or authentication
iv. Send an acknowledgement exchange file to the CH if the inward financial data exchange file
or image exchange file gets successfully loaded
v. Validate the digital signatures on the MICR and Image Data
vi. Generate files for interfacingwi t h t he bankoés inclearing or e

3.4 CHI for Outward Returns

The Outward returns deals with accepting outward
handling system. The return data is provided in a file known as Return Request file.

CHI performs the following activities during the outward returns workflow.

i. Receive return requesdearihgsyseem from t he bankos

i. Load the file and validate return data against the session window they will be added to at the
CH

iii. Build return Exchange file for the validated return data (This type of exchange file is devoid
of any images and contains only the financial data and return reason codes for the returned
cheque)

iv. Transmit the above built exchange file via network or media depending upon system
settings

v. Process the acknowledgement from the CH and take appropriate action for informing the
operator on the status of the transmission and loading status of the file

3.5 CHlI for Inward Returns

The Inward returns deals with accepting inward return data from the CH and sharing this data in the form
of return files with the bankés inward return proc

CHI performs the following activities during the inward returns workflow.
i. Receive inward return financial data exchange files from the CH.
i. Authenticate and load the exchange file data into the system

ii. Send an error exchange file back to the CH if the inward return financial data exchange file
failed decryption or authentication
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iv. Send a acknowledgement exchange file back to the CH if the inward return financial data
exchange file gets successfully loaded

v. Generate Return files comprised of received inward return financial for interfacing with the
bankés inward return processing system.

3.6 CHI User Roles

The proposed CHI has user interfaces dedicated to the operations of the system.

Images flow through the system unattended. All operations in the CHI workflow operate in both Automatic
modes thus making the CHI an unattended system.

The administration of the CHI processes is shared between the following four types of users:

a.

System Administrator

System Administrator is the Windows operating system administrator who installs the CHI
application and creates users and groups.

This user does not have any access to CHI application but is the super-administrator handling
system and Operating system level exceptions and functionalities.

System Administrator account is also used to manage the user privileges of other users created at
an Operating system level.

Supervisor

Supervisor is the super-user of the CHI Application. Role based security is used to grant
privileges to the Supervisor by the System Administrator.

Supervisor is the only user enabled to monitor and view the clearing session going on at the CH.
Creation of accounts for the Branch users will be performed by the Supervisor.

Besides, some system level exceptions require the Supervisor privilege to handle and recover
from exceptions.

Operator

Operator is the user that handles routine activities within the CHI Application. Role based security
is used to grant privileges to the Operator by the System Administrator.

Some of the functions handled by the operator include monitoring the application, maintaining the
system, handling exceptions, recovering errors and informing the supervisor when in need of a
critical decision.

Application Administrator

Application Administrator takes care of the application level maintenance and support activities of
backup, cleanup, key generation and audit report generation.

Application Administrator is also the Database administrator to manage and maintain the
database.

Branch Users

Branch users are managed and maintained within the CHI Application by the Supervisor. Branch
users connect to the Branch interface webserver provided by the CHI to perform branch level
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activities such as Online returns, Online retrieval of branch posting data, Online upload of Return
Request data.

3.7 Validation

The data is validated for its completion and correctness to conform to the details defined by the Interface
Specification in Appendix i A.

3.7.1 Presentation Validations:

A high-level summary of the validations that are performed during presentation are:
1 InterCity validation:
1)Dr awee bank code obtained from drawee bank so
2)Draweecit y code obtained from drawee bank sort c
masterd tabl e
3) Bank of First Deposit and Drawee bank cannot be in the same city

4) Bank of First Deposit city is ebkigible for

1T APresentingBankRoutNoo field validation
This validation ensures that the PresentingBankRoutNo is a valid bank under the CHI, has not
been BLOCKED or SUSPENDED and is in the CLEARING state.

1 Clearing_Type and DocType validation:
This validation ensures that the values within the ClearingType and DocType fields correspond
to the values mentioned in the CHI Interface.

$§ Item Presentment Date vs item session date validation:
This validation ensures that the difference in days between Presentment/Capture date and
Session date does not exceed the RBI/NPCI set limit. This validation also ensures that the
presentment date of the items is not greater than the Clearing Date.

1 IQA and number of image views validation:
1) This validation ensures that the image views sent by capture are of the correct specification
and their IQA defect test results fall within the purview of thresholds set by RBI/NPCI.
2) This validation ensures that for items pres
DocType mustalsobeset t o 06 C06 i ntafollonavith-pamger-tédfl anlalgew 6 .

 ON_US check:
This validation ensures that ON_US cheques are processed as per the RBI/NPCI defines
ON_US settings for Banks and CHI.

9 Payor Routing Code validation:
This validation ensures that the Payor Routing code is valid, so that the cheque can be routed to
the correct financial institution and its CHI.

1 Wrongly Presented Item check:
This validation ensures that the Bank code of Payor Routing code is a valid bank participating in
clearing. If the bank does not participate directly in clearing, it should designate a participating
bank to receive its cheques using translation rule.

i Transaction Code validation:

This validation ensures that the Transaction Code is a valid code for the particular clearing type
in the CHTables.
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1 Duplicate item validation:
This validation ensures that the Unique Document Key (UDK) of the item is not a duplicate of an
item already in the system.

9 Paper to follow validation:
A new validation shall be introduced to ensure that BOFD city code equals drawee city code for
P2F cheques. This ensures that paper to follow transactions are allowed only within the city and
not across cities.

1 Drawee city validation:
This validation obtains the value of the CBS flag for the drawee bank. This validation will not be
performed if the CBS flag is enabled for drawee bank. If the CBS flag is nhot enabled, this
validation ensures that drawee city code obtained from the drawee bank sort code is eligible for
clearing in t bleforthat CléagngTiypest er 6 t a

3.7.2 Return and Extension Validations:

A high-level summary of the validations that are performed during returns and extensions are:
9 Original item exists validation:
This validation ensures that the referenced item is in the system

i Extension Period validation:
1) that the Extension Period is within the maximum extension period allowed
2) that the Extension was requested within the configured number of hours from inward
presentment
3) that the Extension Reason code is valid
4) that the Item is not extended before
5) that the item is not returned before
Note : Its the banks onus to develop capabilities in their capture systems of marking extension
city or bank wise

1 Return validation:
1) that the Return Period is within the maximum return period allowed
2) that the item has not already been subject to Unwinding (bank put in SUSPENDED mode) or
Bank Exclusion at the CH
3) that the Return Reason code is valid
4) that the item is not returned before

3.8 IQA Defect Tests

The following IQA Defect Tests will be carried out on the images at the CHI.

Capture solutions must ensure that the IQA thresholds in their solutions are PARAMETERISED and can be
changed to the values communicated by RBI/NPCI. RBI/NPCI will be monitoring and adapting these
thresholds for the Indian Cheque environment. Any thresholds given in the table below are the current values.
Banks will have to contact RBI/NPCI in order to receive the most-up-to-date values for the Indian Cheque
environment.

DEFECT TESTS

Gray Front Binary Front Binary Rear
Partial Image 0 0 0
Excessive Image Skew 20 20 20
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Piggyback Image n/a n/a n/a
Streaks and|or Bands 3 3 9
Bent Corner 20 20 20
Below Minimum Image Size 44236 6553 2457
Exceeds Maximum Image Size 68812 15974 3687
Additional tests for RBI/NPCI
Binary Too Light n/a 3 1
Binary Too Dark n/a 39 39
Image Height Mismatch 10 10 10
Image Length Mismatch 10 10 10
Below Minimum Image length 150 150 150
Exceeds Maximum Image length 215 215 215
Below Minimum Height 60 60 60
Exceeeds Maximum Height 105 105 105
Torn Corner 20 20 20
Note:iBel ow Mi ni mum | mage Si ze0 an dvaludskavecheeth salcilNbted asmu m

20% and +20% of the imagesize mentioned in previous releases of CHI IFS.

The following table provides an explanation of the test, the thresholds and computed metrics.

Test Threshold Units Range
ANSI X9.37 Maximum allowable percentage of area of | Percent | 0-100
Partial Image the image detected to be missing
ANSI X9.37 Maximum absolute value of the allowable | Tenths | 0-900
Excessive Image | angle of skew. Images with detected | of
Skew skew above this angle are flagged as | degree

suspects.
ANSI X9.37 None
Piggyback Image
ANSI X9.37 Maximum allowable height of horizontal Mm 0-image
Streaks and or streaks and or bands detected in the height
bands image.
NCR Bent Maximum allowable intrusion distance. Mm 0-100
Corners This distance is measured on a 45 degree

angle from the corner of the image.
ANSI X9.37 Minimum allowable binary image size. bytes 0-
Below minimum Minimum allowable grayscale image size LONG_MAX
image size
ANSI X9.37 Maximum allowable binary image size. bytes 0-
Exceeds Maximum allowable grayscale image LONG_MAX
maximum image | size.
size
NCR Binary too Minimum allowable percentage black Percent | 0-100
light pixels in the image
NCR Binary too Maximum allowable percentage black Percent | 0-100
dark pixels in the image
NCR Image Maximum allowable difference in image Mm 0-
Height Mismatch | heights of all image views of a document. LONG_MAX
NCR Image Maximum allowable difference in image Mm 0-
Length Mismatch | lengths of all image views of a document. LONG_MAX
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Test Threshold Units Range
NCR Below Minimum allowable image/document Mm 0-
Minimum Image length. This value should be set to the LONG_MAX
Length length of the shortest document expected
to be scanned, within an allowable
tolerance. Images narrower than this
length will be flagged as a suspect for this
test condition.
NCR Exceeds Maximum allowable image/document Mm 0-
Maximum Image | length. This value should be set to the LONG_MAX
Length length of the longest document expected
to be scanned, within an allowable
tolerance. Images that are longer/wider
than this length will be flagged as a
suspect for this test condition.
NCR Below Minimum allowable image/document Mm 0-
Minimum Image height. This value should be set to the LONG_MAX
Height height of the shortest document expected
to be scanned, within an allowable
tolerance. Images that are shorter than
this length will be flagged as a suspect for
this test condition.
NCR Exceeds Maximum allowable image/document Mm 0-
Maximum Image | height. This value should be set to the LONG_MAX
Height height of the tallest document expected to
be scanned, within an allowable
tolerance. Images that are taller than this
height will be flagged as a suspect for this
test condition.
NCR Torn Corner | Maximum allowable intrusion distance. Mm 0-100

3.10.1

3.10.2

3.9 Posting File Creation

Once the financial MICR data and corresponding images arrive at the CHI from the CH after the closing
of a session, the system automatically generates the inclearings file for use in the drawee bank modules

at the bank.

3.10Status Monitor

Monitor Status of Data and Images

The CHI allows the supervisor to monitor the status of data and image Exchange files sent to the CH.

The CH sends a positive, negative or error acknowledgement to the sending CHI depending upon
whether the data within the Exchange file gets loaded and validated successfully against the session

window.

The CHI receives and loads the acknowledgement file and allows the supervisor to re-build and re-send
the exchange file or take any other appropriate action depending upon the error identified in the
acknowledgement file and displayed on the Operator Session Monitor window.

Monitor Status of Sessions at CH

The CHI allows the system supervisor to monitor the status of the current on-going sessions at the CH.
The supervisor can monitor the following details about each session.
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i. View the financial data and images sent from the CHI (outward) and received at the CH

i. View the financial data and images received by the CH (inward) that will be transmitted to
the CHI.

ii. View Net/ Gross Settlement figures for institutions associated with this CHI.

iv. View and Download various reports generated at the CH.

3.11Media Based Transmission of Exchange Files

In the event of a network failure, the application allows for data and image files to be exchanged with the CH
using different types of Electronic medium (Magnetic and Optical). The same PKI infrastructure that is used
during network transmission is used to create the files for transfer using physical media options.
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4 Interface with Capture/Drawee Bank Systems

The CHI is capable of supporting image based capture systems that meets the standards stipulated by
RBI/NPCI. To make it simple to use, a file based communication medium is used to accept capture cheque
MICR and image data.

The protocol used for communication and transmission of files is FTP. Each capture uses a predefined account
(set-up during installation) to send files to the CHI FTP directory from which the loading process takes place in

t he CHI application. The capture system informs the
the target directory. The transmitted data and image files will be picked up by the CHI for processing only after

it detects the presence of the corresponding 6.doned

The details of the file interface is available in Appendix-A.
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5 Interface with Bank Branch

The CHI enables the various branches defined in its database to access it using a web server and process
inward data and images.

The following functionality is provided using this interface.

5.1 Online marking of returns

The CHI user can mark the cheque returns online using a browser interface to the CHI. An appropriate return
reason code can be chosen and the user can authorize to return the cheque.

The system internally generates a Return Request file, adds it to a session window with a payment type
indicating a return to be accounted in the next settlement.

5.2 Online retrieval of branch posting data

This feature is useful for branches that have access to computers but have a problem maintaining live online
connectivity with the CHI web server.

Such branches can opt to download all their inward posting data from the CHI server at a designated time after
session closure and then import this data into any branch returns processing software.

5.3 Online upload of Return Request data

This section of the CHI Branch interface module allows the branch user to submit the Return Request file
containing the exception items from the branch returns processing software.

The CHI accepts the file and adds it to a session window with a payment type indicating a return to be
accounted in the next settlement.
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6 Enquiries
The research functionality in the CHI supports research screens for locating and viewing data. The duration for

this data maintained will be for a typical return cycle. The CHI is not intended to become a long-term storage
and research platform. These screens are all web based.

Users can inquire the following cheques that have passed through the CHI system:
i. Forward Presentment cheques
ii. Inward Presentment cheques
ii. Forward Return cheques
iv. Inward Return cheques

The research section allows the user to inquire items via the following methods:

a. Research items based on item index
Item index includes the combination of unique attributes used to identify each item distinctly

b. Research items based on MICR data
MICR data includes fields like Serial Number, Payor Sort Code, Account Number and Amount

c. Research items based on Miscellaneous data
Miscellaneous data includes other related fields like Return Reason code, Clearing Status,
MICR repair flag etc.
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7 Security

The CHI has been designed with the cryptography functions of encryption and digital signatures, using public
and private keys.

All data interchanged between participants are both digitally signed and encrypted. The PKI infrastructure is
used for this purpose. The CHI will be integrated with HSM (Hardware Security Module) to provide a higher
level of security. In HSM, the PKI public and private keys will be stored inside the hardware module thus
making it inaccessible, tamper proof and highly secure.

The following diagram shows the data flow through ECPIX and the digital signatures that are applied to items
and files as the data flows.

CAPTURE DRAWEE

(cheques)

CH Receiving

CHI >

Presenting
CHI

T

m

<item> -is (MICR) Financial data & -is (MICR) Financial data & <iterp>
<Ml CRDS/ source-= MICRFingerPrintDS MICRFingerPrintDS <MEL, CRDS source=0c
<imageview> : <item> <item> <MI:CRDS source=0E
<I/MAGEDS s ( <Ml CRDS source=0 <Ml CRDS source=0( <imageview>
<limageview> <Ml CRDS sour ce-H <MI CRDS source:= Y <| MAGEDS sou
é é ¢é <fitem> </item> * <| MAGEDS sou
<fitem> - is Image binary data & image - is Image binary data & image </imageview>
digital signatures digital signatures é
<item> <item> <[item>
CIBE <imageview> <imageview>
Image binary data <| MAGEDS so( <| MAGEDS s o (
And <IMAGEDS source=0H <MAGEDS source=¢( PIBE
Image dgital signatures </imageview> </imageview> Image linary data
é é é S A 4 And
<fitem> <fitem> Image digital signatures
EDD files are: EDD files are:
encrypted withCH public encrypted withCHI

key (the recipient)
digitally signed withCHI
private key (the sender)

public key (the recipient)
digitally signed withCH
private key (the sender)

PKI technical details are in accordance with appropriate India Acts & IDRBT practice. In summary:
Hash algorithm SHA-256

Padding algorithm pkcs#1

RSA asymmetric encryption with 2048 bit key length

Triple DES (3DES, TDES) symmetric encryption with 168 bit key length

Certificates in X.509v3 format system certificate

Security is managed by the creation of user role identifiers that will enable the assignment of certain functions
to users of the system. For users of the CHI webserver, an additional application level security is included to
only allow users to view the data they are allowed to view.

All Web services are delivered using the SSL communication protocol.

The details of smart card access for CHI shall be described in a separate Security document.
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8 Reports

The CHI allows connection with the CH to view and download clearing and settlement reports. The reports are
available in the popular PDF format. Some of the reports available for the CHI generated at the CH are:

a.

Outward Items detailed Report I A comprehensive detailed report that lists each item
presented by the CHI on a per session basis

Inward Clearing Items - Branchwise Report i A comprehensive detailed report that lists each
item received by branches in a bank on a per session basis

Outward Items Summary Report I A concise report summarizing items presented by the CHI
on a per session basis

Inward Items Summary Report T A concise report summarizing items received by the CHI on a
per session basis

Gross/Net Settlement Report i Report detailing out the settlement position of the bank along
with details per payment type on a per session basis

Branch Settlement Report i Report that summarizes the outward and inward items for every
branch in a bank on a per session basis

Pre-Settlement Return Items Report - A comprehensive detailed report that lists each item
presented by the CHI that has been returned at the CH before final settlement on a per
session basis

Clearing House Balance Register Report I A concise report summarizing the settlement
position for a bank on a per session basis

Duplicate Instruments Report T A comprehensive detailed report that lists the duplicate items
sent and received by the CH on a per session basis

Clearing Items Extension List i A detail report that list items which have been extended by the
CH for a given business date.

Inward Returns Clearing Items i Branchwise report - A comprehensive detailed report that lists
each return item received by branches in a bank on a per session basis

Outward clearing branch wise - contains BOFD branch wise details of presented items.

. Outward clearing branch wise XLS format - contains BOFD branch wise details of presented

items. Format for this report is XLS

The CHI also has an option of manually generating audit and exception reports. The following reports are
generated locally at the CHI:

a.

Application Audit Report i Contains the audit of processes occurring within the CHI like
loading of files, building of files, validation of data, IQA and creation of inward data

Exception Audit Report T Contains the list of exceptions encountered during processing of
data and images
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c. User Activity Audit Report T Contains the audit of user actions and operations performed in the
system by each user

The CHI also has an option of scheduling daily reports. The following reports are generated locally at the
CHI:

a. Report on Items Failing Data Validation I Contains the list of items that were rejected at CHI

b. Report of it e@osernthentGhetqel ik Sahtain®the list of government cheques

c. IQA Pass reporti A detailed report of every IQA test results for all items that have passed the
IQA validations.

d. 1QA Fail report - A detailed report of every IQA test results for all items that have failed the
IQA validations.

e. Paper to follow report i A script will be available to generate a csv file containing details of
paper to follow cheques

f.  MICR Reject Repair Report - contains item details which got rejected due to MICR validation
failures. Format for this report is PDF

g. MICR Reject Repair Report XLS format - contains item details which got rejected due to
MICR validation failures. Format for this report is XLS

h. SAN Validation Report i contains item details which got rejected due to short account
validation failures Format for this report is PDF and RPT
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9 Equipment Sizing

Minimum recommended equipment configurations have been provided for five categories. For purposes
of selecting the category it is essential that the volumes at the CHI should take into account the outward
and inward items. Thus, upto 10,000 items per day would mean 5000 inward items and 5000 outward
items. For purposes of total size computation, it is assumed that the average image size per item
consisting of 3 views is 75 Kbytes (using a Q-Factor between 25-30). Sizing has also taken into account
that 40% of the total volume at the CHI should be processed in a peak-hour.

Note: Grid Clearing House shall support any existing 32 bit C Hit i mcommended to upgrade the
existing CHI b&6s to 64 bit platform.

9.1 Mini CHI (upto 10,000 items/day)
9.1.1 Hardware

The following provides the guidelines for the sizing of a CHI server that is expected to handle a volume
of loading 10,000 items/day (4,000 items in a peak hour).

Processor

Dual Intel Xeon Processors E5-2637 (2C, 5M Cache, 3.00 GHz, 8.00 GT/s Intel QPI).
Memory

16GB (DDR3, 1600MHz)

Disk Drive Specification

Disk | RAID Drive (Sc';Ee) Internal / External” | Contents

1 RAID 1 C 80 Internal Only (O]
D 28 CHI Binaries, Database tables, data

2 RAID 1 Internal or External
F 10 Oracle Logs, Index
E 20 Oracle Binaries & System tables

3 RAID 1 G 20 Internal or External Oracle Logs, data (copy 2)
K 30 Database Backup

* Internal: 15K RPM, Internal Drive, RAID on separate disk spindles.

External: 15K RPM, SAN Drive, RAID on separate disk spindles
with SCSI RAID Enabled Backplane (or external SCSI/SAN Fibre Connect)

Please note that the daily database backup should be transferred from disk to tape or backup CHI.
Security Module

LUNA PCle 7000 HSM from Safenet Inc.

CTS Clearing House Interface i Specification 33



9.1.2 Software

Operating System

Microsoft Windows 2008 R2 (64 bit) Standard edition with appropriate CALs to handle the users within
the Bank.

Note: 1) W2008 R2 (64 bit) Enterprise edition is required if High Availability with Windows Active
Passive Clustering needs to be configured.
2) Install Windows Server 2008 R2 with Service Pack 1.

Third-Party Software

The CHI requires the following Third-Party software components for its operation. It is the responsibility of
the commercial banks to procure licenses for these software components. Appropriate software media

and installation instructions will be provided by RBI/NPCI as part of the CTS project.

No. Software

Version

Additional Details

1 Oracle Standard Edition - 64bit 11.2 5 Named User Licenses
2 IBM WebSphere Application Server - Express Edition 8.0 280 PVUs

3 IPSwitch WSFTP Server! 7.6

4 Netal SLANT Logger 3.2

S CD Creator Software Roxio or similar

Note: Oracle 11.2 Enterprise Edition - 64bit is required if Alternate CHI with Oracle Data Guard needs to

be configured.

The following Third-Party Software components are included with NCR CHI Software. Commecial Banks
are NOT required to procure separate licenses for these components.

No. Software Version | Additional Details
1 IPSwitch WS FTP Professional 2006
2 Crystal Reports 11.0
3 Java Runtime Environment (JRE) 15
4 MSXML 4.0
5 PERL 5.6
6 MDAC 2.8
7 Adobe Reader 10.0
8 Oracle Client - 32 bit 11.2

9.2 Small CHI (upto 30,000 items/day)
9.2.1 Hardware

The following provides the guidelines for the sizing of a CHI server that is expected to handle a volume of

loading 30,000 items/day (12,000 items in a peak hour).

Processor

1 For SFTP File Transfer.It requires IPSwitch WSFTP Server with SSH version 7.6.3 and above.
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Dual Intel Xeon Processors E5-2637 (2C, 5M Cache, 3.00 GHz, 8.00 GT/s Intel QPI).
Memory
16GB (DDR3, 1600MHz)

Disk Drive Specification

Disk | RAID Drive (Sé%e) Internal / External” Contents

1 RAID 1 C 80 Internal Only (O]

2 RAID 1 D 56 Internal or External CHI Binaries, Database tables, data
E 22 Oracle Binaries & System tables

3 RAID 1 Internal or External
G 22 Oracle Logs, data (copy 2)
F 15 Oracle Logs, Index

4 RAID 1 Internal or External
K 30 Database Backup

* Internal: 15K RPM, Internal Drive, RAID on separate disk spindles.
External: 15K RPM, SAN Drive, RAID on separate disk spindles
with SCSI RAID Enabled Backplane (or external SCSI/SAN Fibre Connect)

Please note that the daily database backup should be transferred from disk to tape or backup CHI.

Security Module

LUNA PCle 7000 HSM from Safenet Inc.

9.2.2 Software

Operating System

Microsoft Windows 2008 R2 (64 bit) Standard edition with appropriate CALs to handle the users within
the Bank.

Note: 1) W2008 R2 (64 bit) Enterprise edition is required if High Availability with Windows Active
Passive Clustering needs to be configured.
2) Install Windows Server 2008 R2 with Service Pack 1.

Third-Party Software
The CHI requires the following Third-Party software components for its operation. It is the responsibility of

the commercial banks to procure licenses for these software components. Appropriate software media
and installation instructions will be provided by RBI/NPCI as part of the CTS project.

No. Software Version | Additional Details
1 Oracle Standard Edition - 64bit 11.2 5 Named User Licenses
2 IBM WebSphere Application Server - Express Edition 8.0 280 PVUs
3 IPSwitch WSFTP Server? 7.6

2 For SFTP File Transfer.It requires IPSwitch WSFTP Server with SSH version 7.6.3 and above.
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4 Netal SLANT Logger

3.2

5 CD Creator Software

Roxio or similar

Note: Oracle 11.2 Enterprise Edition - 64bit is required if Alternate CHI with Oracle Data Guard needs to

be configured. The following Third-Party Software components are included with NCR CHI Software.
Commecial Banks are NOT required to procure separate licenses for these components.

No. Software Version | Additional Details
1 IPSwitch WS FTP Professional 2006
2 Crystal Reports 11.0
3 Java Runtime Environment (JRE) 15
4 MSXML 4.0
5 PERL 5.6
6 MDAC 2.8
7 Adobe Reader 10.0
8 Oracle Client - 32 bit 11.2

9.3 Medium CHI (Between 30,000 and 100,000 items/day)
9.3.1 Hardware

The following provides the guidelines for the sizing of a CHI server that is expected to handle a volume
of loading 100,000 items/day (40,000 items in a peak hour).

Processor
Dual Intel Xeon Processors E5-2637 (2C, 5M Cache, 3.00 GHz, 8.00 GT/s Intel QPI).
Memory

24GB (DDR3, 1600MHz)

Disk Drive Specification

Disk | RAID Drive (SC';Ee) Internal / External” Contents

1 RAID 1 C 80 Internal Only (O]

2 RAID 1 D 180 Internal or External CHI Binaries, Database tables, data
E 40 Oracle Binaries & System tables

3 RAID 1 Internal or External
F 20 Oracle Logs, Index
G 20 Oracle Logs, data (copy 2)

4 RAID 1 Internal or External
K 60 Database Backup

* Internal: 15K RPM, Internal Drive, RAID on separate disk spindles.
External: 15K RPM, SAN Drive, RAID on separate disk spindles
with SCSI RAID Enabled Backplane (or external SCSI/SAN Fibre Connect)

CTS Clearing House Interface i Specification 36



Please note that the daily database backup should be transferred from disk to tape or backup CHI.

Security Module

LUNA PCle 7000 HSM from Safenet Inc.

9.3.2 Software

Operating System

Microsoft Windows 2008 R2 (64 bit) Standard edition with appropriate CALs to handle the users within

the Bank.

Note: 1) W2008 R2 (64 bit) Enterprise edition is required if High Availability with Windows Active
Passive Clustering needs to be configured.
2) Install Windows Server 2008 R2 with Service Pack 1.

Third-Party Software

The CHI requires the following Third-Party Software for its operation. It is the responsibility of the
commercial banks to procure licences for these components. Appropriate software media and installation

instructions will be provided by RBI/NPCI as part of the CTS project.

No. Software Version | Additional Details
1 Oracle Standard Edition - 64bit 11.2 5 Named User Licenses
2 IBM WebSphere Application Server - Express Edition 8.0 280 PVUs
3 IPSwitch WSFTP Server® 7.6
4 Netal SLANT Logger 3.2
5 CD Creator Software Roxio or similar

Note: Oracle 11.2 Enterprise Edition - 64bit is required if Alternate CHI with Oracle Data Guard needs to
be configured.

Following Third-Party Software components are included with NCR CHI Software. Commecial Banks are

NOT required to procure separate licenses for these components.

No. Software Version | Additional Details
1 IPSwitch WS FTP Professional 2006
2 Crystal Reports 11.0
3 Java Runtime Environment (JRE) 15
4 MSXML 4.0
5 PERL 5.6
6 MDAC 2.8
7 Adobe Reader 10.0
8 Oracle Client - 32 bit 11.2

3 For SFTP File Transfer.It requires IPSwitch WSFTP Server with SSH version 7.6.3 and above.
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9.4 Large CHI (Between 100,000 and 250,000 items/day)
9.4.1 Hardware

The following provides the guidelines for the sizing of a CHI server that is expected to handle a volume
of loading 250,000 items/day (100,000 items in a peak hour).

Application Server

Processor
Dual Intel Xeon Processors E5-2637 (2C, 5M Cache, 3.00 GHz, 8.00 GT/s Intel QPI).

Memory
32GB (DDR3, 1600MHz)

Disk Drive Specification

Size

Disk | RAID Drive (GB) Internal / External” Contents
C 80 Internal Only (O}
1 RAID 1 ——
D 20 Internal Only CHI Binaries
2 RAID 1 J 225 Internal or External CH Data Files
3 RAID 1 K 225 Internal or External CH Data Files

* Internal: 15K RPM, Internal Drive, RAID on separate disk spindles.
External: 15K RPM, SAN Drive, RAID on separate disk spindles with RAID Enabled Backplane and
external SAN Fibre Connect
Security Module
LUNA PCle 7000 HSM from Safenet Inc.
Database Server
Processor
Dual Intel Xeon Processors E5-2637 (2C, 5M Cache, 3.00 GHz, 8.00 GT/s Intel QPI).
Memory

32GB (DDR3, 1600MHz)

Disk Drive Specification

Disk | RAID Drive (Séée) Internal / External” Contents
C 80 Internal Only (OF)
1 RAID 1 —
D 20 Internal Only Oracle Binaries
E 25 Oracle System Tables, Control Files
2 RAID 1 Internal or External -
F 30 Oracle Redo Log Archive
3 RAID 1 G 20 Internal or External (F)ilr:gle Redo Logs 1, Data, Control

CTS Clearing House Interface i Specification 38



Disk | RAID Drive (Séée) Internal / External” Contents
4 RAID 1 H 20 Internal or External l(:)”r:gle Redo Logs 2, Index, Control
5 RAID 1 I 15 Internal or External Undo Tablespace
6 RAID 1 K 150 Internal or External Database Backup

* Internal: 15K RPM, Internal Drive, RAID on separate disk spindles.
External: 15K RPM, SAN Drive, RAID on separate disk spindles with RAID Enabled Backplane and
external SAN Fibre Connect

Please note that the daily database backup should be transferred from disk to tape or backup CHI.

9.4.2 Software

Application Server
Operating System

Microsoft Windows 2008 R2 (64 bit) Standard edition with appropriate CALs to handle the users within
the Bank.

Note: 1) W2008 R2 (64 bit) Enterprise edition is required if High Availability with Windows Active
Passive Clustering needs to be configured.
2) Install Windows Server 2008 R2 with Service Pack 1.

Third-Party Software
The CHI requires the following Third-Party software components for its operation. It is the responsibility of

the commercial banks to procure licenses for these software components. Appropriate software Media
and installation instructions will be provided by RBI/NPCI as part of the CTS project.

No. Software Version | Additional Details
1 IBM WebSphere Application Server - Express Edition 8.0 280 PVUs
2 IPSwitch WSFTP Server* 7.6
3 Netal SLANT Logger 3.2
4 CD Creator Software Roxio or similar

The following Third-Party Software components are included with NCR CHI Software. Commecial Banks

are NOT required to procure separate licenses for these components.

No. Software Version | Additional Details
1 IPSwitch WS FTP Professional 2006
2 Crystal Reports 11.0
3 Java Runtime Environment (JRE) 15
4 MSXML 4.0
5 PERL 5.6

4 For SFTP File Transfer.It requires IPSwitch WSFTP Server with SSH version 7.6.3 and above.
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6 MDAC 2.8
Adobe Reader 10.0
8 Oracle Client - 32 bit 11.2

~

Database Server
Operating System

Microsoft Windows 2008 R2 (64 bit) Standard edition with appropriate CALs to handle the users within
the Bank.

Note: 1) W2008 R2 (64 bit) Enterprise edition is required if High Availability with Windows Active
Passive Clustering needs to be configured.
2) Install Windows Server 2008 R2 with Service Pack 1.

Third-Party Software

The CHI requires the commercial versions of the following Third-Party Software for its operation. It is the
responsibility of the commercial banks to procure a license of software for installation. Appropriate
Software Media and Installation instructions will be provided by RBI/NPCI as part of the CTS project.

No. Software Version | Additional Details
1 Oracle Standard Edition - 64bit 11.2 5 Named User Licenses
2 Netal SLANT Logger 3.2

Note: Oracle 11.2 Enterprise Edition - 64bit is required if Alternate CHI with Oracle Data Guard needs to
be configured.

The following Third-Party Software components are included with NCR CHI Software. Commecial Banks
are NOT required to procure separate licenses for these components.

No. Software Version | Additional Details
1 PERL 5.6
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9.5 Very Large CHI (Between 250,000 and 400,000 items/day)

95.1 Hardware

The following provides the guidelines for the sizing of a CHI server that is expected to handle a volume of
loading 400,000 items/day (160,000 items in a peak hour).

Application Server

Processor
Dual Intel Xeon Processor E5-2643 (4C,10M Cache, 3.30 GHz, 8.00 GT/s Intel QPI)

Memory
32GB (DDR3, 1600MHz)

Disk Drive Specification

Disk RAID Drive %Ee) Internal / External” Contents
C 80 Internal Only (O]
1 RAID 1 ——
D 20 Internal Only CHI Binaries
2 RAID 10 J 360 Internal or External CH Data Files
3 RAID 10 K 360 Internal or External CH Data Files
4 RAID 1 E 30 Internal or External Temp Directory

* Internal: 15K RPM, Internal Drive, RAID on separate disk spindles.
External: 15K RPM, SAN Drive, RAID on separate disk spindles with RAID Enabled Backplane and
external SAN Fibre Connect
Security Module
LUNA PCle 7000 HSM from Safenet Inc. 7 2 Cards
Database Server
Processor
Dual Intel Xeon Processor E5-2643 (4C,10M Cache, 3.30 GHz, 8.00 GT/s Intel QPI)

Memory

32GB (DDR3, 1600MHz)
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Disk Drive Specification

Disk | RAID Drive (Séée) Internal / External” | Contents

C 80 Internal Only 0S
1 RAID 1 —

D 26 Internal Only Oracle Binaries

E 40 Oracle System Tables, Control Files
2 RAID 1 Internal or External :

F 48 Oracle Redo Log Archive
3 RAID 1 G 40 Internal or External (F)”rggle Redo Logs 1, Data, Control
4 RAID 1 H 40 Internal or External IC:)”rzgle Redo Logs 2, Index, Control
5 RAID 1 I 24 Internal or External Undo Tablespace
6 RAID 1 K 250 Internal or External Database Backup

* Internal: 15K RPM, Internal Drive, RAID on separate disk spindles.
External: 15K RPM, SAN Drive, RAID on separate disk spindles with RAID Enabled Backplane and
external SAN Fibre Connect

Please note that the daily database backup should be transferred from disk to tape or backup CHI.

9.5.2 Software

Application Server
Operating System

Microsoft Windows 2008 R2 (64 bit) Standard edition with appropriate CALs to handle the users within
the Bank.

Note: 1) W2008 R2 (64 bit) Enterprise edition is required if High Availability with Windows Active
Passive Clustering needs to be configured.
2) Install Windows Server 2008 R2 with Service Pack 1.

Third-Party Software
The CHI requires the following Third-Party software components for its operation. It is the responsibility of

the commercial banks to procure licenses for these software components. Appropriate software Media
and installation instructions will be provided by RBI/NPCI as part of the CTS project.

No. Software Version | Additional Details
1 IBM WebSphere Application Server - Standard Edition 8.0 560 PVUs
2 IPSwitch WSFTP Server® 7.6
3 Netal SLANT Logger 3.2
4 CD Creator Software Roxio or similar

5 For SFTP File Transfer.It requires IPSwitch WSFTP Server with SSH version 7.6.3 and above.
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Following Third-Party Software components are included with NCR CHI Software. Commecial Banks are

NOT required to procure separate licenses for these components.

No. Software Version | Additional Details
1 IPSwitch WS FTP Professional 2006
2 Crystal Reports 11.0
3 Java Runtime Environment (JRE) 15
4 MSXML 4.0
5 PERL 5.6
6 MDAC 2.8
7 Adobe Reader 10.0
8 Oracle Client - 32 bit 11.2

Database Server

Operating System

Microsoft Windows 2008 R2 (64 bit) Standard edition with appropriate CALs to handle the users within
the Bank.

Note: 1) W2008 R2 (64 bit) Enterprise edition is required if High Availability with Windows Active
Passive Clustering needs to be configured.
2) Install Windows Server 2008 R2 with Service Pack 1.

Third-Party Software
The CHI requires the following Third-Party Software for its operation. It is the responsibility of the

commercial banks to procure licences for these components. Appropriate software media and installation
instructions will be provided by RBI/NPCI as part of the CTS project.

No. Software Version | Additional Details
1 Oracle Standard Edition - 64bit 11.2 5 Named User Licenses
2 Netal SLANT Logger 3.2

Note: Oracle 11.2 Enterprise Edition - 64bit is required if Alternate CHI with Oracle Data Guard needs to
be configured.

The following Third-Party Software components are included with NCR CHI Software. Commecial Banks
are NOT required to procure separate licenses for these components.

No. Software Version | Additional Details
1 PERL 5.6

9.6 ExtraLarge CHI (Between 400,000 and 550,000 items/day Inward + Outward)

9.6.1 Hardware

The following provides the guidelines for the sizing of a CHI server that is expected to handle a volume
of loading 550,000 items/day (Inward+Outward) with 30% of total daily volume in peak hour.

Application Server
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One Application Server is required for handling load of Extra Large CHI. Following is the required
hardware configuration for the Application Server.

Processor

Dual Intel Xeon Processor E5-2690 (8C, 20M Cache, 2.90 GHz, 8.00 GT/s Intel QPI)
Memory

32GB (DDR3, 1600MHz)

Disk Drive Specification

Disk RAID Drive (S(;Ee) Internal / External” Contents
C 80 Internal Only oS
1 RAID 1 ~
D 180 Internal Only CHI Binaries
2 RAID 10 J 900 External CH Data Files
3 RAID 10 K 900 External CH Data Files
4 RAID 1 E 50 Internal Only Temp Directory

* Internal: 15K RPM, Internal Drive, RAID on separate disk spindles.
External Shared: Shared storage array 15K RPM, SAN Drive, RAID on separate disk spindles with RAID Enabled
Backplane and external SAN Fibre Connect

Security Module
LUNA PCle 7000 HSM from Safenet Inc. i 2 Cards

Database Server

One Database Servers are required to handle load of Extra Large CHI. Following is the required hardware
configuration for the database server.

Processor
Dual Intel Xeon Processor E5-2690 (8C, 20M Cache, 2.90 GHz, 8.00 GT/s Intel QPI)
Memory

32GB (DDR3, 1600MHz)

Disk Drive Specification

Disk RAID Drive (Séée) Internal / External” Contents
C 80 Internal Only (O]
1 RAID 1 —
D 60 Internal Only Oracle Binaries
E 100 Oracle System Tables, Control
2 RAID 1 Internal or External Files
F 300 Oracle Redo Log Archive
3 RAID 1 G 100 Internal or External Oracle R?do Logs 1, Data,
Control Files
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4 | RAD1 | H 100 Internal or External | Oracle Redo Logs 2, Index,
Control Files

5 RAID 1 I 60 Internal or External Undo Tablespace

6 RAID 10 K 1200 Internal or External Database Backup

* Internal: 15K RPM, Internal Drive, RAID on separate disk spindles.
External Shared: Shared storage array 15K RPM, SAN Drive, RAID on separate disk spindles with RAID Enabled Backplane
and external SAN Fibre Connect

9.6.2 Software

Application Server

Operating System

Microsoft Windows 2008 R2 (64 bit) Standard edition with appropriate CALs to handle the users within
the Bank.

Note : Install Windows Server 2008 R2 with Service Pack 1.

Third-Party Software

The CHI requires the following Third-Party software components for its operation. It is the responsibility
of the commercial banks to procure licenses for these software components. Appropriate installation
instructions will be provided by NPCI as part of the CTS project.

No. | Software Version | Additional Details

1 IBI\_/I_WebSphere Application Server - Standard 8.0 1120 PVUs
Edition

2 IPSwitch WSFTP Server® 7.6

3 Netal SLANT Logger 3.2

4 CD Creator Software Roxio or similar

Following Third-Party Software components are included with NCR CHI Software. Commercial Banks
are NOT required to procure separate licenses for these components.

No. | Software Version | Additional Details
1 IPSwitch WS FTP Professional 2006

2 Crystal Reports 11.0

3 Java Runtime Environment (JRE) 15

4 MSXML 4.0

5 PERL 5.6

6 MDAC 2.8

7 Adobe Reader 10.0

8 Oracle Client - 32 bit 11.2

Database Server

Operating System

8 For SFTP File Transfer.It requires IPSwitch WSFTP Server with SSH version 7.6.3 and above.
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Microsoft Windows 2008 R2 (64 bit) Standard edition with appropriate CALs to handle the users within
the Bank.

Note : Install Windows Server 2008 R2 with Service Pack 1.

Third-Party Software
The CHI requires the following Third-Party Software for its operation. It is the responsibility of the
commercial banks to procure licenses for these components. Appropriate installation instructions will be

provided by NPCI as part of the CTS project.

No. | Software Version | Additional Details
1 Oracle Standard Edition - 64bit 11.2 5 Named User Licenses
2 Netal SLANT Logger 3.2

Note: Oracle 11.2 Enterprise Edition - 64bit is required if Alternate CHI with Oracle Data Guard needs to
be configured.

The following Third-Party Software components are included with NCR CHI Software. Commercial Banks
are NOT required to procure separate licenses for these components.

No.

Software

Version

Additional Details

1

PERL

5.6

9.7 Extra-Extra Large CHI (XXL CHI) (Between 550,000 and 800,000 items/day)

9.7.1 Hardware

The following provides the guidelines for the sizing of a CHI server that is expected to handle a volume
of loading 800,000 items/day (Inward+Outward) with 30% of total daily volume in peak hour.

Application Server

One Application Server is required for handling load of Extra-Extra Large CHI. Following is the required
hardware configuration for the Application Server.

Processor

Dual Intel Xeon Processor E5-2690 (8C, 20M Cache, 2.90 GHz, 8.00 GT/s Intel QPI)

Memory

64GB (DDR3, 1600MHz)

Disk Drive Specification

Disk RAID Drive (Sc'aée) Internal / External* Contents
C 80 Internal Only 0S
1 RAID 1 —
D 180 Internal Only CHI Binaries
2 RAID 1 E 50 Internal Only Temp Directory
3 RAID 10 J 450 External Shared CHI Data Files
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Disk RAID Drive (Séée) Internal / External* Contents
4 RAID 10 K 450 External Shared CHI Data Files
5 RAID 10 L 450 External Shared CHI Data Files
6 RAID 10 M 450 External Shared CHI Data Files

* Internal: 15K RPM, Internal Drive, RAID on separate disk spindles.
External Shared: Shared storage array 15K RPM, SAN Drive, RAID on separate disk spindles with RAID Enabled
Backplane and external SAN Fibre Connect

Security Module
LUNA PCle 7000 HSM from Safenet Inc. i 3 Cards

Database Server

One Database Servers are required to handle load of Extra-Extra Large CHI. Following is the required
hardware configuration for the database server.

Processor

Dual Intel Xeon Processor E5-2690 (8C, 20M Cache, 2.90 GHz, 8.00 GT/s Intel QPI)

Memory

64GB (DDR3, 1600MHz)

Disk Drive Specification

Disk RAID Drive (Sé%e) Internal / External* Contents

1 RAID1 C 80 Internal Only (O]

2 RAID1 D 120 Internal Only Oracle Binary and Diag

3 RAID1 M 32 External Shared Data , Control Files

4 RAID1 N 32 External Shared Data

5 RAID1 @] 25 External Shared Undo Tablespace

6 RAID1 P 64 External Shared Data

7 RAID1 Q 24 External Shared Index Data
Control Files, Oracle Redo

8 RAID1 R 16 External Shared Logs, Oracle System Tables

9 | RAID1 S 6 External Shared Control F"el_s(;g?ade Redo

10 RAIDS U 357 External Shared Oracle Redo Log Archive

11 RAID1 W 27 External Shared Temp Data

12 RAID5S Y 1600 External Shared Backup files

* Internal: 15K RPM, Internal Drive, RAID on separate disk spindles.
External Shared: Shared storage array 15K RPM, SAN Drive, RAID on separate disk spindles with RAID Enabled Backplane
and external SAN Fibre Connect
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9.7.2 Software

Application Server
Operating System

Microsoft Windows 2008 R2 (64 bit) Enterprise edition with appropriate CALs to handle the users within
the Bank.

Note : Install Windows Server 2008 R2 with Service Pack 1.
Third-Party Software
The CHI requires the following Third-Party software components for its operation. It is the responsibility

of the commercial banks to procure licenses for these software components. Appropriate installation
instructions will be provided by NPCI as part of the CTS project.

2'_ Software Version | Additional Details
1 | IBM WebSphere Application Server - Standard Edition | 8.0 1120 PVUs

2 | IPSwitch WSFTP Server’ 7.6

3 | Netal SLANT Logger 3.2

4 | CD Creator Software Roxio or similar

Following Third-Party Software components are included with NCR CHI Software. Commercial Banks
are NOT required to procure separate licenses for these components.

No. | Software Version | Additional Details
1 IPSwitch WS FTP Professional 2006
2 Crystal Reports 11.0
3 Java Runtime Environment (JRE) 15
4 MSXML 4.0
5 PERL 5.6
6 MDAC 2.8
7 Adobe Reader 10.0
8 Oracle Client - 32 bit 11.2

Database Server

Operating System

Microsoft Windows 2008 R2 (64 bit) Enterprise edition with appropriate CALs to handle the users within

the Bank.

Note : Install Windows Server 2008 R2 with Service Pack 1.

Third-Party Software

7 For SFTP File Transfer.It requires IPSwitch WSFTP Server with SSH version 7.6.3 and above.
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The CHI requires the following Third-Party Software for its operation. It is the responsibility of the
commercial banks to procure licenses for these components. Appropriate installation instructions will be

provided by NPCI as part of the CTS project.

No. | Software Version | Additional Details
1 Oracle Enterprise Edition - 64bit 11.2 5 Named User Licenses
2 Netal SLANT Logger 3.2

The following Third-Party Software components are included with NCR CHI Software. Commercial Banks
are NOT required to procure separate licenses for these components.

No.

Software

Version

Additional Details

1

PERL

5.6
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10 Network Capacity Planning

The networking capacity required at the CHI to communicate to the CH has been approximated as per the
formula below. The banks are requested to choose a suitable router and communication equipment to
handle the workload as computed below.

The highlevel steps in computing your network capacity are:
a) determine your peak day item volume by summing:
i. outward volume for the biggest peak day
ii. inward volume for the biggest peak day
b) multiply by 0.0001537

Example: outward volume on biggest peak day is 13,500 items, inward volume on biggest peak day is
11,800 ; sum is 25,300 items. Now multiply by 0.0001537 results in 3.888 Mbps of required network
capacity (minimum).

The assumptions in place for the network capacity are:
1 that the maximum image size is being transferred i namely 85KB
9 that the busiest hour of the day moved 40% of the total item volume
f that a network can only be used up to 60% of
9 that 10-bits represents the data plus network overhead
1 there are 1024 KB in a MB and 3600 seconds per hour

The actual formula is:

(itemvolumé 85KB * 0.40*10bits)

Network capacity (Mbps) = S/(1024* 3600* 0.6)

11 High Availability and Disaster Recovery

11.1High Availability i Active-Passive Cluster
The HA Capability for the CHI can be implemented using Microsoft Windows 2008 Failover Cluster.

In Microsoft Windows 2008 Failover cluster, the first installed server acts as a primary server. If the
primary server fails, switch over to passive server will happen automatically.

Notes:

i. Hardware configuration for each server is as detailed in section 9 for the corresponding CHI
variant

ii. All application drives should be on external shared storage.

iii. Microsoft Windows 2008 R2 64 bit Enterprise Edition is required on all servers.

iv. All servers should be on the same CHI software version.

v. Third-Party Software license requirements are applicable for each server as detailed in
section 9 for the corresponding CHI variant.
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11.2Disaster Recovery 1 Alternate CHI

The Alternate CHI can be setup as an independent replica of the primary CHI. Database replication
between primary CHI and alternate CHI can be achived by following ways.

1. Using Oracle Data Guard solution
For operational readi ness, st lerssurebtldantk bes  pCrHil maAr dynr
end-of-day database archive log is applied at the Alternate CHI on a daily basis.

2. Using Oracle RMAN Backup recovery solution
For operational readiness,t he bankds CHmusiestore thé srtirmd royendH | 6 s
day database backup at the Alternate CHI on a daily basis.

In case of a disaster at the primary CHI, operations can start at the Alternate CHI from StartOfDay.

Notes:

i. Hardware configuration for the Alternate CHI is the same as the primary CHI as detailed in
section 9 for the corresponding CHI variant.

i. Primary and Alternate CHIs must be on the same CHI software version.

ii. Oracle 11.2 Enterprise Edition - 64bit is required for both primary and alternate CHI's
database if Oracle Data Guard feature is used as a database replication solution for
Alternate CHI processing. Appropriate Oracle license need to be procured as per the CHI
flavor.

iv. Third-Party Software license requirements are applicable for each server as detailed in
section 9 for the corresponding CHI variant.

11.3Alternate during Network Failure
See section 3.11.

12 Clearing House Tables available for capture system

The following Clearing House Master data shall be available for use by the capture systems.

Clearing House and Clearing Center, including Bank/Branch and blockages
Item Return Reason

Calendar

Bundle Collection

Session Definition and Collection Type
Clearing Type and DocType definitions
Item Extension Reason

Translation Rules

Transaction Code

City Master

AtParBankMaster

=8 =4 =8 -8 -8 -89 _8_8_8_9

The Clearing House Table data will be contained in a single XML file, available in a file folder on the CHI
server as described in section Appendix 3.4. Capture and Drawee modules will have to detect that a new
Clearing House Table Data file exists, and then undertake to get the file and use it for their purposes.
The details of the CH Master XML file can be found in the Interface Specification in Appendix A.
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13 Appendix AT CHI Interface Specification

APPENDIX CHANGE SHEET

Rev Date Section Description of Change By
A Apr 12, Rev A Initial, Available for RBI/NPCI and banks G. Franklin
2006
Bl 18 Apr many NCR & RBI/NPCI internal review and changes G.Franklin
2006
B2 25 Apr many NCR & RBI/NPCI internal review and changes G.Franklin
2006
B3 2771 29 many NCR & RBI/NPCI internal review and changes G.Franklin
June200
6
For | 20 July - [ many NCR & RBI/NPCI internal review and changes G.Franklin
CHI | 01 Aug
V1.7 | 2006
For |17 Augi | many NCR & RBI/NPCI internal review and changes Sunil Babu
CHI | 28 Aug
V1.8 | 2006
For | Thru Sep | Many Very many changes in almost all sections due to GF
CHI | 19 2006 RBI/NPCI Feedback on DRS.
V1.9
V1 22 sep Many 1 Appx 4.1.2 re-order ImageDS
.10 | 2006 1 Appx 4.1.3.3 TruncatingRTNo
1 Appx4.3.1 typo/grammer
1 Appx 4.3.2 re-order ImageDS
1 Appx4.3.3 re-order ImageDS
1 Appx 4.3.4.1 added SettlementDate
and SettlementTime to FileHeader
1 Appx 4.8.1 filename typo
1 Appx4.10.3.1 added SettlementDate
and SettlementTime to FileHeader
1 Appx 4.11.x CHMaster Table cleanup
1 Appx of sample files i corrected to
agree
1 Appx 9.2 is for information only
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V1 17 Nov
A1 2006

Appx 1 deleted reference to host
(recon) file

Appx 2.1 clarify Extension File (EF) as
well as DREF

Appx 2.4, Appx 2.5, Appx 3.4.1, AppX
4.8, Appx 4.8.1 describe DREF

Appx 2.5, Appx 4.11.2, Appx 4.11.3.3,
Appx 6 add necessary detail for
AtParBankMaster element

Appx 2.5, Appx 4.12, Appx 5.9 add
detail and example for Unwound Item
File

Appx 4.11.2 redraw picture, A1 adjust
indent of W@ABrancho
Appx 4.11.3.7 completed description of
DesignatedBranchForTransCode

Appx 4.12 added section for Unwound
Item File
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